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***** Next change *****
7.6
IPsec SA modification procedure


***** Next change *****
7.6.1
General
The user plane IPsec child SA modification procedure is to update a child SA associating to the QoS flows of the PDU session. The procedure may be initiated by the N3IWF. The IPsec child SA modification may be accepted or rejected by the UE.
***** Next change *****
7.6.2
N3IWF procedure for IPsec child SA modification
The N3IWF shall perform the IPsec child SA modification by sending an INFORMATIONAL request message as specified in IETF RFC 7296 [6] to the UE with an 5G_QOS_INFO Notify payload indicating modified content associated with the IPsec child SA.
***** Next change *****
7.6.3
UE procedure for IPsec child SA modification
Upon receipt of an INFORMATIONAL request message containing an 5G_QOS_INFO Notify payload:
a)
if the content of the 5G_QOS_INFO Notify payload is accepted by the UE, the UE shall:

i)
send an empty INFORMATIONAL response message to the N3IWF to acknowledge the reception of the INFORMATIONAL request message; and

ii)
update locally the IPsec child SA according to the content of the INFORMATIONAL request message; or
b)
if the content of the 5G_QOS_INFO Notify payload is not accepted by the UE, the UE shall:

i)
send the reason for rejecting the IPsec SA modification in the content of an INFORMATIONAL response message; and

ii)
not update locally the IPsec child SA according to the content of the INFORMATIONAL request message.
***** Next change *****
