[bookmark: _Toc502364512][bookmark: _Toc533073920][bookmark: _Toc502364546][bookmark: _Toc517476811][bookmark: _Toc502364581][bookmark: _Toc517476846]3GPP TSG-CT6 Meeting #93	C6-190141
Xi'an, China, 9th Apr 2019 - 12th Apr 2019
	CR-Form-v11.2

	CHANGE REQUEST

	

	
	31.121
	CR
	0277
	rev
	1
	Current version:
	15.3.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	X
	ME
	X
	Radio Access Network
	X
	Core Network
	X



	

	Title:	
	Introduction of Handling subscription identifier privacy for 5G related test cases

	
	

	Source to WG:
	Comprion GmbH, Qualcomm Incorporated

	Source to TSG:
	C6

	
	

	Work item code:
	5GS_Ph1_UEConTest
	
	
	2019-04-10

	
	
	
	
	

	Category:
	B
	
	Release:
	Rel-15

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	[bookmark: OLE_LINK1]Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
Rel-12	(Release 12)
Rel-13	(Release 13)
Rel-14	(Release 14)
Rel-15	(Release 15)
Rel-16	(Release 16)

	
	

	Reason for change:
	CT6 recently approved the WP in document C6-190059 for introducing test cases to TS 31.121 on 5G features. This CR is providing test cases on Handling subscription identifier privacy for 5G.

	
	

	Summary of change:
	· Add new references
· Add new cl. For 5G UICC
· Add new cl. Handling subscription identifier privacy for 5G

	
	

	Consequences if not approved:
	Requirements are not tested.

	
	

	Clauses affected:
	2, 3.7, 4.X, 5.X

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	





[bookmark: _Toc502364501][bookmark: _Toc533073909]2	References
[…]
[bookmark: _Hlk4069786][40]	3GPP TS 38.508-1: "5GS; User Equipment (UE) conformance specification; Part 1: Common test environment".
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[zz]	3GPP TS 24.501: "Non-Access-Stratum (NAS) protocol for 5G System (5GS); Stage 3".
[…]
3.7	Table of optional features
Support of several features is optional or release dependent for the terminal equipment. However, if an ME states conformance with a specific 3GPP release, it is mandatory for the ME to support all mandatory functions of that release, as stated in table A.1 with the exception of the functions:
-	"Support of ACL"; and
-	"Support of local phonebook";
The supplier of the implementation shall state the support of possible options in table A.1.
Table A.1: Options
	Item
	Option
	Status
	Support
	Mnemonic

	1
	Support of CS
	O
	
	O_CS

	
	………..

	
	
	

	x
	UE Supports 5GS Core
	O
	
	pc_5GCN

	y
	NG-RAN NR
	O
	
	pc_NG_RAN_NR

	
	
	
	
	




	Item
	Description
	Tested feature defined in Release
	Test sequence(s)
	R99 ME
	Rel-4 ME
	Rel-5 ME
	Rel-6 ME
	Rel-7 ME
	Rel-8 ME
	Rel-9 ME
	Rel-10 ME
	Rel-11 ME
	Rel-12 ME
	Rel-13 ME
	Rel-14-ME
	Rel-15 ME
	Network Dependency
	Support
	Additional test case execution recommendation

	
	……………….

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	AER005

	130
	UE recognising the priority order of the Operator controlled PLMN selector list when accessing E-UTRAN in NB-S1 mode
	Rel-14
	7.3.5
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	C046
	C046
	NB System Simulator
	
	

	aaa
	UE identification by SUCI during initial registration – SUCI calculation by ME using null scheme
	Rel-15
	5.X.1
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	FFS
	NG-SS
	
	

	bbb
	UE identification by SUCI during initial registration – SUCI calculation by ME using profile B or profile A
	Rel-15
	5.X.2
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	FFS
	NG-SS
	
	

	ccc
	UE identification by SUCI during initial registration – SUCI calculation by USIM
	Rel-15
	5.X.3
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	FFS
	NG-SS
	
	

	ddd
	UE identification by SUCI in response to IDENTITY REQUEST message
	Rel-15
	5.X.4
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	C0XX
	NG-SS
	
	

	eee
	UE identification by SUCI in response to IDENTITY REQUEST message with T3519 timer expiry
	Rel-15
	5.X.5
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	C0XX
	NG-SS
	
	

	fff
	UE identification by SUCI in response to IDENTITY REQUEST message and AUTHENTICATION REJECT
	Rel-15
	5.X.6
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	C0XX
	NG-SS
	
	

	ggg
	UE identification by IMSI– no subscription identifier privacy support by the USIM
	Rel-15
	5.X.7
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	FFS
	NG-SS
	
	

	hhh
	UE identification by 5G-GUTI – Last Registered TAI stored on USIM
	Rel-15
	5.X.8
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	C0XX
	NG-SS
	
	

	Iii
	UE identification by 5G-GUTI – Last Registered TAI stored by ME
	Rel-15
	5.X.9
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	C0XX
	NG-SS
	
	

	Jjj
	UE identification UE identification after SUPI is changed
	Rel-15
	5.X.10
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	C0XX
	NG-SS
	
	


Table B.1: Applicability of tests (continued)
	
	…………..
	

	C055
	IF A.1/4 THEN M ELSE N/A	
	--  O_GERAN

	C0XX
	IF A.1/x AND A.1/y THEN M ELSE N/A
	--  pc_5GCN AND pc_NG_RAN_NR 



[bookmark: _Toc502364514][bookmark: _Toc533073922][………]
4	Default Values
[…..]
4.X	Definition of 5G-NG UICC
The 5G-NG test cases require a different configuration than the one described in subclause 4.1. For that purpose, a default 5G-NG UICC is defined. In general, the values of the 5G-NG UICC are identical to the default UICC, with the following exceptions:
[bookmark: _Toc502364547][bookmark: _Toc517476812]4.X.1		EFUST (USIM Service Table)
Logically:	
	User controlled PLMN selector available
	Fixed dialling numbers available	
	The GSM Access available
	The Group Identifier level 1 and level 2 not available
	Service n 33 (Packed Switched Domain) shall be set to '1'
Enabled Services Table available
EPS Mobility Management Information available
Allowed CSG Lists and corresponding indications available
5GS Mobility Management Information available
5G Security Parameters available
Subscription identifier privacy support available
SUCI calculation by USIM not available


	Byte:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8

	Binary:
	xxxx xx1x
	xxxx xxxx
	xxxx 1x00
	xxxx x1xx
	xxxx xx11
	xxxx xxxx
	xxxx xxxx
	xxxx xxxx

	
	
	
	
	
	
	
	
	
	
	
	

	
	B9
	B10
	B11
	
	B16
	
	
	

	
	xxxx xxxx
	xxxx xxxx
	xx11 xxxx
	.....
	xxx0 111x
	
	
	



4.X.2	EFIMSI (IMSI)
Logically:	24681357935793 

	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9

	Hex
	08
	21
	64
	18
	53
	97
	53
	97
	F3



[bookmark: _Hlk789631][bookmark: _Hlk805464]4.X.3 	EF5GS3GPPLOCI (5GS 3GPP location information)
 Logically:	
5G-GUTI:		FF FF FF FF FF FF FF FF FF FF
 	TAI:			246 081 000000
	5GS update status: 	5U2 NOT UPDATED

	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8

	Hex
	FF 
	FF
	FF
	FF
	FF
	FF
	FF
	FF

	
	B9
	B10
	B11
	B12
	B13
	B14
	B15
	B16

	
	FF
	FF
	FF
	FF
	FF
	42
	16
	80

	
	B17
	B18
	B19
	B20
	
	
	
	

	
	00
	00
	00
	01
	
	
	
	


[…………]
5.X	Handling subscription identifier privacy for 5G
[bookmark: _Toc502364582][bookmark: _Toc517476847]5.X.1	UE identification by SUCI during initial registration – SUCI calculation by ME using null scheme
FFS
5.X.2	UE identification by SUCI during initial registration – SUCI calculation by ME using profile B or profile A
FFS 
5.X.3	UE identification by SUCI during initial registration – SUCI calculation by USIM
FFS
[bookmark: _Hlk2083543]5.X.4	UE identification by SUCI in response to IDENTITY REQUEST message
5.X.4.1	Definition and applicability
The identification procedure is specified to request a particular UE to provide specific identification parameters, e.g. the SUCI or the IMEI. The SUCI is a privacy preserving identifier containing the concealed SUPI and IMEI is a format of PEI.
The network initiates the identification procedure by sending an IDENTITY REQUEST message to the UE and starting timer T3570. The IDENTITY REQUEST message specifies the requested identification parameters in the Identity type information element and the UE shall be ready to respond to an IDENTITY REQUEST message at any time whilst in 5GMM-CONNECTED mode. 

5.X.4.2 	Conformance requirement
1. A UE shall be ready to respond to an IDENTITY REQUEST message at any time whilst in 5GMM- CONNECTED mode. 
1. Upon receipt of the IDENTITY REQUEST message, if the Identity type IE in the IDENTITY REQUEST message is set to "SUCI", the UE shall:
· if timer T3519 is not running, generate a fresh SUCI as specified in 3GPP TS 33.501 [yy], send an IDENTITY RESPONSE message with the SUCI, start timer T3519 and store the value of the SUCI sent in the IDENTITY RESPONSE message; and
· if timer T3519 is running, send an IDENTITY RESPONSE message with the stored SUCI

1) If the REGISTRATION ACCEPT message contained a 5G-GUTI, the UE shall return a REGISTRATION COMPLETE message to the AMF to acknowledge the received 5G-GUTI, stop timer T3519 if running, and delete any stored SUCI.
Reference:
-	TS 31.102 [4], subclauses 4.4.11.8, 4.4.11.11, 5.3.47 and 5.3.51;
- 	TS 33.501 [yy], subclauses 6.12.4 and Annex C;
-	TS 24.501 [zz], subclauses 5.5.1.2, 5.5.1.2.4 and 5.4.3.
5.X.4.3	Test purpose
1)	To verify that the READ EFSUCI_Calc_Info, EFRouting_Indicator and EFIMSI commands are performed correctly by the terminal.
2) To verify that the UE will perform SUCI calculation procedure correctly.
3) To verify that upon reception of the IDENTITY REQUEST message with Identity type IE set to "SUCI", the UE will:
· if timer T3519 is not running, generate a fresh SUCI, send an IDENTITY RESPONSE message with the SUCI, start timer T3519 and store the value of the SUCI sent in the IDENTITY RESPONSE message; and
· if timer T3519 is running, send an IDENTITY RESPONSE message with the stored SUCI

1. To verify that upon reception of the REGISTRATION ACCEPT message UE deletes the stored SUCI.
5.X.4.4	Method of test
5.X.4.4.1	Initial conditions
The NG-SS transmits on the BCCH, with the following network parameters:
Cell A - 	TAI (MCC/MNC/TAC):	244/083/0001.
		Access control:	unrestricted.
Cell B - 	TAI (MCC/MNC/TAC):	244/084/0001.
		Access control:	unrestricted.
The default 5G-NR UICC is used with the following exception:
[bookmark: _Hlk4400877]EF5GS3GPPLOCI (5GS 3GPP location information)
 Logically:	
5G-GUTI:		244083 00010266436587
 	TAI:			244 083 000001
 	5GS update status: 	5U2 NOT UPDATED

	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8

	Hex
	0B
	FF 
	F2
	42
	34
	80
	00
	01

	
	B9
	B10
	B11
	B12
	B13
	B14
	B15
	B16

	
	02
	66
	43
	65
	87
	42
	34
	80

	
	B17
	B18
	B19
	B20
	
	
	
	

	
	00
	00
	01
	01
	
	
	
	



The UICC is installed into the terminal. 
5.X.4.4.2	Procedure
a)	Bring up the Cell A and the UE is switched on.
b)	The UE sends REGISTRATION REQUEST to the NG-SS indicates the 5GS registration type IE as "initial registration" and 5GS mobile identity information element type "5G-GUTI", then the UE starts timer T3510.
c) NG-SS sends IDENTITY REQUEST message to the UE indicating Identity type information element is “SUCI” and starting timer T3570.
d)  The UE sends IDENTITY RESPONSE message with the a fresh generated SUCI, start timer T3519 and store the value of the SUCI sent in the IDENTITY RESPONSE message.
e) NG-SS should ignore the IDENTITY RESPONSE sent by the UE and shall resend IDENTITY REQUEST message. 
f)  The UE sends the IDENTITY RESPONSE message with the stored SUCI.
g)  NG-SS accepts IDENTITY RESPONSE message and upon reception of REGISTRATION ACCEPT message by UE, UE sends REGISTRATION COMPLETE message to the NG-SS, stops T3519 and deletes stored SUCI.
h) Bring down Cell A and bring up Cell B
i)	The UE sends REGISTRATION REQUEST to the Cell B NG-SS indicates the 5GS registration type IE as "mobility registration" and 5GS mobile identity information element type "5G-GUTI", then the UE starts timer T3510.
j) NG-SS sends IDENTITY REQUEST message to the UE indicating Identity type information element is “SUCI” and starting timer T3570.
k)  The UE sends IDENTITY RESPONSE message with the a fresh generated SUCI, start timer T3519 and store the value of the SUCI sent in the IDENTITY RESPONSE message.
l)  NG-SS accepts IDENTITY RESPONSE message and upon reception of REGISTRATION ACCEPT message by UE, UE sends REGISTRATION COMPLETE message to the NG-SS, stops T3519 and deletes stored SUCI.
5.X.4.5	Acceptance criteria
a) In step d): The UE shall send IDENTITY RESPONSE with new generated SUCI
b) In step f): The UE shall send IDENTITY RESPONSE with the same SUCI generated in step d).
c) In step k) the UE shall send IDENTITY RESPONSE with new generated SUCI
[bookmark: _Hlk2083571]5.X.5	UE identification by SUCI in response to IDENTITY REQUEST message with T3519 timer expiry
5.X.5.1	Definition and applicability
The identification procedure is specified to request a particular UE to provide specific identification parameters, e.g. the SUCI or the IMEI. The SUCI is a privacy preserving identifier containing the concealed SUPI and IMEI is a format of PEI.
The network initiates the identification procedure by sending an IDENTITY REQUEST message to the UE and starting timer T3570. The IDENTITY REQUEST message specifies the requested identification parameters in the Identity type information element and the UE shall be ready to respond to an IDENTITY REQUEST message at any time whilst in 5GMM-CONNECTED mode. 

5.X.5.2 	Conformance requirement
1. A UE shall be ready to respond to an IDENTITY REQUEST message at any time whilst in 5GMM- CONNECTED mode. 

1. Upon receipt of the IDENTITY REQUEST message, if the Identity type IE in the IDENTITY REQUEST message is set to "SUCI", the UE shall:
· if timer T3519 is not running, generate a fresh SUCI as specified in 3GPP TS 33.501 [yy], send an IDENTITY RESPONSE message with the SUCI, start timer T3519 and store the value of the SUCI sent in the IDENTITY RESPONSE message; and
· if timer T3519 is running, send an IDENTITY RESPONSE message with the stored SUCI

1. If the REGISTRATION ACCEPT message contained a 5G-GUTI, the UE shall return a REGISTRATION COMPLETE message to the AMF to acknowledge the received 5G-GUTI, stop timer T3519 if running, and delete any stored SUCI.

1. On expiry of T3519 (60s) timer UE shall delete stored SUCI (Table 10.2.1 in 24.501)
Reference:
[bookmark: _Hlk4150670]-	TS 31.102 [4], subclauses 4.4.11.8, 4.4.11.11, 5.3.47 and 5.3.51;
- 	TS 33.501 [yy], subclauses 6.12.2 and Annex C;
-	TS 24.501 [zz], subclauses 5.5.1.2, 5.5.1.2.4 and 5.4.3.
5.X.5.3	Test purpose
1)	To verify that the READ EFSUCI_Calc_Info, EFRouting_Indicator and EFIMSI commands are performed correctly by the terminal.
2) To verify that the UE will perform SUCI calculation procedure correctly.
3) To verify that upon reception of the IDENTITY REQUEST message with Identity type IE set to "SUCI", the UE will:
· if timer T3519 is not running, generate a fresh SUCI, send an IDENTITY RESPONSE message with the SUCI, start timer T3519 and store the value of the SUCI sent in the IDENTITY RESPONSE message; and
· if timer T3519 is running, send an IDENTITY RESPONSE message with the stored SUCI
4) To verify that upon expiry of T3519 UE deletes the stored SUCI
5.X.5.4	Method of test
5.X.5.4.1	Initial conditions
The NG-SS transmits on the BCCH, with the following network parameters:
Cell A -TAI (MCC/MNC/TAC):	244/083/0001.
                          Access control:   	unrestricted.
Cell B -TAI (MCC/MNC/TAC):	244/084/0001.
                          Access control:   	unrestricted.
The default 5G-NR UICC is used with the following exception:
EF5GS3GPPLOCI (5GS 3GPP location information)
 Logically:	
5G-GUTI:		244083 00010266436587
 	TAI:			244 083 000001
 	5GS update status: 	5U2 NOT UPDATED

	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8

	Hex
	0B
	FF 
	F2
	42
	34
	80
	00
	01

	
	B9
	B10
	B11
	B12
	B13
	B14
	B15
	B16

	
	02
	66
	43
	65
	87
	42
	34
	80

	
	B17
	B18
	B19
	B20
	
	
	
	

	
	00
	00
	01
	01
	
	
	
	



The UICC is installed into the Terminal. 
[bookmark: _Hlk1674598]5.X.5.4.2	Procedure
a)	The UE is switched on.
b)	The UE sends REGISTRATION REQUEST to the NG-SS indicates the 5GS registration type IE as "initial registration" and 5GS mobile identity information element type "5G-GUTI", then the UE starts timer T3510.
c) NG-SS sends IDENTITY REQUEST message to the UE indicating Identity type information element is “SUCI”, then the UE sends IDENTITY RESPONSE message with fresh generated SUCI, start timer T3519 and store the value of the SUCI sent in the IDENTITY RESPONSE message. 
d) NG-SS should accept the IDENTITY RESPONSE sent by the UE and sends REGISTRATION ACCEPT and UE sends REGISTRATION COMPLETE.
e) Bring down Cell A
f) Bring up Cell B
g)	The UE sends REGISTRATION REQUEST to the Cell B NG-SS indicates the 5GS registration type IE as "initial registration" and 5GS mobile identity information element type "5G-GUTI", then the UE starts timer T3510.
h) NG-SS sends IDENTITY REQUEST message, then the UE sends IDENTITY RESPONSE message with the stored SUCI.
i) Bring down Cell B and bring up the cell after 70 sec.
j)	The UE sends REGISTRATION REQUEST to the Cell B NG-SS indicates the 5GS registration type IE as "mobility registration" and 5GS mobile identity information element type "SUCI", then the UE starts timer T3510.
k) NG-SS sends IDENTITY REQUEST message, then the UE sends IDENTITY RESPONSE message with fresh generated SUCI, start timer T3519 and store the value of the SUCI sent in the IDENTITY RESPONSE message. 
l) NG-SS sends REGISTRATION ACCEPT message, upon receipt of this message, the UE shall stop T3519 timer and delete any stored SUCI
m) Upon reception of REGISTRATION ACCEPT message, the UE sends REGISTRATION COMPLETE message to the NG-SS
5.X.5.5	Acceptance criteria
a) In step c) the UE shall send IDENTITY RESPONSE with new generated SUCI
b) In step h) the UE shall send IDENTITY RESPONSE with the stored SUCI in step c)
c) In step k) the UE shall send IDENTITY RESPONSE with new generated SUCI.
[bookmark: _Hlk5099286][bookmark: _Hlk2083598]5.X.6	UE identification by SUCI in response to IDENTITY REQUEST message and AUTHENTICATION REJECT
5.X.6.1	Definition and applicability
The identification procedure is specified to request a particular UE to provide specific identification parameters, e.g. the SUCI or the IMEI. The SUCI is a privacy preserving identifier containing the concealed SUPI and IMEI is a format of PEI.
The network initiates the identification procedure by sending an IDENTITY REQUEST message to the UE and starting timer T3570. The IDENTITY REQUEST message specifies the requested identification parameters in the Identity type information element and the UE shall be ready to respond to an IDENTITY REQUEST message at any time whilst in 5GMM-CONNECTED mode. 

5.X.6.2 	Conformance requirement
1) 	A UE shall be ready to respond to an IDENTITY REQUEST message at any time whilst in 5GMM- CONNECTED mode. 
2)	Upon receipt of the IDENTITY REQUEST message, if the Identity type IE in the IDENTITY REQUEST message is set to "SUCI", the UE shall:
· if timer T3519 is not running, generate a fresh SUCI as specified in 3GPP TS 33.501 [yy], send an IDENTITY RESPONSE message with the SUCI, start timer T3519 and store the value of the SUCI sent in the IDENTITY RESPONSE message; and
· if timer T3519 is running, send an IDENTITY RESPONSE message with the stored SUCI
3) 	If the REGISTRATION ACCEPT message contained a 5G-GUTI, the UE shall return a REGISTRATION COMPLETE message to the AMF to acknowledge the received 5G-GUTI, stop timer T3519 if running, and delete any stored SUCI.
[bookmark: _Hlk5099257]4) 	If the AUTHENTICATION REJECT message is received by the UE, the UE shall abort any 5GMM signalling procedure, stop any of the timers T3510, T3516, T3517, T3519 or T3521 (if they were running), delete stored SUCI  and enter state 5GMM-DEREGISTERED.
Reference:
-	TS 31.102 [4], subclauses 4.4.11.8, 4.4.11.11, 5.3.47 and 5.3.51;
- 	TS 33.501 [yy], subclauses 6.12.2 and Annex C;
-	TS 24.501 [zz], subclauses 5.5.1.2, 5.5.1.2.4, 5.4.3, 5.4.1.3.5 and 5.4.1.2.2.11.
5.X.6.3	Test purpose
1)	To verify that the READ EFSUCI_Calc_Info, READ EFRouting_Indicator and the READ EFIMSI commands are performed correctly by the terminal.
2) To verify that the UE will perform SUCI calculation procedure correctly.
3) To verify that upon reception of the IDENTITY REQUEST message with Identity type IE set to "SUCI", the UE will:
· if timer T3519 is not running, generate a fresh SUCI as specified in 3GPP TS 33.501 [yy], send an IDENTITY RESPONSE message with the SUCI, start timer T3519 and store the value of the SUCI sent in the IDENTITY RESPONSE message; and
· if timer T3519 is running, send an IDENTITY RESPONSE message with the stored SUCI
4) To verify that upon receiving AUTHENTICATION REJECT UE deletes the stored SUCI
5.X.6.4	Method of test
5.X.6.4.1	Initial conditions
The NG-SS transmits on the BCCH, with the following network parameters:
[bookmark: _Hlk4152606]Cell A -TAI (MCC/MNC/TAC):	244/083/0001.
                          Access control:   	unrestricted.
Cell B -TAI (MCC/MNC/TAC):	244/084/0001.
                          Access control:   	unrestricted.
The default 5G-NR UICC is used with the following exception:
EF5GS3GPPLOCI (5GS 3GPP location information)
 Logically:	
5G-GUTI:		244083 00010266436587
 	TAI:			244 083 000001
 	5GS update status: 	5U2 NOT UPDATED

	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8

	Hex
	0B
	FF 
	F2
	42
	34
	80
	00
	01

	
	B9
	B10
	B11
	B12
	B13
	B14
	B15
	B16

	
	02
	66
	43
	65
	87
	42
	34
	80

	
	B17
	B18
	B19
	B20
	
	
	
	

	
	00
	00
	01
	01
	
	
	
	



The UICC is installed into the Terminal. 
5.X.6.4.2	Procedure
a)	The UE is switched on.
b)	The UE sends REGISTRATION REQUEST to the Cell A, indicates the 5GS registration type IE as "initial registration" and 5GS mobile identity information element type "5G-GUTI", then the UE starts timer T3510.
c) NG-SS sends IDENTITY REQUEST message to the UE indicating Identity type information element is “SUCI, then the UE sends IDENTITY RESPONSE message with fresh generated SUCI and start T3519 timer.
d) NG-SS sends AUTHENTICATION REQUEST to the UE.
e) Upon receiving AUTHENTICATION RESPONSE from UE NG-SS sends AUTHNTICATION REJECT
f) UE stops T3519 timer and deletes the stored SUCI.
g) Bring down Cell A and bring up Cell B.
h)	The UE sends REGISTRATION REQUEST to the Cell B NG-SS indicates the 5GS registration type IE as "initial registration" and 5GS mobile identity information element type "SUCI", with fresh SUCI then the UE starts timer T3510.
i) NG-SS sends REGISTRATION ACCEPT message, upon receipt of this message, the UE shall stop T3519 timer and delete any stored SUCI
j) Upon reception of REGISTRATION ACCEPT message, the UE sends REGISTRATION COMPLETE message to the NG-SS
5.X.6.5	Acceptance criteria
a) In step c) the UE shall send IDENTITY RESPONSE with new generated SUCI
b) In step h) the UE shall send a fresh generated SUCI.
5.X.7	UE identification by IMSI– no subscription identifier privacy support by the USIM
FFS

5.X.8	UE identification by 5G-GUTI – Last Registered TAI stored on USIM
5.X.8.1	Definition and applicability
A globally unique temporary user identity for 5GS-based services, the 5G globally unique temporary identity (5G-GUTI), is used for identification within the signalling procedures. When the UE is registered to the same PLMN over 3GPP and non-3GPP access, the UE and the AMF maintain one 5G-GUTI that is common to both 3GPP and non-3GPP access.
A UE supporting N1 mode includes a valid 5G-GUTI, if any is available, in the REGISTRATION REQUEST and DEREGISTRATION REQUEST messages.
5.X.8.2 	Conformance requirement
The following 5GMM parameters shall be stored on the USIM if the corresponding file is present:
a)	5G-GUTI;
b)	last visited registered TAI and
c)	5GS update status
The presence and format of corresponding files on the USIM is specified in 3GPP TS 31.102 [4].
If the corresponding file is not present on the USIM, these 5GMM parameters are stored in a non-volatile memory in the ME together with the SUPI from the USIM. These 5GMM parameters can only be used if the SUPI from the USIM matches the SUPI stored in the non-volatile memory; else the UE shall delete the 5GMM parameters.
Reference:
-	TS 31.102 [4], subclause 4.4.11.2; 
- 	TS 24.501 [zz], subclauses 5.3.3 and 5.5.1.2.
5.X.8.3	Test purpose
1)	To verify that the READ EFIMSI and EF5GS3GPPLOCI commands are performed correctly by the ME.
2) To verify that the ME uses 5G-GUTI in the Registration Request.
5.X.8.4	Method of test
5.X.8.4.1	Initial conditions
The NG-SS transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):	244/083/000001.
-	Access control:	unrestricted.
The default 5G-NR UICC is used with the following exception:
EF5GS3GPPLOCI (5GS 3GPP location information)
 Logically:	
5G-GUTI:		244083 00010266436587
 	TAI:			244 083 000001
 	5GS update status: 	5U2 NOT UPDATED

	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8

	Hex
	0B
	FF 
	F2
	42
	34
	80
	00
	01

	
	B9
	B10
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	B13
	B14
	B15
	B16

	
	02
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	42
	34
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The UICC is installed into the Terminal. 
5.X.8.4.2	Procedure
a)	The UE is switched on.
b)	The UE sends REGISTRATION REQUEST to the NG-SS, indicates the 5GS registration type IE as "initial registration" and 5GS mobile identity information element type "5G-GUTI", then the UE starts timer T3510.
c)  Upon reception of REGISTRATION ACCEPT message the UE sends REGISTRATION COMPLETE message to the NG-SS. 
5.X.8.5	Acceptance criteria
1)	After step a) the ME shall read EFIMSI and EF5GS3GPPLOCI
2)	In step b) the UE shall use 5G-GUTI and Last visited TAI in the REGISTRATION REQUEST:
5G-GUTI:	244 083 00010266436587
 TAI: 	244 083 000001

5.X.9	UE identification by 5G-GUTI – Last Registered TAI stored by ME
5.X.9.1	Definition and applicability
A globally unique temporary user identity for 5GS-based services, the 5G globally unique temporary identity (5G-GUTI), is used for identification within the signalling procedures. A UE supporting N1 mode includes a valid 5G-GUTI, if any is available, in the REGISTRATION REQUEST and DEREGISTRATION REQUEST messages.
5.X.9.2 	Conformance requirement
The following 5GMM parameters shall be stored on the USIM if the corresponding file is present:
a)	5G-GUTI;
b)	last visited registered TAI and
c)	5GS update status
The presence and format of corresponding files on the USIM is specified in 3GPP TS 31.102 [4].
[bookmark: _Hlk4000326]If the corresponding file is not present on the USIM, these 5GMM parameters are stored in a non-volatile memory in the ME together with the SUPI from the USIM. These 5GMM parameters can only be used if the SUPI from the USIM matches the SUPI stored in the non-volatile memory; else the UE shall delete the 5GMM parameters.
Reference:
- 	TS 24.501 [zz], subclauses 5.3.3, 5.5.1.2 and Annex C.
5.X.9.3	Test purpose
1)	To verify that the READ EFIMSI command is performed correctly by the ME.
2) To verify that the ME uses 5G-GUTI in the Registration Request.
3) To verify that the ME stores the new 5G-GUTI in its a non-volatile memory if the corresponding file is not present in the USIM.
5.X.9.4	Method of test
5.X.9.4.1	Initial conditions
The NG-SS transmits on the BCCH, with the following network parameters:
Cell A -TAI (MCC/MNC/TAC):	244/083/000001.
                          Access control:   	unrestricted.
Cell B -TAI (MCC/MNC/TAC):	244/084/000001.
                          Access control:   	unrestricted.
The default E-UTRAN UICC is used and installed into the Terminal. 
5.X.9.4.2	Procedure
a)	The UE is switched on.
b)	The UE sends REGISTRATION REQUEST to the NG-SS indicates the 5GS registration type IE as "initial registration" and 5GS mobile identity information element type "SUCI".
c)  The NG-SS sends a REGISTRATION ACCEPT message with the following parameters:
5G-GUTI: 	244083 00010266436587
TAI:		244 083 000001
d) Upon reception of REGISTRATION ACCEPT message, the UE sends REGISTRATION COMPLETE message to the NG-SS
e)	The UE is switched off.
f)	The UE is switched on.
g)	The UE sends REGISTRATION REQUEST to the NG-SS, indicates the 5GS registration type IE as "initial registration" and 5GS mobile identity information element type "5G-GUTI", then the UE starts timer T3510.
h)  The NG-SS sends REGISTRATION ACCEPT message with the following parameters:
5G-GUTI:	244 083 00010266434444
 TAI: 	244 083 000001
i) the UE sends REGISTRATION COMPLETE message to the NG-SS 
j) Turn cell A off, then turn cell B on.
k) The UE sends REGISTRATION REQUEST to the NG-SS, indicates the 5GS registration type IE as "initial registration" and 5GS mobile identity information element type "5G-GUTI", then the UE starts timer T3510
5.X.9.5	Acceptance criteria
1)	After step a) the ME shall read EFIMSI 
2)	In step g) the UE shall use in the REGISTRATION REQUEST the following parameters:
5G-GUTI:			244083 00010266436587
 Last visited registered TAI: 	244 083 000001
3)	In step k) the UE shall use in the REGISTRATION REQUEST with the following parameters:
5G-GUTI 	244 083 00010266434444
TAI: 	244 083 000001

5.X.10	UE identification after SUPI is changed
5.X.10.1	Definition and applicability
A globally unique temporary user identity for 5GS-based services, the 5G globally unique temporary identity (5G-GUTI), is used for identification within the signalling procedures. A UE supporting N1 mode includes a valid 5G-GUTI, if any is available, in the REGISTRATION REQUEST and DEREGISTRATION REQUEST messages.
5.X.10.2 	Conformance requirement
The following 5GMM parameters shall be stored on the USIM if the corresponding file is present:
a)	5G-GUTI;
b)	last visited registered TAI;
c)	5GS update status; and
d)	5G NAS security context parameters from a full native 5G NAS security context.
The presence and format of corresponding files on the USIM is specified in 3GPP TS 31.102 [4].
If the corresponding file is not present on the USIM, these 5GMM parameters are stored in a non-volatile memory in the ME together with the SUPI from the USIM. These 5GMM parameters can only be used if the SUPI from the USIM matches the SUPI stored in the non-volatile memory; else the UE shall delete the 5GMM parameters.
Reference:
-	TS 24.501 [zz], subclauses 5.3.3, 5.5.1.2 and Annex C.
5.X.10.3	Test purpose
1)	To verify that the READ EFIMSI command is performed correctly by the ME.
2) To verify that the ME deletes the 5GMM parameters from non-volatile memory in case SUPI is changed.
5.X.10.4	Method of test
5.X.10.4.1	Initial conditions
The NG-SS transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):	244/083/000001.
-	Access control:	unrestricted.
The default E-UTRAN UICC is used and installed into the Terminal. 
5.X.10.4.2	Procedure
a)	The UE is switched on.
b)	The UE sends REGISTRATION REQUEST to the NG-SS indicates the 5GS registration type IE as "initial registration" and 5GS mobile identity information element type "SUCI".
c)  The NG-SS sends a REGISTRATION ACCEPT message with the following parameters:
5G-GUTI: 	24408300010266436587
TAI:		244 083 000001
d) The UE sends a REGISTRATION COMPLETE message to the NG-SS.
e)	The UE is switched off, change the UICC configuration by setting the IMSI to (24681685533963) 
f)	The UE is switched on.
g)	The UE sends REGISTRATION REQUEST to the NG-SS. 
5.X.10.5	Acceptance criteria
1)	After step a) the ME shall read EFIMSI 
2)	In step g) the UE shall not use the 5G-GUTI or the Last visited registered TAI parameters in the REGISTRATION REQUEST message, instead it shall use SUCI as 5GS mobile identity IE.
