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	Reason for change:
	Routing indicator is currently configured either in the EFsuci_calc_info (when ME is to perform the SUCI calculation), or in the USIM’s internal memory (when USIM is to perform SUCI calculation).
1. When USIM Service Table is configured to indicate that USIM is to perform the SUCI calculation, Routing indicator (and the entire EFsuci_calc_info for that matter) is not available to the ME for reading. With that USIM configuration, in case SUCI needs to be calculated specifically using NULL scheme (for example, in the case of unauthenticated emergency session), ME shall be able to calculate SUCI itself (as that would be faster and efficient), without asking USIM to do so. Now in order for the ME to perform NULL scheme SUCI calculation, it needs to know the Routing ID configured on the USIM. If Routing ID was always configured in a separate EF, that EF could be made available to the ME all the time, even if EFsuci_calc_info isn’t available to the ME.
2. At SA2#129 (S2-1811541) , SA2 agreed a new procedure for UDM-triggered update of the Routing Indicator on the USIM via the AMF using DL NAS TRANSPORT message. One important aspect is that the update procedure shall not lead to the bringing down of the current ongoing call etc in accordance with the following text from the SA2 approved CR:

If the UDM has requested the UE to re-register, the UE waits until it goes back to RRC idle and initiates a mobility registration update.

If the Routing Indicator is moved out to its own EF, separate from the EFsuci_calc_info, which is used by both the ME and the USIM for the SUCI calculation, then the update of such EF can be notified by the UICC to the ME using existing File Change Notification REFRESH. That notification wouldn’t cause the ongoing call etc to get torn down and the ME can decided when to perform re-registration as per the SA2 requirement above. 
If the Routing Indicator is left as is in the existing EFsuci_calc_info, upon the update of Routing Indicator on the USIM the existing File Change Notification REFRESH cannot be used in the scenario when USIM is performing the SUCI calculation. This is because when USIM is performing the SUCI calculation, the Routing Indicator, Public Key, Protection Scheme Identifier are all stored in the internal memory of the USIM, the update of which cannot be notified via a File Change Notification (only RESET type of REFRESHes can be used to indicate such a change by the UICC to the ME – which would however cause the ongoing call etc to get torn down, violating the SA2 requirement).


	
	

	Summary of change:
	Move Routing Indicator to its own EF which is available to the ME. Both the ME and USIM use the Routing Indicator configured in that EF, for SUCI calculation.

	
	

	Consequences if not approved:
	ME is not able to perform SUCI calculation using NULL Scheme on its own in certain cases.
The update of the Routing Indicator in the USIM cannot be communicated by the UICC to the ME in the SA2 requirement compliant way.
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[bookmark: _Toc533073963]4.4.11.8	EFSUCI_Calc_Info (Subscription Concealed Identifier Calculation Information EF)
If "SUCI calculation is to be performed by the ME" (i.e. service n°124 is "available" in EFUST and service n°125 is not "available" in EFUST), this file shall be present. This EF contains information needed by the ME for the support of subscription identifier privacy as defined in 3GPP TS 33.501[105].
If "SUCI calculation is to be performed by the USIM" (i.e. service n°124 is "available" in EFUST and service n°125 is "available" in EFUST), this file shall not be available to the ME.
If service n°124 is not "available" in EFUST, this file shall not be available to the ME.
Note:	How the file is made "not available to the ME" is implementation specific, e.g. the file may not be present, the file may be present but not readable by the ME, or the file may be present but deactivated.


	Identifier: '4F07'
	Structure: transparent
	Optional

	SFI: '07'
	

	File size: X bytes (X ≥ 2) 
	Update activity: low

	Access Conditions:
	READ	PIN
	UPDATE	ADM
	DEACTIVATE	ADM
	ACTIVATE	ADM


	Bytes
	Description
	M/O
	Length

	1 to Z
	Protection Scheme Identifier List data object
	M
	Z bytes

	Z+1 to Y+Z
	Home Network Public Key List data object
	C
	Y bytes

	X-W+1 to X
	Routing Information TLV data object
	C
	W bytes



‑	Protection Scheme Identifier List data object.
Contents:
This data object shall always be present. If Protection Scheme Identifier List data object length is not zero, this data object contains a list of the Protection Scheme Identifier and the corresponding Key Index. The first Protection Scheme Identifier entry has the highest priority and the last Protection Scheme Identifier entry has the lowest priority. The Key Index value indicates the position of the Home Network Public Key in the Home Network Public Key List, that is applicable to the Protection Scheme.
Coding:
	Description
	Value
	M/O/C
	Length (bytes)

	Protection Scheme Identifier List data object tag
	'A0'
	M
	1

	Protection Scheme Identifier List data object length
	L1
	M
	Note 1

	Protection Scheme Identifier 1 (Highest priority)
	--
	O
	1

	Key Index 1
	--
	C (Note 2)
	1

	Protection Scheme Identifier 2
	--
	O
	1

	Key Index 2
	--
	C (Note 2)
	1

	…
	…
	…
	…

	Protection Scheme Identifier N (Lowest priority)
	--
	O
	1

	Key Index N
	--
	C (Note 2)
	1

	Note 1: 	The length is coded according to ISO/IEC 8825-1 [35]
Note 2: 	This field is present only if the corresponding Protection Scheme Identifier field is present



The Protection Scheme Identifier represents a protection scheme as described in 3GPP TS 33.501 [105] and it is coded in one byte as follows:
	
	
	b8
	b7
	b6
	b5
	b4
	b3
	b2
	b1

	
	
	
	
	
	
	
	
	
	
	Protection Scheme identifier coded as described in 3GPP TS 24.501 [104]

	
	
	
	
	
	
	
	
	
	
	RFU, bit = 0



The Key Index is coded in one byte such that its value indicates the position of the Home Network Public Key in the Home Network Public Key List data object, that is applicable to the Protection Scheme. A Key Index with a value of "1" refers to the first Network Public Key entry in the Home Network Public Key List, and so on. A Key Index with a value of "0" indicates that there is no Home Network Public Key associated with that Protection Scheme (e.g., in the case of null-scheme).
‑	Home Network Public Key List data object.
Contents:
This data object contains a list of the Home Network Public Key and the corresponding Home Network Public Key Identifier that shall be used by the ME to calculate the SUCI.
This data object may not be present if none of the protection scheme profiles identified by the Protection Scheme Identifiers included in the Protection Scheme Identifier List data object use the Home Network Public Key (e.g. null-scheme). If this data object is present, it shall contain at least one Home Network Public Key and the corresponding Home Network Public Key Identifier.
Coding:
	Description
	Value
	M/O/C
	Length (bytes)

	Home Network Public Key List data object
	'A1'
	C
	1

	Home Network Public Key List data object length
	L1
	C
	Note 1

	Home Network Public Key 1 Identifier tag
	'80'
	C
	1

	Home Network Public Key 1 Identifier length
	L2
	C
	Note 1

	Home Network Public Key 1 Identifier 
	--
	C
	L2

	Home Network Public Key 1 tag
	'81'
	C
	1

	Home Network Public Key 1 length
	L3
	C
	Note 1

	Home Network Public Key 1
	--
	C
	L3

	…
	…
	…
	…

	Home Network Public Key N Identifier tag
	'80'
	O
	1

	Home Network Public Key N Identifier length
	L4
	O
	Note 1

	Home Network Public Key N Identifier 
	--
	O
	L4

	Home Network Public Key N tag
	'81'
	O
	1

	Home Network Public Key N length
	L5
	O
	Note 1

	Home Network Public Key N
	--
	O
	L5

	Note 1: 	The length is coded according to ISO/IEC 8825-1 [35] 


The Home Network Public Key Identifier may have any value in the range from 0 to 255 as described in 3GPP TS 23.003 [25] and it is coded in one byte as described in 3GPP TS 24.501 [104]. 
The length of the Home Network Public Key depends on the Protection Scheme used and it is coded in hexadecimal digits.

‑	Routing Information TLV data object.
Contents:
This data object contains Routing Indicator that allows together with the MCC and MNC to route network signalling with SUCI to AUSF and UDM instances capable to serve the subscriber, as specified in 3GPP TS 23.003 [25]. This data object may not be present in the case of null-scheme. If this data object is present, it shall have a valid Routing Indicator.
Coding:
	Description
	Value
	M/O/C
	Length (bytes)

	Routing Information TLV data object tag
	'A2'
	C
	1

	Routing Information TLV data object length
	2
	C
	Note 1

	Routing Information TLV data object value
	--
	C
	2

	Note 1: 	The length is coded according to ISO/IEC 8825-1 [35]


The Routing Indicator is coded in 2 bytes as described in 3GPP TS 24.501 [104].

***** Next change *****

4.4.11.xx	EFRouting_Indicator (Routing Indicator EF)
If service n°124 is "available" in EFUST, this file shall be present. This EF contains Routing Indicator needed by the ME or by the USIM for SUCI calculation.


	Identifier: '4F0A'
	Structure: transparent
	Optional

	SFI: '0A'
	

	File size: 4 bytes 
	Update activity: low

	Access Conditions:
	READ	PIN
	UPDATE	ADM
	DEACTIVATE	ADM
	ACTIVATE	ADM


	Bytes
	Description
	M/O
	Length

	1 to 4
	Routing Indicator
	M
	4 bytes



‑	Routing Indicator
Contents:
This EF contains Routing Indicator that allows together with the MCC and MNC to route network signalling with SUCI to AUSF and UDM instances capable to serve the subscriber, as specified in 3GPP TS 23.003 [25].

Coding:
Bytes 1 to 2:
The Routing Indicator is coded in 2 bytes as specified in 3GPP TS 24.501 [104]. This EF shall contain atleast one valid digit of Routing ID even if that only digit is set to 0 (which is the case when the HPLMN intends to not configure a valid Routing Indicator in the USIM), as specified in 3GPP TS 24.501 [104].
Bytes 3 to 4:
RFU. 

***** Next change *****
[bookmark: _Toc880347]4.7	Files of USIM
This clause contains two figures depicting the file structure of the UICC and the ADFUSIM. ADFUSIM shall be selected using the AID and information in EFDIR.
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Figure 4.2: File identifiers and directory structures of USIM
***** Next change *****

[bookmark: _Toc502303198][bookmark: _Toc533074099]5.3.xx	Routing Indicator procedure for ME
Requirement:	Service n°124 is "available".
Request:	As part of the SUCI calculation performed by the ME, the ME performs the reading procedure with EFRouting_Indicator.

***** Next change *****
[bookmark: _Toc533074203][bookmark: _Toc343864911]7.5.1.1	SUCI context
SUCI context shall be supported if "SUCI calculation is to be performed by the USIM" (i.e. Service n°124 and Service n°125 are "available").
The command returns the SUCI which is a privacy preserving identifier containing the concealed SUPI. The function is used in 5GS in the specific cases described in 3GPP TS 33.501 [105] prior to mutual authentication between the UE and the SN.
The SUCI returned is calculated as described in 3GPP TS 33.501 [105].
For the execution of the command, the following information shall be available in the USIM:
· Home network identifier (i.e. MCC and MNC) (see Note).
· Routing indicator (see Noteconfigured in EFRouting_Indicator).
· Home network public key (see Note).
· Home network public key identifier (see Note).
· Protection scheme identifier (see Note).
· SUPI.
NOTE:	Provision and storage of the information in the USIM when "SUCI calculation is to be performed by the USIM" (i.e. Service n°124 and Service n°125 are "available") is out of the scope of the specification.
Editor’s Note: It is FFS to specify if SUPI Type shall be available in the USIM

The SUCI is designed for one-time use, however, the freshness and randomness of SUCI returned upon each call of the command depends on the protection scheme configured. There is the special case where the protection scheme used is null-scheme, in such case SUCI contains the non concealed SUPI.
If the home network public key is not provisioned in the USIM, the SUCI shall be calculated using the null-scheme irrespective of the protection scheme stored in the USIM.
The returned SUCI consists of the concatenation of the following information as described in 3GPP TS 23.003 [25]:
-	SUPI Type
-	Home network identifier (i.e. MCC and MNC when SUPI Type is an IMSI).
-	Routing indicator.
-	Protection scheme identifier.
-	Home network public key identifier.
Scheme output, resulting from the protection scheme profile, identified by the protection scheme identifier. The protection scheme profile shall be one of those defined in Annex C of 3GPP TS 33.501 [105] or one of those specified by the Home network.
If SUCI context is supported and:
-	Service n°124 is not "available" or:
-	"SUCI calculation is to be performed by the ME” (i.e. Service n°124 is "available", and Service n°125 is not "available")
the status word '6985' (Conditions of use not satisfied) shall be returned

Editor’s Note: It is FFS to specify the behavior in case other parameters (e.g. Home network public key identifier, some necessary data is not provisioned) are not correctly configured
***** Next change *****
[bookmark: _Toc533074207]Annex A (informative):
EF changes via Data Download or USAT applications
This annex defines if changing the content of an EF by the network (e.g. by sending an SMS), or by a USAT Application, is advisable. Updating of certain EFs "over the air" such as EFACC could result in unpredictable behaviour of the UE; these are marked "Caution" in the table below. Certain EFs are marked "No"; under no circumstances should "over the air" changes of these EFs be considered.

	File identification
	Description
	Change advised

	'2F00'
	Application directory
	Caution

	'2F05'
	Preferred languages 
	Yes

	'2F06'
	Access rule reference
	Caution

	'2F08'
	UICC Maximum Power Consumption
	No

	'2FE2'
	ICC identification
	No

	'4F01'
	ProSe Monitoring Parameters
	Yes

	'4F01'
	ACDC List
	Yes

	'4F01'
	MCS Service Table
	Yes

	'4F01'
	V2X Service Table
	Yes

	‘4F01’
	5GS 3GPP location information
	Caution (Note 1)

	'4F02'
	V2X configuration data
	Yes

	'4F02'
	ProSe Announcing Parameters
	Yes

	'4F02'
	MCS configuration data
	Yes

	‘4F02’
	5GS non-3GPP location information
	Caution (Note 1)

	'4F03'
	HPLMN ProSe Function
	Yes

	‘4F03’
	5GS 3GPP Access NAS Security Context
	Caution

	'4F04'
	ProSe Direct Communication Radio Parameters
	Yes

	‘4F04’
	5GS non-3GPP Access NAS Security Context
	Caution

	'4F05'
	ProSe Direct Discovery Monitoring Radio Parameters
	Yes

	‘4F05’
	5G authentication keys
	No

	'4F06'
	ProSe Direct Discovery Announcing Radio Parameters
	Yes

	'4F06'
	UAC Access Identities Configuration
	Caution

	'4F07'
	ProSe Policy Parameters
	Yes

	'4F07'
	Subscriber Concealed Identifier Calculation Information
	Yes

	'4F09'
	ProSe Group Counter
	No

	'4F0A'
	Routing Indicator
	Yes (Note X)

	'4F10'
	ProSe Service Table
	Caution

	…
	
	

	'6FFC'
	XCAP Configuration Data
	Yes

	'6FFD'
	EARFCN List for MTC/NB-IOT UEs
	Yes

	NOTE1:	If EFIMSI is changed, the UICC should issue REFRESH as defined in 3GPP TS 31.111 [12] and update EFLOCI, EFPSLOCI, EFEPSLOCI and EF5GSLOCI accordingly.
NOTE2:	This file may contain eCALL related test and reconfiguration numbers or URIs.
NOTE3: 	If EFUICCIARI is changed, the UICC shall issue a REFRESH command as defined in TS 31.111.  The ME shall read the updated list of IARIs associated with active applications installed on the UICC. 
NOTE4:	Updating EFProSe_UIRC Over-The-Air, especially adding more parameters to the report, may cause a reduction of number of reports to be able to be stored in the UE.
NOTEx:	If EFRouting_Indicator is changed, the UICC shall issue File Change Notification REFRESH, as defined in 3GPP TS 31.111 [12].




***** Next change *****

[bookmark: _Toc533074213]Annex D (informative):
Tags defined in 31.102

	Tag
	Name of Data Element
	Usage

	'43'
	Full name for network IEI
	PLMN Network Name (EFPNN)

	'45'
	Short name for network IEI
	PLMN Network Name (EFPNN)

	…
	
	

	'A1'
	Home Network Public Key List data object
The following tags are encapsulated under 'A1'
'80'    Home Network Public Key Identifier tag
'81'    Home Network Public Key tag
	Home Network Public Key List
(EFSUCI_Calc_Info)

	'A2'
	TDD frequency information
The following tags are encapsulated within 'A2':
	'80' 	TDD Intra Frequency Information data object
	'81' 	TDD Inter Frequency Information data object
	Network Parameters (EFNETPAR)

	'A2'
	Routing Information TLV data object tag
	Routing Information
(EFSUCI_Calc_Info)

	'A3'
	Service provider display information
The following tags are encapsulated within 'A3':
	'80' 	Service provider PLMN list 
	Service Provider Display Information (EFSPDI)

	…
	
	

	'DE'
	GBA Security Context NAF Derivation Mode tag
	Response to AUTHENTICATE



NOTE:	the value 'FF' is an invalid tag value. For ASN.1 tag assignment rules see ISO/IEC 8825-1 [35]

***** Next change *****
[bookmark: _Toc533074214]Annex E (informative):
Suggested contents of the EFs at pre‑personalization
If EFs have an unassigned value, it may not be clear from the main text what this value should be. This annex suggests values in these cases.

	File Identification
	Description
	Value

	…
	
	

	'4F06'
	UAC Access Identities Configuration
	Operator dependent

	'4F07'
	ProSe Policy Parameters
	Operator dependent

	'4F07'
	Subscriber Concealed Identifier Calculation Information
	Operator dependent

	'4F08'
	ProSe PLMN Parameters
	Operator dependent

	'4F09'
	ProSe Group Counter
	'FF…FF'

	'4F0A'
	Routing Indicator
	'F0FF'

	'4F10'
	ProSe Service Table
	Operator dependent

	'4F11'
	ProSe UsageInformationReportingConfiguration
	Operator dependent

	'4F12'
	ProSe Group Member Discovery Parameters
	Operator dependent

	'4F13'
	ProSe Relay Parameters
	Operator dependent

	…
	
	

	'6FFB'
	TV Configuration
	Operator dependent

	'6FFC’
	XCAP Configuration Data
	Operator dependent

	'6FFD'
	EARFCN list for MTC/NB-IOT UEs
	Operator dependent


NOTE 1:	The value '000000' means that ACMmax is not valid, i.e. there is no restriction on the ACM. When assigning a value to ACMmax, care should be taken not to use values too close to the maximum possible value 'FFFFFF', because the INCREASE command does not update EFACM if the units to be added would exceed 'FFFFFF'. This could affect the call termination procedure of the Advice of Charge function.
NOTE 2:	xxxxxx stands for any valid MCC and MNC, coded according to TS 24.008 [9].

***** Next change *****

[bookmark: _Toc533074226]H.9	List of SFI Values at the DF 5GS Level

	File Identification
	SFI
	Description

	'4F01'
	'01'
	5GS 3GPP location information (Note)

	'4F02'
	'02'
	5GS non-3GPP location information (Note)

	'4F03'
	'03'
	5GS 3GPP Access NAS Security Context

	…
	…
	…

	'4F05'
	'05'
	5G authentication keys

	'4F0A'
	'0A'
	Routing Indicator

	NOTE:	If EFIMSI is changed, the UICC should issue REFRESH as defined in 3GPP TS 31.111 [12] and update EF5GS3GPPLOCI and EF5GSN3GPPLOCI accordingly.




All other SFI values are reserved for future use.

