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* * * First Change * * * *
[bookmark: _Toc533194749]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
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* * * Next Change * * * *
[bookmark: _Toc533194835]5.13.1	General
An SMF and UPF may support Ethernet PDU sessions, as specified in subclause 5.6.10.2 of 3GPP TS 23.501[28].
For a PFCP session set up for an Ethernet PDU session, the SMF shall:
-	include the PDN Type IE set to "Ethernet" in the PFCP Session Establishment Request;
-	provision PDR(s), for uplink and/or downlink traffic, with Ethernet Packet Filter(s), based on at least any combination of:
-	Source/destination MAC address;  
-	Ethertype as defined in IEEE 802.3 [31]; 
-	Customer-VLAN tag (C-TAG) and/or Service-VLAN tag (S-TAG) VID fields as defined in IEEE 802.1Q [30];  
-	Customer-VLAN tag (C-TAG) and/or Service-VLAN tag (S-TAG) PCP/DEI fields as defined in IEEE 802.1Q [30]; 
-	IP Packet Filter Set, in case Ethertype indicates IPv4/IPv6 payload. ; 
-	Ethernet PDU Session Information, only possible for a DL PDR, that identifies all (DL) Ethernet packets matching the PDU session as follows, based on the N6 Ethernet configuration in the UPF for the associated Network Instance (see subclause 5.6.10.2 of 3GPP TS 23.501 [28]): 
-	DL traffic based on the MAC address(es) and/or C-TAG and/or S-TAG used by the UE for the UL traffic, for configurations where more than one PDU Session to the same DNN (e.g. for more than one UE) corresponds to the same N6 interface; 
-	DL traffic from the N6 interface associated to the PDU session, for configurations where there is a one-to-one relationship between a PDU Session and a N6 interface (in which case the UPF does not need to be aware of MAC addresses and/or C-TAG and/or S-TAG used by the UE in order to route down-link traffic). 
NOTE 1:	For instance, the SMF can provision a DL PDR with just an "Ethernet PDU Session Information", in a Traffic Endpoint ID or in a PDI, or Ethernet Packet Filters in a PDI, or both an "Ethernet PDU Session Information" in a Traffic Endpoint ID and Ethernet Packet Filters in a PDI.  
The SMF may also request a UPF, acting as a PDU session anchor, to: 
-	redirect Address Resolution Protocol (ARP) (see IETF RFC 826 [32]) or IPv6 Neighbour Solicitation traffic (see IETF RFC 4861 [33]) to the SMF as specified in subclause 5.13.2, or to perform respond to ARP proxying or IPv6 Neighbour Advertisement Solicitation based on the local cache informationproxying as specified in subclause 5.13.3; 
-	report the MAC (Ethernet) addresses used as source address of frames sent UL by the UE, as specified in subclause 5.13.5.
For a PFCP session set up for an Ethernet PDU session, the UPF shall:
-	detect Ethernet traffic, based on Ethernet Packet Filter(s) provisioned in PDR(s) by the SMF, and process the Ethernet traffic as instructed in the FAR, QER(s) and URR(s) associated to the PDR(s);
-	forward Address Resolution Protocol (see IETF RFC 826 [32]) or IPv6 Neighbour Solicitation messages (see IETF RFC 4861 [33]) to the SMF, as specified in subclause 5.13.2, if so required by the SMF.
-	perform respond to Address Resolution Protocol (see IETF RFC 826 [32]) proxying or IPv6 Neighbour Advertisement Solicitationproxying (see IETF RFC 4861 [33]) based on the local cache information, as specified in subclause 5.13.3, if so required by the SMF; 
NOTE 2:	Ethernet Preamble and Start of Frame delimiter are not sent over 5GS. 
NOTE 3:	How the UPF/SMF builds the ARP or the IPv6 Neighbour cache is not specified in this release and is implementation specific.

* * * Next Change * * * *
[bookmark: _Toc533194836]5.13.2	Address Resolution Protocol or IPv6 Neighbour Advertisement ProxyingSolicitation Response in by SMF
If the SMF requests the UPF to forward all Address Resolution Protocol (ARP) (see IETF RFC 826 [32]) or IPv6 Neighbour Solicitation (see IETF RFC 4861 [33]) traffic to the SMF to do respond to the ARP or IPv6 Neighbour Advertisement Solicitation based on the local cache informationproxying for Ethernet PDU sessions, the SMF shall provision a PDR in the UPF with:
-	an Ethernet Packet Filter containing EtherType 2054 (hexadecimal 0x0806) and associate the PDR with a FAR, for forwarding ARP traffic to the SMF; and/or
-	a PDI containing an application ID such that the identified application ID matches against EtherType 34525 (hexadecimal 0x86DD), IPv6 Next Header type as 58 and ICMP Field Type as 135 and associate the PDR with a FAR, for forwarding IPv6 Neighbour Solicitation traffic to the SMF.
In this case, the user plane packets shall be forwarded between the CP and UP functions by encapsulating the user plane packets using GTP-U encapsulation (see subclause 5.3.1).
The SMF shall perform respond to ARP proxying as specified in IETF RFC 1027 [32] and/or IPv6 Neighbour Advertisement Solicitation Proxying as specified in 3GPP TS 23.501 [28], subclause 5.6.10.2IETF RFC 4861 [33] in this case.

* * * Next Change * * * *
[bookmark: _Toc533194837]5.13.3	Address Resolution Protocol or IPv6 Neighbour Advertisement Solicitation Proxying Response in by UPF
If the SMF requests the UPF to do respond to Address Resolution Protocol (ARP) (see IETF RFC 826 [32]) or IPv6 Neighbour Advertisement Solicitation (see IETF RFC 4861 [33]) based on the local cache information proxying for an Ethernet PDU session, the SMF shall provision a PDR in the UPF with:
-	an Ethernet Packet Filter containing EtherType 2054 (hexadecimal 0x0806) and associate the PDR with a FAR that has the ARP bit in Proxying IE of the Forwarding Parameters IE set to 1; or
-	a PDI containing an application ID such that the identified application ID matches against EtherType 34525 (hexadecimal 0x86DD), IPv6 Next Header type as 58 and ICMP Field Type as 135 and associate the PDR with a FAR that has the INS bit in Proxying IE of the Forwarding Parameters IE set to 1.
The UPF shall perform respond to ARP proxying as specified in IETF RFC 1027 [32] and/or IPv6 Neighbour Advertisement Solicitation Proxying as specified in 3GPP TS 23.501 [28], subclause 5.6.10.2IETF RFC 4861 [33] in this case.

* * * Next Change * * * *
[bookmark: _Toc533194976]7.5.2.3	Create FAR IE within PFCP Session Establishment Request
The Create FAR grouped IE shall be encoded as shown in Figure 7.5.2.3-1.
Table 7.5.2.3-1: Create FAR IE within PFCP Session Establishment Request
	Octet 1 and 2
	
	Create FAR IE Type = 3 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	N4
	

	FAR ID
	M
	This IE shall uniquely identify the FAR among all the FARs configured for that PFCP session.
	X
	X
	X
	X
	FAR ID

	Apply Action
	M
	This IE shall indicate the action to apply to the packets, See subclauses 5.2.1 and 5.2.3.
	X
	X
	X
	X
	Apply Action

	Forwarding Parameters
	C
	This IE shall be present when the Apply-Action requests the packets to be forwarded. It may be present otherwise. 

When present, this IE shall contain the forwarding instructions to be applied by the UP function when the Apply-Action requests the packets to be forwarded. 
See table 7.5.2.3-2.
	X
	X
	X
	X
	Forwarding Parameters

	Duplicating Parameters 
	C
	This IE shall be present when the Apply-Action requests the packets to be duplicated. It may be present otherwise. 

When present, this IE shall contain the forwarding instructions to be applied by the UP function for the traffic to be duplicated, when the Apply-Action requests the packets to be duplicated. 

Several IEs with the same IE type may be present to represent to duplicate the packets to different destinations. See NOTE 1.

See table 7.5.2.3-3.
	X
	X
	-
	X
	Duplicating Parameters

	BAR ID
	O
	When present, this IE shall contain the BAR ID of the BAR defining the buffering instructions to be applied by the UP function when the Apply Action requests the packets to be buffered. 
	X
	-
	-
	X
	BAR ID

	NOTE 1:	The same user plane packets may be required, according to operator's policy and configuration, to be duplicated to different SX3LIFs.


Editor's Note: Regarding duplication of parameters for interception is FFS on N4, needs confirmation from SA3.

Table 7.5.2.3-2: Forwarding Parameters IE in FAR 
	Octet 1 and 2
	
	Forwarding Parameters IE Type = 4 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	N4
	

	Destination Interface
	M
	This IE shall identify the destination interface of the outgoing packet.
	X
	X
	X
	X
	Destination Interface

	Network Instance
	O
	When present, this IE shall identify the Network instance towards which to send the outgoing packet. See NOTE 1.
	X
	X
	X
	X
	Network Instance

	Redirect Information
	C
	This IE shall be present if the UP function is required to enforce traffic redirection towards a redirect destination provided by the CP function. 
	-
	X
	X
	X
	Redirect Information

	Outer Header Creation 
	C
	This IE shall be present if the UP function is required to add one or more outer header(s) to the outgoing packet. If present, it shall contain the F-TEID of the remote GTP-U peer when adding a GTP-U/UDP/IP header, or the Destination IP address and/or Port Number when adding a UDP/IP header or an IP header or the C-TAG/S-TAG (for 5GC). See NOTE 2.
	X
	X
	-
	X
	Outer Header Creation

	Transport Level Marking 
	C
	This IE shall be present if the UP function is required to mark the IP header with the DSCP marking as defined by IETF RFC 2474 [22]. When present, it shall contain the value of the DSCP in the TOS/Traffic Class field set based on the QCI, and optionally the ARP priority level, of the associated EPS bearer, as described in sub-clause 4.7.3 of 3GPP TS 23.214 [2].
	X
	X
	-
	X
	Transport Level Marking

	Forwarding Policy 
	C
	This IE shall be present if a specific forwarding policy is required to be applied to the packets. It shall be present if the Destination Interface IE is set to SGi-LAN / N6-LAN. It may be present if the Destination Interface is set to Core, Access, or CP-Function.  See NOTE 2.
When present, it shall contain an Identifier of the Forwarding Policy locally configured in the UP function.
	-
	X
	X
	X
	Forwarding Policy

	Header Enrichment
	O
	This IE may be present if the UP function indicated support of Header Enrichment of UL traffic. When present, it shall contain information for header enrichment.
	-
	X
	X
	X
	Header Enrichment

	Linked Traffic Endpoint ID
	C
	This IE may be present, if it is available and the UP function indicated support of the PDI optimisation feature, (see subclause 8.2.25). When present, it shall identify the Traffic Endpoint ID allocated for this PFCP session to receive the traffic in the reverse direction (see subclause 5.2.3.1).
	X
	X
	-
	X
	Traffic Endpoint ID

	Proxying
	C
	This IE shall be present if proxying is to be performed by the UP function.

When present, this IE shall contain the information that the UPF shall perfom respond to Address Resolution Protocol proxying as specified in IETF RFC 1027 [32] and / or IPv6 Neighbour Solicitation based on the local cache information Proxying as specified in IETF RFC 4861 [33] functionality for the Ethernet PDUs.
	-
	-
	-
	X
	Proxying

	NOTE 1:	The Network Instance parameter is needed e.g. in the following cases:
	-	PGW/TDF UP function supports multiple PDNs with overlapping IP addresses; 
	-	SGW UP function is connected to PGWs in different IP domains (S5/S8);
	-	PGW UP function is connected to SGWs in different IP domains (S5/S8);
	-	SGW UP function is connected to eNodeBs in different IP domains;
	-	UPF is connected to 5G-ANs in different IP domains.
NOTE 2:	If the Outer Header Creation and Forwarding Policy are present, the UP function shall put the user plane packets in the user plane tunnel by applying Outer Header Creation, after enforcing the required Forwarding Policy.



Table 7.5.2.3-3: Duplicating Parameters IE in FAR 
	Octet 1 and 2
	
	Duplicating Parameters IE Type = 5 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	N4
	

	Destination Interface
	M
	This IE shall identify the destination interface of the outgoing packet.
	X
	X
	-
	X
	Destination Interface

	Outer Header Creation 
	C
	This IE shall be present if the UP function is required to add one or more outer header(s) to the outgoing packet. If present, it shall contain the F-TEID of the remote GTP-U peer. See NOTE 1.
	X
	X
	-
	X
	Outer Header Creation

	Transport Level marking
	C
	This IE shall be present if the UP function is required to mark the IP header with the DSCP marking as defined by IETF RFC 2474 [22]. When present, it shall contain the value of the DSCP in the TOS/Traffic Class field. 
	X
	X
	-
	X
	Transport Level Marking

	Forwarding Policy 
	C
	This IE shall be present if a specific forwarding policy is required to be applied to the packets. When present, it shall contain an Identifier of the Forwarding Policy locally configured in the UP function.
	X
	X
	-
	X
	Forwarding Policy

	NOTE 1:	If the Outer Header Creation and Forwarding Policy are present, the UP function shall put the user plane packets in the user plane tunnel by applying Outer Header Creation, after enforcing the required Forwarding Policy.


Editor's Note: Interception is FFS on N4, needs confirmation from SA3LI.

* * * Next Change * * * *
[bookmark: _Toc533195129]8.2.97	Proxying
[bookmark: _GoBack]The Proxying IE shall be encoded as shown in Figure 8.2.97-1. It specifies if proxying responding as specified into Address Resolution Protocol (ARP) (see IETF RFC 1027 826 [32]) and / or IPv6 Neighbour Solicitation (see IETF RFC 4861 [33]) Proxying as specified in subclause 5.6.10.2 of 3GPP TS 23.501 [28],IETF RFC 4861 [33] functionality for the Ethernet PDUs is performed in UPF.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 137 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5
	Spare
	INS
	ARP
	

	
	6 to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.97-1: Proxying
The following flags are coded within Octet 5:
-	Bit 1 – ARP: If this bit is set to "1", then responding ARP proxying is performed in UPF based on local cache information.
-	Bit 2 – INS: If this bit is set to "1", then responding to IPv6 Neighbour Solicitation proxying is performed in UPF based on local cache information.
-	Bit 3 to 8 – spare and reserved for future use.

* * * End of Changes * * * *

