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* * * First Change * * * *
5.2.1	Overview


Figure 5.2.1-1: Resource URI sub-level structure for subscription data
Table 5.2.1-1 provides an overview of the resources and applicable HTTP methods.
Table 5.2.1-1: Resources and methods overview
	Resource name
	Resource URI
	HTTP method 
	Description

	AuthenticationSubscriptionData
	/subscription-data/{ueId}/authentication-data/authentication-subscription
	GET
	Retrieve a UE's authentication subscription data

	
	
	PATCH
	Update a UE's authentication subscription data. Updates shall be limited to the sequenceNumber attribute. Attempts to patch any other attribute shall be rejected by the UDR.

	AuthenticationSoR
	/subscription-data/{ueId}/ue-update-confirmation-data/sor-data
	PUT
	Store UE's SOR acknowledgement information (SoR-XMAC-IUE)

	
	
	GET
	Retrieve UE's SoR acknowledgement information

	AuthenticationStatus
	/subscription-data/{ueId}/authentication-data/authentication-status
	PUT
	Store a UE's authentication status

	
	
	GET
	Retrieve a UE's authentication status

	ProvisionedData`
	/subscription-data/{ueId}/{servingPlmnId}/provisioned-data
	GET
	Retrieve the UE's subscribed Provisioned Data

	AccessAndMobilitySubscriptionData
	/subscription-data/{ueId}/{servingPlmnId}/provisioned-data /am-data
	GET
	Retrieve the UE's subscribed Access and Mobility Data

	SmfSelectionSubscriptionData
	/subscription-data/{ueId}/{servingPlmnId}/provisioned-data/smf-selection-subscription-data
	GET
	Retrieve the UE's subscribed SMF Selection Data

	SessionManagementSubscriptionData
	/subscription-data/{ueId}/{servingPlmnId}/provisioned-data/sm-data
	GET
	Retrieve the UE's subscribed SM Subscription Data

	Amf3GppAccessRegistration
	subscription-data/{ueId}/context-data/amf-3gpp-access
	PUT
	Create and Update the AMF registration for 3GPP access

	
	
	PATCH
	Modify the AMF registration for 3GPP access

	
	
	GET
	Retrieve the AMF registration information for 3GPP access

	AmfNon3GppAccessRegistration
	subscription-data/{ueId}/ context-data/amf-non-3gpp-access
	PUT
	Update the AMF registration for non 3GPP access

	
	
	PATCH
	Modify the AMF registration for non 3GPP access

	
	
	GET
	Retrieve the AMF registration information for non 3GPP access

	SmfRegistrations
	subscription-data/{ueId}/context-data/smf-registrations
	GET
	Retrieve the list of the SMF registrations

	IndividualSmfRegistration
	subscription-data/{ueId}/context-data /smf-registrations/{pduSessionId}
	PUT
	Store an individual SMF registration identified by PDU Session Id

	
	
	DELETE
	Delete an individual SMF registration

	
	
	GET
	Retrieve individual SMF registration

	OperatorSpecificData
	/subscription-data/{ueId}/operator-specific-data
	GET
	retrieve the operator specific subscription data of a UE

	
	
	PATCH
	modify the operator specific subscription data of a UE

	OperatorDeterminedBarringData
	/subscription-data/{ueId}/operator-determined-barring-data
	GET
	Retrieve the UE's Operator Determined Barring

	SMSManagementSubscriptionData
	/subscription-data/{ueId}/{servingPlmnId}/provisioned-data/sms-mng-data
	GET
	Retrieve the UE's subscribed SMS management subscription data.

	Smsf3GppAccessRegistration
	subscription-data/{ueId}/context-data /smsf-3gpp-access
	PUT
	Create or Update the SMSF registration

	
	
	DELETE
	Delete the SMSF registration for 3GPP access

	
	
	GET
	Retrieve the SMSF registration information

	SmsfNon3GppAccessRegistration
	subscription-data/{ueId}/context-data /smsf-non-3gpp-access
	PUT
	Create or Update the SMSF registration for non 3GPP access

	
	
	DELETE
	Delete the SMSF registration for non 3GPP access

	
	
	GET
	Retrieve the SMSF registration information for non 3GPP access

	SdmSubscriptions
	/subscription-data/{ueId}/context-data/sdm-subscriptions
	GET
	Retrieve SDM subscriptions

	
	
	POST
	Create an individual SDM subscription

	IndividualSdmSubscription
	/subscription-data/{ueId}/context-data/sdm-subscriptions/{subsId}
	PUT
	Store an individual SDM subscription

	
	
	DELETE
	Delete an individual SDM subscription

	EeSubscriptions
	/subscription-data/{ueId}/context-data/ee-subscriptions
	GET
	Retrieve EE subscriptions

	
	
	POST
	Create an EE subscription

	IndividualEeSubscription
	/subscription-data/{ueId}/context-data/ee-subscriptions/{subsId}
	PUT
	Store/update an individual EE subscription

	
	
	DELETE
	Delete an individual EE subscription

	AmfSubscriptionInfo
	/subscription-data/{ueId}/context-data/ee-subscriptions/{subsId}/amf-subscriptions
	PUT
	Store information related the a received Amf-EE-Subscription response

	
	
	DELETE
	Delete the Amf-EE-subscriptions

	
	
	GET
	Retrieve AMF-subscriptions

	
	
	PATCH
	Update AMF-subscriptions

	EeProfileData
	/subscription-data/{ueId}/ ee-profile-data
	GET
	Retrieve the UE's subscribed EE profile data.

	ProvisionedParamenterData
	/subscription-data/{ueId}/pp-data
	PATCH
	Update of provisioned parameters.

	
	
	GET
	Retrieves the UE's provisioned parameters.

	SMSSubscriptionData
	/subscription-data/{ueId}/{servingPlmnId}/provisioned-data/sms-data
	GET
	Retrieve the UE's subscribed SMS  subscription data.

	SubscriptionDataSubscriptions
	/subscription-data/subs-to-notify
	POST
	Create a subscription, i.e. subscribe a node to receive notification for change of data

	IndividualSubscriptionDataSubscription
	/subscription-data/subs-to-notify/{subsId}
	DELETE
	Delete the subscription identified by {subsId}, i.e. unsubscribe a node to receive notification for change of data

	EeGroupSubscriptions
	/subscription-data/group-data/{ueGroupId}/ee-subscriptions
	GET
	Retrieve EE subscriptions for groups of UEs

	
	
	POST
	Create an EE subscription for groups of UEs

	IndividualEeGroupSubscription
	/subscription-data/group-data/{ueGroupId}/ee-subscriptions/{subsId}
	PUT
	Store/update an individual EE subscription for a group of UEs

	
	
	DELETE
	Delete an individual EE subscription for a group of UEs

	TraceData
	/subscription-data/{ueId}/{servingPlmnId}/provisioned-data /trace-data
	GET
	Retrieve the UE's trace configuration data

	IdentityData
	/subscription-data/{ueId}/identity-data
	GET
	Retrieve identity data that corresponds to the provided ueId

	SharedData
(Collection)
	/subscription-data/shared-data
	GET
	Retrieve shared data
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[bookmark: _Toc533022596]5.4.1	General
This subclause specifies the application data model supported by the API.
Table 5.4.1-1 specifies the data types defined for the Nudr service based interface protocol.
Table 5.4.1-1: Nudr Subscriber Data specific Data Types
	Data type
	Section defined
	Description

	AuthenticationSubscriptionData
	5.4.2.2
	A UE's authentication data

	OperatorSpecificDataContainer
	5.4.2.3
	Container for operator specific data

	SmfRegList
	5.4.2.4
	The list of all the SMF registrations of a UE

	SubscriptionDataSubscriptions
	5.4.2.5
	A subscription to notifications.

	DataChangeNotify
	5.4.2.6
	Container for data which have changed and notification was requested when changed.

	IdentityData
	5.4.2.7
	Identity data corresponds to the provided ueId

	ProvisionedDataSets
	5.4.2.8
	

	SorData
	5.4.2.9
	SOR data for later checking

	PermanentKey
	5.4.2.10
	

	Milenage
	5.4.2.11
	

	Tuak
	5.4.2.12
	

	Op
	5.4.2.13
	

	Opc
	5.4.2.14
	

	Top
	5.4.2.15
	

	Topc
	5.4.2.16
	

	Rotations
	5.4.2.17
	

	Constants
	5.4.2.18
	

	AmfSubscriptionInfo
	5.4.2.19
	Information the UDR stores and retrieves related to active subscriptions at the AMF(s)

	EeProfileData
	5.4.2.20
	Event Exposure Profile Data



Table 5.4.1-2 specifies data types re-used by the Nudr service based interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Nudr service based interface. 
Table 5.4.1-2: Nudr re-used Data Types
	`
	Reference
	Comments

	AccessAndMobilitySubscriptionData
	3GPP TS 29.503 [6]
	Access and Mobility Subscription Data

	SmfSelectionSubscriptionData
	3GPP TS 29.503 [6]
	SMF Selection Subscription Data

	SessionManagementSubscriptionData
	3GPP TS 29.503 [6]
	Session Management Subscription Data

	Amf3GppAccessRegistration
	3GPP TS 29.503 [6]
	

	AmfNon3GppAccessRegistration
	3GPP TS 29.503 [6]
	The complete set of information relevant to the AMF where the UE has registered via non 3GPP access.

	SmfRegistration
	3GPP TS 29.503 [6]
	

	SmsfRegistration
	3GPP TS 29.503 [6]
	

	SmsManagementSubscriptionData
	3GPP TS 29.503 [6]
	

	SupportedFeatures
	3GPP TS 29.571 [7]
	Used to negotiate the applicability of the optional features

	ProblemDetails
	3GPP TS 29.571 [7]
	Detailed information about the status code.

	PpData
	3GPP TS 29.503 [6]
	

	SmsSubscriptionData
	3GPP TS 29.503 [6]
	

	PatchItem
	3GPP TS 29.571 [7]
	Data structure used for JSON patch.

	SdmSubscription
	3GPP TS 29.503 [6]
	

	EeSubscription
	3GPP TS 29.503 [6]
	

	Uri
	3GPP TS 29.571 [7]
	

	TraceData
	3GPP TS 29.571 [7]
	

	Dnn
	3GPP TS 29.571 [7]
	Data Network Name

	Snssai
	3GPP TS 29.571 [7]
	Single NSSAI

	VarUeId
	3GPP TS 29.571 [7]
	String represents the SUPI or GPSI.


	NfInstanceId
	3GPP TS 29.571 [7]
	

	NotifyItem
	3GPP TS 29.571 [7]
	Common data type used for data change notification.

	OdbData
	3GPP TS 29.571 [7]
	Operator Determined Barring Data
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[bookmark: _Toc533022599]5.4.2.2	Type: AuthenticationSubscription 
Table 5.4.2.2-1: Definition of type AuthenticationSubscriptionData
	Attribute name
	Data type
	P
	Cardinality
	Description

	authenticationMethod
	AuthMethod
	M
	1
	Sstring containing the Authentication Method (
either "5G_AKA", or "EAP_AKA_PRIME", "EAP_TLS"...).

	encPpermanentKey
	string
	C
	0..1
	The encrypted value (hexstring) of the permanent authentication key (K) (see 3GPP TS 33.501 [9]).
It shall be present if the authentication method is "5G_AKA" or "EAP_AKA_PRIME".

	protectionParamId
	string
	M
	1
	Identifies a parameter set securely stored in the UDM(ARPF) that can be used to decrypt the encPermanentKey (and encOpcKey or encTopcKey if present). Values and their meaning are HPLMN-operator specific.

	sequenceNumber
	
	
	
	

	authenticationManagementField
	stringAuthenticationManagementField
	MC
	0..1
	HexsString containing the Authentication management field as defined in 3GPP TS 33.501 [9yy].
Pattern: '^[A-Fa-f0-9]{4}$'
Shall be present if sharedAuthenticationSubscription is absent.

	algorithmId
	string
	M
	1
	Identifies a parameter set securely stored in the UDM(ARPF) that provides details on the algorithm and parameters used to generate authentication vectors. Values and their meaning are HPLMN-operator specific.

	vectorAlgorithm
	VectorAlgorithm
	C
	0..1
	Specifies the algorithm used for the generation of authentication vectors.
Shall be present if sharedAuthenticationSubscription is absent.

	milenage
	Milenage
	C
	0..1
	Milenage specific attributes as defined in 3GPP TS 35.206 [11].
Shall be present if both sharedAuthenticationSubscription and tuak are absent.

	tuak
	Tuak
	C
	0..1
	Milenage specific attributes as defined in 3GPP TS 35.231 [12].
Shall be present if both sharedAuthenticationSubscription and milenage are absent.

	encOpcKeyopc
	stringOpc
	O
	0..1
	Hexstring of the encrypted OPC Key.
Presence indicates that the provided value (decrypted) shall be used instead of the value derived from OP and K.A value derived from OP and K as defined in 3GPP TS 35.206 [11].

	encTopcKeytopc
	stringTopc
	O
	0..1
	Hexstring of the encrypted TOPC Key.
Presence indicates that the provided value (decrypted) shall be used instead of the value derived from TOP and K.A value derived from TOP and K as defined in 3GPP TS 35.231 [12].

	sharedAuthenticationSubscriptionId
	SharedDataId
	O
	0..1
	If present, the authenticationManagementField, vectorAlgorithm, milenage, tuak, opc and topc may be absent.
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[bookmark: _Toc533022607]5.4.2.10	VoidType: PermanentKey
Table 5.4.2.10-1: Definition of type PermanentKey
	Attribute name
	Data type
	P
	Cardinality
	Description

	permanentKeyValue
	PermanentKeyValue
	M
	1
	The encrypted authentication key (K) defined in 3GPP TS 33.501 [yy]

	encryptionKey
	EncryptionKey
	M
	1
	The reference to the key used to encrypt the permanent key.

	encryptionAlgorithm
	EncryptionAlgorithm
	M
	1
	The reference to the algorithm used to encrypt the permanent key.
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5.4.2.11	VoidType: Milenage
Table 5.4.2.11-1: Definition of type Milenage
	Attribute name
	Data type
	P
	Cardinality
	Description

	op
	Op
	O
	0..1
	The Operator Variant Algorithm Configuration Field as defined in 3GPP TS 35.206 [11].

	rotations
	Rotations
	O
	0..1
	Defines the amounts by which intermediate variables are cyclically rotated as defined in 3GPP TS 35.206 [11].

	constants
	Constants
	O
	0..1
	Constants, which are XORed onto intermediate variables as defined in 3GPP TS 35.206 [11].
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5.4.2.12	VoidType: Tuak
Table 5.4.2.12-1: Definition of type Tuak
	Attribute name
	Data type
	P
	Cardinality
	Description

	top
	Top
	O
	0..1
	The Tuak Operator Variant Algorithm Configuration Field (TOP) as defined in 3GPP TS 35.231 [12].

	keccakIterations
	Integer
	O
	0..1
	Number of keccak iterations in the range of 1 to 255. If absent, 1 shall be used as the default value.
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5.4.2.13	VoidType: Op
Table 5.4.2.13-1: Definition of type Opc
	Attribute name
	Data type
	P
	Cardinality
	Description

	opcValue
	OpValue
	M
	1
	The encrypted OP as defined in 3GPP TS 35.206 [11]

	encryptionKey
	EncryptionKey
	M
	1
	The reference to the key used to encrypt the OP.

	encryptionAlgorithm
	EncryptionAlgorithm
	M
	1
	The reference to the algorithm used to encrypt the OP.
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5.4.2.14	VoidType: Opc 
Table 5.4.2.14-1: Definition of type Opc
	Attribute name
	Data type
	P
	Cardinality
	Description

	opcValue
	OpcValue
	M
	1
	The encrypted OPc as defined in 3GPP TS 35.206 [11]

	encryptionKey
	EncryptionKey
	M
	1
	The reference to the key used to encrypt the OPc.

	encryptionAlgorithm
	EncryptionAlgorithm
	M
	1
	The reference to the algorithm used to encrypt the OPc.
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5.4.2.15	VoidType: Top
Table 5.4.2.15-1: Definition of type Topc
	Attribute name
	Data type
	P
	Cardinality
	Description

	topcValue
	TopcValue
	M
	1
	The encrypted TOP as defined in 3GPP TS 35.231 [12]

	encryptionKey
	EncryptionKey
	M
	1
	The reference to the key used to encrypt the TOP.

	encryptionAlgorithm
	EncryptionAlgorithm
	M
	1
	The reference to the algorithm used to encrypt the TOP.
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5.4.2.16	VoidType: Topc 
Table 5.4.2.16-1: Definition of type Topc
	Attribute name
	Data type
	P
	Cardinality
	Description

	topcValue
	TopcValue
	M
	1
	The encrypted TOPc as defined in 3GPP TS 35.231 [12]

	encryptionKey
	EncryptionKey
	M
	1
	The reference to the key used to encrypt the TOPc.

	encryptionAlgorithm
	EncryptionAlgorithm
	M
	1
	The reference to the algorithm used to encrypt the TOPc.
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5.4.2.17	VoidType: Rotations
Table 5.4.2.17-1: Definition of type Rotations
	Attribute name
	Data type
	P
	Cardinality
	Description

	r1
	RValue
	M
	1
	The encrypted r1 as defined in 3GPP TS 35.206 [12].

	r2
	RValue
	M
	1
	The encrypted r2 as defined in 3GPP TS 35.206 [12].

	r3
	RValue
	M
	1
	The encrypted r3 as defined in 3GPP TS 35.206 [12].

	r4
	RValue
	M
	1
	The encrypted r4 as defined in 3GPP TS 35.206 [12].

	r5
	RValue
	M
	1
	The encrypted r5 as defined in 3GPP TS 35.206 [12].
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5.4.2.18	VoidType: Constants
Table 5.4.2.18-1: Definition of type Constants
	Attribute name
	Data type
	P
	Cardinality
	Description

	c1
	CValue
	M
	1
	The encrypted c1 as defined in 3GPP TS 35.206 [12].

	c2
	CValue
	M
	1
	The encrypted c2 as defined in 3GPP TS 35.206 [12].

	c3
	CValue
	M
	1
	The encrypted c3 as defined in 3GPP TS 35.206 [12].

	c4
	CValue
	M
	1
	The encrypted c4 as defined in 3GPP TS 35.206 [12].

	c5
	CValue
	M
	1
	The encrypted c5 as defined in 3GPP TS 35.206 [12].
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The simple data types defined in table 5.4.3.2-1 shall be supported.
Table 5.4.3.2-1: Simple data types
	Type Name
	Type Definition
	Description

	PermanentKeyValue
	string
	A hexstring of the encrypted authentication key (K) defined in 3GPP TS 33.501 [yy].
Pattern: '^[A-Fa-f0-9]+$'

	SequenceNumber
	string
	A hexstring of the SQN as specified in 3GPP TS 33.102 [10].
Pattern: '^[A-Fa-f0-9]{12}$' 

	AuthenticationManagementField
	string
	A hexstring of the Authentication Management Field (AMF) as specified in 3GPP TS 33.102 [10].
Pattern: '^[A-Fa-f0-9]{4}$

	OpcValue
	string
	A hexstring of the encrypted OPc as defined in 3GPP TS 35.206 [11].
Pattern: '^[A-Fa-f0-9]+$' 

	TopcValue
	string
	A hexstring of the encrypted TOPc as defined in 3GPP TS 35.231 [12].
Pattern: '^[A-Fa-f0-9]+$' 

	RValue
	string
	A hexstring of the encrypted R as defined in 3GPP TS 35.206 [12].
Pattern: '^[A-Fa-f0-9]+$' 

	CValue
	string
	A hexstring of the encrypted C as defined in 3GPP TS 35.206 [12].
Pattern: '^[A-Fa-f0-9]+$ 

	EncryptionKey
	integer
	A reference to the key used to encrypt a value.

	EncryptionAlgorithm
	integer
	A reference to the encryption algorithm used to encrypt a value.
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[bookmark: _Toc533022623]5.4.3.5	VoidEnumeration: VectorAlgorithm
Table 5.4.3.5-1: Enumeration VectorAlgorithm
	Enumeration value
	Description

	"MILENAGE"
	Milenage

	"TUAK"
	TUAK
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[bookmark: _Toc533022629]A.2	Nudr_DataRepository API for Subscription Data
[bookmark: historyclause]For the purpose of referencing entities in the Open API file defined in this Annex, it shall be assumed that this Open API file is contained in a physical file named "TS29505_Subscription_Data.yaml".

openapi: 3.0.0

*********text not shown for clarity***************

    AuthenticationSubscription:
      type: object
      required:
        - authenticationMethod
        - permanentKey
        - protectionParamId
        - sequenceNumber
        - authenticationManagementField
        - algorithmId
      properties:
        authenticationMethod:
          $ref: '#/components/schemas/AuthMethod'
        encPpermanentKey:
          type: string
          $ref: '#/components/schemas/PermanentKey'
        protectionParameterId:
          type: string
        sequenceNumber:
          $ref: '#/components/schemas/SequenceNumber'

        authenticationManagementField:
          $ref: '#/components/schemas/AuthenticationManagementField'
          type: string
          pattern: '^[A-Fa-f0-9]{4}$'
        algorithmId:
          type: string
        encOpcKey:
          type: string
        encTopcKey:
          type: string
        vectorAlgorithm:
          $ref: '#/components/schemas/VectorAlgorithm'
        milenage:
          $ref: '#/components/schemas/Milenage'
        tuak:
          $ref: '#/components/schemas/Tuak'
        opc:
          $ref: '#/components/schemas/Opc'
        topc:
          $ref: '#/components/schemas/Topc'
        sharedAuthenticationSubscriptionId:
          $ref: 'TS29503_Nudm_SDM.yaml#/components/schemas/SharedData'

    SharedAuthenticationSubscription:
      type: object
      required:
        - authenticationMethod
        - vectorAlgorithm
      properties:
        authenticationManagementField:
          $ref: '#/components/schemas/AuthenticationManagementField'
        vectorAlgorithm:
          $ref: '#/components/schemas/VectorAlgorithm'
        milenage:
          $ref: '#/components/schemas/Milenage'
        tuak:
          $ref: '#/components/schemas/Tuak'


    PermanentKey:
      type: object
      required:
        - permanentKeyValue
        - encryptionKey
        - encryptionAlgorithm
      properties:
        permanentKeyValue:
          $ref: '#/components/schemas/PermanentKeyValue'
        encryptionKey:
          $ref: '#/components/schemas/EncryptionKey'
        encryptionAlgorithm:
          $ref: '#/components/schemas/EncryptionAlgorithm'


    Milenage:
      type: object
      properties:
        op:
          $ref: '#/components/schemas/Op'
        rotations:
          $ref: '#/components/schemas/Rotations'
        constants:
          $ref: '#/components/schemas/Constants'

    Tuak:
      type: object
      properties:
        top:
          $ref: '#/components/schemas/Top'
        keccakIterations:
          type: integer
          minimum: 1
          maximum: 255


    Op:
      type: object
      required:
        - opValue
        - encryptionKey
        - encryptionAlgorithm
      properties:
        opValue:
          $ref: '#/components/schemas/OpValue'
        encryptionKey:
          $ref: '#/components/schemas/EncryptionKey'
        encryptionAlgorithm:
          $ref: '#/components/schemas/EncryptionAlgorithm'

    Opc:
      type: object
      required:
        - opcValue
        - encryptionKey
        - encryptionAlgorithm
      properties:
        opcValue:
          $ref: '#/components/schemas/OpcValue'
        encryptionKey:
          $ref: '#/components/schemas/EncryptionKey'
        encryptionAlgorithm:
          $ref: '#/components/schemas/EncryptionAlgorithm'

    Top:
      type: object
      required:
        - topValue
        - encryptionKey
        - encryptionAlgorithm
      properties:
        topValue:
          $ref: '#/components/schemas/TopValue'
        encryptionKey:
          $ref: '#/components/schemas/EncryptionKey'
        encryptionAlgorithm:
          $ref: '#/components/schemas/EncryptionAlgorithm'

    Topc:
      type: object
      required:
        - topcValue
        - encryptionKey
        - encryptionAlgorithm
      properties:
        topcValue:
          $ref: '#/components/schemas/TopcValue'
        encryptionKey:
          $ref: '#/components/schemas/EncryptionKey'
        encryptionAlgorithm:
          $ref: '#/components/schemas/EncryptionAlgorithm'

    Rotations:
      type: object
      required:
        - r1
        - r2
        - r3
        - r4
        - r5
      properties:
        r1:
          $ref: '#/components/schemas/RValue'
        r2:
          $ref: '#/components/schemas/RValue'
        r3:
          $ref: '#/components/schemas/RValue'
        r4:
          $ref: '#/components/schemas/RValue'
        r5:
          $ref: '#/components/schemas/RValue'

    Constants:
      type: object
      required:
        - c1
        - c2
        - c3
        - c4
        - c5
      properties:
        c1:
          $ref: '#/components/schemas/CValue'
        c2:
          $ref: '#/components/schemas/CValue'
        c3:
          $ref: '#/components/schemas/CValue'
        c4:
          $ref: '#/components/schemas/CValue'
        c5:
          $ref: '#/components/schemas/CValue'

    PermanentKeyValue:
      type: string
      pattern: '^[A-Fa-f0-9]+$'
    SequenceNumber:
      type: string
      pattern: '^[A-Fa-f0-9]{12}$'
    AuthenticationManagementField:
      type: string
      pattern: '^[A-Fa-f0-9]{4}$'
    OpValue:
      type: string
      pattern: '^[A-Fa-f0-9]+$'
    OpcValue:
      type: string
      pattern: '^[A-Fa-f0-9]+$'
    TopValue:
      type: string
      pattern: '^[A-Fa-f0-9]+$'
    TopcValue:
      type: string
      pattern: '^[A-Fa-f0-9]+$'
    RValue:
      type: string
      pattern: '^[A-Fa-f0-9]+$'
    CValue:
      type: string
      pattern: '^[A-Fa-f0-9]+$'
    EncryptionKey:
      type: integer
    EncryptionAlgorithm:
      type: integer
    VectorAlgorithm:
      type: string
      enum:
        - MILENAGE
        - TUAK

*********text not shown for clarity***************

    AuthMethod:
      anyOf:
        - type: string
          enum:
            - 5G_AKA
            - EAP_AKA_PRIME
            - EAP_TLS
        - type: string


*********text not shown for clarity***************


* * * End Of Change * * * *
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