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*** 1st Change ***

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".

[3]
3GPP TS 23.502: "Procedures for the 5G System; Stage 2".

[4]
3GPP TS 23.503: "Policy and Charging Control Framework for the 5G System; Stage 2".

[5]
3GPP TS 29.500: "5G System; Technical Realization of Service Based Architecture; Stage 3".

[6]
3GPP TS 29.501: "5G System; Principles and Guidelines for Services Definition; Stage 3".

[7]
IETF RFC 7540: "Hypertext Transfer Protocol Version 2 (HTTP/2)".

[8]
IETF RFC 8259: "The JavaScript Object Notation (JSON) Data Interchange Format".
[9]
OpenAPI: "OpenAPI 3.0.0 Specification", https://github.com/OAI/OpenAPI-Specification/blob/master/versions/3.0.0.md.
[10]
3GPP TS 29.571: "5G System; Common Data Types for Service Based Interfaces Stage 3".
[11]
3GPP TS 29.122: "T8 reference point for Northbound APIs".
[12]
3GPP TS 29.251: "Gw and Gwn reference points for sponsored data connectivity".
[n1]
3GPP TS 29.510: "5G System; Network Function Repository Services; Stage 3".
[n2]
3GPP TS 33.501: "Security architecture and procedures for 5G system".

[n3]
IETF RFC 6749: "The OAuth 2.0 Authorization Framework".
*** 2nd Change ***

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

API
Application Programming Interface
HTTP
Hypertext Transfer Protocol

NF
Network Function
NRF
Network Repository Function
PFDF
Packet Flow Description Function
*** 3rd Change ***

5.x
Security

As indicated in 3GPP TS 33.501 [n2] and 3GPP TS 29.500 [5], the access to the Nnef_PFDmanagement API may be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [n3]), based on local configuration, using the "Client Credentials" authorization grant, where the NRF (see 3GPP TS 29.510 [n1]) plays the role of the authorization server.

If OAuth2 is used, an NF Service Consumer, prior to consuming services offered by the Nnef_PFDmanagement API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in 3GPP TS 29.510 [n1], subclause 5.4.2.2.

NOTE:
When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF that the NF Service Consumer used for discovering the Nnef_PFDmanagement service.

The Nnef_PFDmanagement API defines a single scope "nnef-pfdmanagement" for OAuth2 authorization (as specified in 3GPP TS 33.501 [n2]) for the entire service, and it does not define any additional scopes at resource or operation level.
*** 4th Change ***

A.2
Nnef_PFDmanagement API

openapi: 3.0.0

info:

  title: Nnef_PFDmanagement Sevice API

  version: "1.R15.0.0"

  description: Packet Flow Description Management Service

#

externalDocs:

  description: 3GPP TS 29.551 v0.4.0, 5G system; Packet Flow Description Management Service

  url: 'http://ftp.3gpp.org//Specs/archive/29_series/29.551/'

#

servers:

  - url: '{apiRoot}/nnef-pfdmanagement/v1'
    variables:

      apiRoot:

      default: https://demohost.com

      description: apiRoot as defined in subclause 4.4 of 3GPP TS 29.501

security:

  - {}

  - oAuth2ClientCredentials:
    - nnef-pfdmanagement
paths:

  /applications:

    get:

      summary: Retrieve PFDs for all applications or for one or multiple applications with query parameter.

      tags:

      - PFD of applications

      operationId: Nnef_PFDmanagement_Fetch

      parameters:

          - name: applicationId

            description: The required application identifier(s) for the returned PFDs.

            in: path

            required: true

            schema:

              type: string

      responses:

        '200':

          description: The PFDs for one or more application identifier(s) in the request URI are returned.

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/PfdDataforApp'

        '404':

          $ref: 'TS29571_CommonData.yaml#/components/responses/404'

        '400':

          $ref: 'TS29571_CommonData.yaml#/components/responses/400'

        '414':

          $ref: 'TS29571_CommonData.yaml#/components/responses/414'

        '500':

          $ref: 'TS29571_CommonData.yaml#/components/responses/500'

        '503':

          $ref: 'TS29571_CommonData.yaml#/components/responses/503'

  /applications/{appId}:

    get:

      summary: Retrieve the PFD for an application.

      tags:

      - Individual application PFD

      operationId: Nnef_PFDmanagement_Fetch

      responses:

      '200':

        description: A representation of PFDs for an application in the request URI is returned.

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/PfdDataforApp'

      '404':

        $ref: 'TS29571_CommonData.yaml#/components/responses/404'

      '400':

        $ref: 'TS29571_CommonData.yaml#/components/responses/400'

      '414':

        $ref: 'TS29571_CommonData.yaml#/components/responses/414'

      '500':

        $ref: 'TS29571_CommonData.yaml#/components/responses/500'

      '503':

        $ref: 'TS29571_CommonData.yaml#/components/responses/503'

  /subscriptions:

  post:

    summary: Subscribe the notification of PFD changes.

      tags: 
      - PFD subscriptions

      operationId: Nnef_PFDmanagement_Subscribe

      requestBody:

        description: a PfdSubscription resource to be created.

        required: true

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/PfdSubscription'

      callbacks:

        PfdChangeNotification:

          '{request.body#/notifyUri}':

          post:

            summary: Notification of PFD change.

            tags:

              - PfdChangeNotification data

            operationId: Nnef_PFDmanagement_Notify

            requestBody:

              description:

              required: true

              content:

                application/json:

                  schema:

                    $ref: '#/components/schemas/PfdChangeNotification'

            responses:

              '204':

                description: The PFD operation in the notification is performed successfully.

              '200':

                description: The PFD operation in the notification is performed and the PfdChangeReport indicates failure reason.

                content:

                  application/json:

                    schema:

                      $ref: '#/components/schemas/PfdChangeReport'

              '400':

                description: Incorrect input parameter(s).

                content:

                  application/problem+json:

                    schema:

                      $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'

              '500'

                description:

                content:

                  application/problem+json:

                    schema:

                      $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'

              '503'

                $ref: 'TS29571_CommonData.yaml#/components/responses/503'

              '411':

                $ref: 'TS29571_CommonData.yaml#/components/responses/411'

              '413':

                $ref: 'TS29571_CommonData.yaml#/components/responses/413'

              '415':

                $ref: 'TS29571_CommonData.yaml#/components/responses/415'

    responses:

      '201':

        description: The creation of a PfdSubscription resource is confirmed and a representation of that resource is returned.

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/PfdSubscription'

      '404':

        $ref: 'TS29571_CommonData.yaml#/components/responses/404'
      '400':

        description: Incorrect input parameter(s).

        content:

          application/problem+json:

            schema:

              $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'

      '500':

        description: The server encountered an unexpected condition that prevented it from fulfilling the request.

        content:

          application/problem+json:

            schema:

              $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'

      '503':
        $ref: 'TS29571_CommonData.yaml#/components/responses/503'
      '411':

        $ref: 'TS29571_CommonData.yaml#/components/responses/411'

      '413':

        $ref: 'TS29571_CommonData.yaml#/components/responses/413'

      '415':

        $ref: 'TS29571_CommonData.yaml#/components/responses/415'

  /subscriptions/{subscriptionId}:

  delete:

    summary: Delete a subscription of PFD change notification.

      tags:

      - Individual PFD subscription

      operationId: Nnef_PFDmanagement_Unsubscribe

      responses:

        '204':

          description: The PfdSubscription resource matching the subscriptionId was deleted successfully.

        '404':

          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '400':

          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '500':

          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '503':

          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
components:

  securitySchemes:

    oAuth2ClientCredentials:

      type: oauth2

      flows:

        clientCredentials:

          tokenUrl: '{nrfApiRoot}/oauth2/token'

          scopes:

            nnef-pfdmanagement: Access to the Nnef_PFDmanagement API
  schemas:

#

# STRUCTURED DATA TYPES

#

    PfdContent:

      type: object

      properties:

        pfdId:

          type: string

          description: Identifies a PDF of an application identifier.
        flowDescriptions:

          type: array
          items:
            type: string
          minItems: 0

          description: Represents a 3-tuple with protocol, server ip and server port for UL/DL application traffic.
        urls:

          type: array

          items:

            type: string

          minItems: 0

          description: Indicates a URL or a regular expression which is used to match the significant parts of the URL.

        domainNames:

          type: array

          items:

            type: string

          minItems: 0

          description: Indicates an FQDN or a regular expression as a domain name matching criteria.

    PfdDataForApp:

      type: object

      properties:

        applicationId:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/ApplicationId'

        pfds:

          type: array
          itmes:
            $ref: 'TS29551_CommonData.yaml#/components/schemas/PfdContent'

          minItems: 0
        cachingTime:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/DateTime'

      requried:

        - applicationId

    PfdSubscription:

      type: object

      properties:

        applicationId:

          type: array

          itmes:

            $ref: 'TS29571_CommonData.yaml#/components/schemas/ApplicationId'

        notifyUri:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'

        supportedFeatures:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'

      required:

        - notifyUri

        - supportedFeatures

    PfdChangeNotification:

      type: object

      properties:

        applicationId:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/ApplicationId'

        removalFlag:

          type: boolean

          default: false:

        partialFlag:

          type: boolean

          default: false

        pfds:

          type: array
          itmes:
            $ref: 'TS29551_CommonData.yaml#/components/schemas/PfdContent'

          minItems: 0
      required:

        - applicationId

    PfdChangeReport:

      type: object

      properties:

        pfdError:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'

        applicationId:

          type: array

          itmes:

            $ref: 'TS29571_CommonData.yaml#/components/schemas/ApplicationId'

      required:

        - pfdError
*** End of Changes ***

