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***** Next change *****
7.3.2.3
IKE SA and signalling IPsec SA establishment not accepted by the network
If IKE SA and signalling IPsec SA establishment is not accepted by the network, the UE receives from the N3IWF an IKE_AUTH response message including a Notify payload with an error type.
Upon receiving the IKE_AUTH response message with a Notify payload with an error type other than a CONGESTION Notify payload, the UE shall pass the error indication to the upper layer along with the encapsulated NAS messages, if any, within EAP/5G-NAS packet.

After the N3IWF receives from the UE an IKE_AUTH request message including the requested NSSAI, if the N3IWF does not accept the IKE SA and signalling IPsec SA establishment due to the requested NSSAI only including one or more S-NSSAIs indicated in the OVERLOAD START message as specified in 3GPP TS 38.413 [x2], the N3IWF shall construct an IKE_AUTH response message including a CONGESTION Notify payload as defined in subclause 9.2.4.2 and a N3GPP_BACKOFF_TIMER Notify payload as defined in subclause 9.3.1.X. The N3IWF shall send the IKE_AUTH response message to the UE.
Upon reception of the IKE_AUTH response message including:
a)
a CONGESTION Notify payload as defined in subclause 9.2.4.2; and
b)
a N3GPP_BACKOFF_TIMER Notify payload as defined in subclause 9.3.1.X; and
after the UE authenticates the network or the N3IWF as specified in 3GPP TS 33.501 [5], the UE shall discard all states associated with the IKE SA and any child SAs that were negotiated using that IKE SA as specified in IETF RFC 7296 [6]. In addition, the UE shall inform the upper layers that the access stratum connection has been released, and:

a)
if the back-off timer value in N3GPP_BACKOFF_TIMER Notify payload indicates neither zero nor deactivated, the UE shall start the Tw3 timer with the value provided and the UE shall not retry the IKE SA and signalling IPsec SA establishment procedure to the same N3IWF until:
-
timer Tw3 expires;

-
the UE is switched off; or
-
the UICC containing the USIM is removed;
b)
if the back-off timer value in N3GPP_BACKOFF_TIMER Notify payload indicates that this timer is deactivated, the UE shall not retry the IKE SA and signalling IPsec SA establishment procedure to the same N3IWF until:
-
the UE is switched off; or

-
the UICC containing the USIM is removed; and
c)
if the back-off timer value in N3GPP_BACKOFF_TIMER Notify payload indicates zero, the UE may retry the IKE SA and signalling IPsec SA establishment procedure to an N3IWF from the same PLMN.
Editor's note:
How the UE terminates the EAP session is FFS.

***** Next change *****
9.2.4.2
Private Notify Message - Error Types

The Private Notify Message Error Types defined in table 9.2.4.2-1 are error notifications which indicates an error while negotiating an IKEv2 SA or IPsec SA. Refer to table 9.2.4.2-1 for more details on what each error type means.

Table 9.2.4.2-1: Private Error Types

	Notify Message
	Value
(in decimal)
	Descriptions

	CONGESTION
	155xx
	This error type is used to indicate that the requested service was rejected because of congestion in the network.

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


In the present specification, only the private notify message error type values between 15500 and 15599 shall be allocated to a Notify payload.
The private notify message error type values:

-
between 9950 and 9999;

-
between 10950 and 10999;

-
between 11950 and 11999;

-
between 12950 and 12999;

-
between 13950 and 13999; and

-
between 14950 and 14999;

shall not be allocated to a Notify payload defined in the present specification.
***** Next change *****
9.2.4.3
Private Notify Message - Status Types

The Private Notify Message Status Types defined in table 9.2.4.3-1 are used to indicate status notifications or additional information in a Notify payload which may be added to an IKEv2 message or IKE_AUTH request or IKE_AUTH response message according to the procedures described in the present document. Refer to table 9.2.4.3‑1 for more details on what each status type means.

Table 9.2.4.3-1: Private Status Types

	Notify Message
	Value
(in decimal)
	Descriptions

	5G_QOS_INFO
	55501
	This status when present indicates 5G_QOS_INFO Notify payload encoded according to subclause 9.3.1.1

	NAS_IP4_ADDRESS
	55502
	This status when present indicates NAS_IP4_ADDRESS Notify payload encoded according to subclause 9.3.1.2.

	NAS_IP6_ADDRESS
	55503
	This status when present indicates NAS_IP6_ADDRESS Notify payload encoded according to subclause 9.3.1.3.

	UP_IP4_ADDRESS
	55504
	This status when present indicates UP_IP4_ADDRESS Notify payload encoded according to subclause 9.3.1.4.

	UP_IP6_ADDRESS
	55505
	This status when present indicates UP_IP6_ADDRESS Notify payload encoded according to subclause 9.3.1.5.

	N3GPP_BACKOFF_TIMER
	555yy
	This status when present indicates N3GPP_BACKOFF_TIMER Notify payload encoded according to subclause 9.3.1.X.


In the present specification, only the private notify message error type values between 55500 and 55599 shall be allocated to a Notify payload.
The private notify message status type values:

-
between 49950 and 49999;

-
between 50950 and 50999;

-
between 51950 and 51999;

-
between 52950 and 52999;

-
between 53950 and 53999; and

-
between 54950 and 54999;

shall not be allocated to a Notify payload defined in the present specification.
***** Next change *****
9.3.1.X
N3GPP_BACKOFF_TIMER Notify payload

The N3GPP_BACKOFF_TIMER Notify payload is used to indicate the value of the back-off timer.
The N3GPP_BACKOFF_TIMER Notify payload is coded according to figure 9.3.1.X-1 and table 9.3.1.X-1.

	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	Protocol ID
	1

	SPI Size
	2

	Notify Message Type
	3-4

	Backoff Timer Value
	5


Figure 9.3.1.X-1: N3GPP_BACKOFF_TIMER Notify payload format

Table 9.3.1.X-1: N3GPP_BACKOFF_TIMER Notify payload value

	Octet 1 is defined in IETF RFC 7296 [6]



	Octet 2 is SPI Size field. It is set to 0 and there is no Security Parameter Index field.



	Octet 3 and Octet 4 is the Notify Message Type field. The Notify Message Type field is set to value 555yy to indicate the N3GPP_BACKOFF_TIMER.



	Octet 5 is the Backoff Timer Value field. This field indicates the value of the back-off timer. It is coded as the value part (as specified in 3GPP TS 24.007 [22] for type 4 IE) of the GPRS timer 3 information element defined in 3GPP TS 24.008 [x1] subclause 10.5.7.4a (NOTE).



	NOTE:
The GPRS Timer 3 IEI field and the length of GPRS Timer 3 contents field of the GPRS timer 3 information element are not included in the value of the back-off timer.




***** End of changes *****
