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***** change *****
7.3.2
IKE SA and signalling IPsec SA establishment procedure

The UE shall initiate an IKE_AUTH exchange as specified in IETF RFC 7296 [6] to establish an IKE SA and first child SA (signalling IPsec SA). The UE shall indicate the intention to use EAP by not including the AUTH payload in the initial IKE_AUTH request message as specified in IETF RFC 7296 [6].

NOTE:
The IKE_AUTH exchange is sent after the IKE_SA_INIT exchange. The UE has already established the IKE_SA_INIT exchange after N3IWF selection has been completed.
Upon reception of the IKE_AUTH request message without AUTH payload, the N3IWF shall respond with an IKE_AUTH response message with an indication to start an EAP-5G session that will be used to convey the initial NAS messages. The EAP-5G procedure is described in subclause 7.3.3.

When the EAP-5G session is completed the UE receives from the N3IWF an IKE_AUTH response message with an EAP-Success message. The UE completes the IKE SA and signalling IPsec SA (first child SA) establishment procedure by initiating an IKE_AUTH exchange including an AUTH payload computed based on the N3IWF key as described in 3GPP TS 33.501 [5].
The UE may support the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK attribute as specified in 3GPP TS 24.302 [7] subclause 8.2.4.2. If the UE supports the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK attribute, the UE shall include the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK attribute indicating support of receiving timeout period for liveness check in the CFG_REQUEST configuration payload within the IKE_AUTH request message.
The N3IWF may include the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK attribute as specified in 3GPP TS 24.302 [7] subclause 8.2.4.2 indicating the timeout period for liveness check in the CFG_REPLY configuration payload of the IKE_AUTH response message containing the AUTH payload. Presence of the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK attribute in the IKE_AUTH request can be used as input for decision on whether to include the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK attribute in the IKE_AUTH response message containing the AUTH payload.

If the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK attribute as specified in 3GPP TS 24.302 [7] subclause 8.2.4.2 indicating the timeout period for the liveness check is included in the CFG_REPLY configuration payload within the IKE_AUTH response message containing the AUTH payload or the UE has a pre-configured or configured timeout period, the UE shall perform the liveness check procedure as described in subclause 7.x.

NOTE:
The timeout period for liveness check is pre-configured in the UE in implementation-specific way.

This completes the establishment of the IKE SA and signalling IPsec SA between the UE and the N3IWF. The UE and the N3IWF shall send further NAS messages within the signalling IPsec SA (first child SA) (see example in figure 7.3.2-1).

Editor’s note:
It is FFS how the signalling IPsec SA is handled in case of rekeying of the IKE SA.
An example of an IKE SA and first child SA establishment procedure is shown in figure 7.3.2-1.
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Figure 7.3.2-1: IKE SA and first child SA establishment procedure for UE registration over non-3GPP access
***** change *****
7.x
UE-initiated liveness check procedure
7.x.1
General
The UE-initiated liveness check procedure enables the UE to detect whether the N3IWF is alive.
7.x.2
UE-initiated liveness check procedure initiation
If the UE supports the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK attribute as specified in 3GPP TS 24.302 [7] subclause 8.2.4.2 and the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK attribute as specified in 3GPP TS 24.302 [7] subclause 8.2.4.2 was included in the CFG_REPLY configuration payload within the IKE_AUTH response message received in subclause 7.3 the UE shall set the timeout period for the liveness check to the value of the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK attribute.

If the UE does not support the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK attribute as specified in 3GPP TS 24.302 [7] subclause 8.2.4.2 or the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK attribute as specified in 3GPP TS 24.302 [7] subclause 8.2.4.2 was not included in the CFG_REPLY configuration payload within the IKE_AUTH response message received in subclause 7.3 then:

1)
if the liveness check period is configured, the UE shall use the timeout period for the liveness check indicated by the liveness check period; and
2)
if the liveness check period node is not configured, the UE shall use the pre-configured value of the timeout period for liveness check.

NOTE:
The timeout period is pre-configured in the UE in implementation-specific way.
If the UE has not received any cryptographically protected IKEv2 or IPSec message for the duration of the timeout period for liveness check, the UE shall send an INFORMATIONAL request with no payloads as per IETF RFC 7296 [6]. 
Editor's note: FFS whether the liveness check period is configured in a MO, provisioned by PCF, or configured on UICC. FFS whether configuration in the ANDSF/Untrusted_WLAN/LivenessCheckPeriod parameter of ANDSF MO can be used by UEs supporting both access via untrusted non-3GPP access to 5GCN and access via untrusted non-3GPP access to EPC. If several methods are defined, precedence between the methods is FFS.
7.x.3
UE-initiated liveness check procedure completion
The N3IWF shall handle the INFORMATIONAL request with no payloads as per IETF RFC 7296 [6] and shall send an INFORMATIONAL response.
If an INFORMATIONAL response is received, the UE shall consider the UE-initiated liveness check procedure as successfully completed.
7.x.4
Abnormal cases
If an INFORMATIONAL response is not received, the UE shall deem the IKEv2 security association to have failed.
***** change *****
7.y
Network-initiated liveness check procedure

7.y.1
General
The network-initiated liveness check procedure enables the N3IWF to detect whether the UE is alive.
7.y.2
Network-initiated liveness check procedure initiation
If the N3IWF has not received any cryptographically protected IKEv2 or IPSec message for the duration of the timeout period for liveness check selected according to the local policy, the N3IWF shall send an INFORMATIONAL request with no payloads IETF RFC 7296 [6].

7.y.3
Network-initiated liveness check procedure completion
The UE shall handle the INFORMATIONAL request with no payloads as per IETF RFC 7296 [6] and shall send an INFORMATIONAL response.

If an INFORMATIONAL response is received, the N3IWF shall consider the liveness check procedure as successfully completed.
7.y.4
Abnormal cases
If an INFORMATIONAL response is not received, the N3IWF shall deem the IKEv2 security association to have failed.
