Page 1



3GPP TSG-CT WG1 Meeting #112
C1-185743
West Palm Beach (USA), 20-24 August 2018                                         (was C1-185266)
	CR-Form-v11.1

	CHANGE REQUEST

	

	
	24.502
	CR
	0027
	rev
	1
	Current version:
	15.0.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	
	Core Network
	X


	

	Title:

	IKE SA deletion procedure handling

	
	

	Source to WG:
	Nokia, Nokia Shanghai Bell

	Source to TSG:
	C1

	
	

	Work item code:
	5GS_Ph1-CT
	
	Date:
	2018-07-23

	
	
	
	
	

	Category:
	B
	
	Release:
	Rel-15

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)
Rel-15
(Release 15)
Rel-16
(Release 16)

	
	

	Reason for change:
	According to RFC7296, IKE SAs are deleted by sending an INFORMATIONAL exchange, the response to a request that deletes the IKE SA is an empty INFORMATIONAL response:
…Similar to ESP and AH SAs, IKE SAs are also deleted by sending an INFORMATIONAL exchange.  Deleting an IKE SA implicitly closes any remaining Child SAs negotiated under it.  The response to a request that deletes the IKE SA is an empty INFORMATIONAL response.

The UE and N3IWF handling for INFORMATIONAL exchange needs to be clarified in subclasue 7.4.
Also misc clarifications and editorial fixs.



	
	

	Summary of change:
	Clarify the UE and N3IWF handling for INFORMATIONAL exchange when IKE SA is deleted. 
Misc clarifications and editorial fixs.



	
	

	Consequences if not approved:
	Incomplete specification

	
	

	Clauses affected:
	7.4.1, 7.4.2, 7.4.2.1 (new), 7.4.2.2 (new), 7.4.3

	
	

	
	Y
	N
	
	

	Other specs
	
	x
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	x
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	x
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


	*** Next Change ***


7.4
IKEv2 SA deletion procedure

7.4.1
General
The purpose of the IKE SA deletion procedure via untrusted non-3GPP access is to close the IKE SA between the UE and the N3IWF. In addition, deleting the IKE SA implicitly closes any remaining signalling IPsec child SAs and user plane IPsec child SAs associated with IKE SA. 
This procedure shall be initiated by the N3IWF.
Editor's note:
Whether this procedure can be initiated by the UE is FFS. 
7.4.2
IKE SA deletion procedure initiated by the N3IWF
7.4.2.1
IKE SA deletion initiation

The N3IWF shall initiate the IKE SA deletion procedure by sending an INFORMATIONAL request message including a Delete payload to the UE as specified in IETF RFC 7296 [6].
The Delete payload shall be defined with the Protocol ID set to "1" and no SPIs included in the Security Parameter Index field in the Delete payload. This indicates that the IKE security association and all IPsec ESP security associations that were negotiated within it between the N3IWF and the UE shall be deleted.
7.4.2.2
IKE SA deletion accepted by the UE

Upon reception of the INFORMATIONAL request message from the N3IWF for deletion of the IKE SA, if the UE accepts the IKE SA deletion request, the UE shall send an empty INFORMATIONAL response message to the N3IWF as specified in IETF RFC 7296 [6].
After sending the empty INFORMATIONAL response message, the UE shall close IKE SA and delete all IPsec child SAs associated with the IKE SA. In addition, the UE shall inform the upper layers that the access stratum connection has been released.

Upon receiving the empty INFORMATIONAL response message, the N3IWF shall close IKE SA and delete all IPsec child SAs associated with the IKE SA. In addition, the N3IWF shall inform the AMF that the access stratum connection has been released.
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