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*** 1st Change ***

8.6.2.1
Overview

This resource is created by the CAPIF administrator on the CAPIF core function.

NOTE:
The details of the mechanisms used to create the Access Control Policy List resource on the CAPIF core function is out of the scope of the present document.
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Figure 8.6.2.1-1: Resource URI structure of the CAPIF_Access_Control_Policy_API

Table 8.6.2.1-1 provides an overview of the resources and applicable HTTP methods.

Table 8.6.2.1-1: Resources and methods overview

	Resource name
	Resource URI
	HTTP method or custom operation
	Description

	Access Control Policy List
	{apiRoot}
/access-control-policy/v1
/accessControlPolicyList/{serviceApiId}
	GET
	Retrieves the access control policy list for a published service API.


*** 2nd Change ***

8.6.2.2.2
Resource Definition

Resource URI: {apiRoot}/access-control-policy/v1/accessControlPolicyList/{serviceApiId}
This resource shall support the resource URI variables defined in table 8.6.2.2.2-1.

Table 8.6.2.2.2-1: Resource URI variables for this resource
	Name
	Definition

	apiRoot
	See subclause 7.5

	serviceApiId
	String identifying an individual published service API


*** 3rd Change ***

8.6.4.2.1
Introduction
This subclause defines data structures to be used in resource representations.

*** 4th Change ***

8.6.4.2.2
Type: AccessControlPolicyList
Table 8.6.4.2.2-1: Definition of type AccessControlPolicyList
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	
	
	
	
	
	

	apiInvokerPolicies
	array(ApiInvokerPolicy)
	O
	1..N
	Policy of each API invoker.
	


*** 5th Change ***

8.6.4.2.3
Type: ApiInvokerPolicy
Table 8.6.4.2.3-1: Definition of type ApiInvokerPolicy
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	apiInvokerID
	string
	M
	1
	API invoker ID assigned by the CAPIF core function
	

	allowedTotalInvocations
	integer
	O
	0..1
	Total number of invocations allowed on the service API by the API invoker.
	

	allowedInvocationsPerSecond
	integer
	O
	0..1
	Invocations per second allowed on the service API by the API invoker.
	

	allowedInvocationTimeRangeList
	array(TimeRangeList)
	O
	1..N
	The time ranges during which the invocations are allowed on the service API by the API invoker.
	


*** 6th Change ***

A.7
CAPIF_Access_Control_Policy_API

openapi: 3.0.0

info:

  title: CAPIF_Access_Control_Policy_API

  version: "1.PreR15.0.0"

servers:

  - url: '{apiRoot}/access-control-policy/v1'
    variables:

      apiRoot:

        default: https://demohost.com

        description: apiRoot as defined in subclause 7.5 of 3GPP TS 29.222
paths:

  /accessControlPolicyList/{serviceApiId}:

    get:
      description: Retrieves the access control policy list.
      parameters:

        - name: serviceApiId

          in: path

          description: Identifier of a published service API

          required: true

          schema:

            type: string
        - name: apiInvokerId
          in: query
          description: Identifier of the API invoker
          schema:

            type: string
      responses:

        '200':

          description: OK.

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/accessControlPolicyList'

        '400':

          $ref: 'TS29122_CommonData.yaml#/components/responses/400'

        '401':

          $ref: 'TS29122_CommonData.yaml#/components/responses/401'
        '403':

          $ref: 'TS29122_CommonData.yaml#/components/responses/403'
        '404':

          $ref: 'TS29122_CommonData.yaml#/components/responses/404'

        '412':

          $ref: 'TS29122_CommonData.yaml#/components/responses/412'
        '414':

          $ref: 'TS29122_CommonData.yaml#/components/responses/414'
        '500':

          $ref: 'TS29122_CommonData.yaml#/components/responses/500'

        '503':

          $ref: 'TS29122_CommonData.yaml#/components/responses/503'

        default:

          $ref: 'TS29122_CommonData.yaml#/components/responses/default'

components:

  schemas:

    accessControlPolicyList:

      type: object

      properties:

        apiInvokerPolicies:

          type: array

          items:

            $ref: '#/components/schemas/ApiInvokerPolicy'

          minItems: 0
          description: Policy of each API invoker.

    ApiInvokerPolicy:

      type: object

      properties:
        apiInvokerId:

          type: string

          description: API invoker ID assigned by the CAPIF core function

        allowedTotalInvocations:

          type: integer

          description: Total number of invocations allowed on the service API by the API invoker.

        allowedInvocationsPerSecond:

          type: integer

          description: Invocations per second allowed on the service API by the API invoker.  

        allowedInvocationTimeRangeList:

          type: array

          items:

            $ref: '#/components/schemas/TimeRangeList'

          minItems: 0

          description: The time ranges during which the invocations are allowed on the service API by the API invoker.

      required:

        - apiInvokerID

    TimeRangeList:

      type: object

      properties:

        startTime:

          $ref: 'TS29122_CommonData.yaml#/components/schemas/DateTime'

        stopTime:

          $ref: 'TS29122_CommonData.yaml#/components/schemas/DateTime'
*** End of Changes ***
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