Page 1



3GPP TSG-CT WG1 Meeting #112
C1-185678
West Palm Beach, FL (USA), 20-24 August 2018
(was C1-185247)
	CR-Form-v11.2

	CHANGE REQUEST

	

	
	24.301
	CR
	3100
	rev
	1
	Current version:
	15.3.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	
	Core Network
	X


	

	Title:

	Establishment of a mapped EPS security context during inter-system handover from N1 mode

	
	

	Source to WG:
	Huawei, HiSilicon

	Source to TSG:
	C1

	
	

	Work item code:
	5GS_Ph1-CT
	
	Date:
	2018-08-21

	
	
	
	
	

	Category:
	B
	
	Release:
	Rel-15

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)
Rel-15
(Release 15)
Rel-16
(Release 16)

	
	

	Reason for change:
	Present specification contains a sub-clause to describe the requirements for the MME and the UE to establishment of a mapped EPS security context during inter-system change from N1 mode to S1 mode in EMM-CONNECTED mode.
However, the case when inter-system change from N1 mode to S1 mode in EMM-CONNECTED mode occurs is not described so there is no way to establish a mapped EPS security context for this case.
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***** Next change *****
4.4.2.2
Establishment of a mapped EPS security context during intersystem handover
In order for the UE to derive a mapped EPS security context for an inter-system change from A/Gb mode or Iu mode to S1 mode in EMM-CONNECTED mode, the MME shall generate a KSISGSN, create a nonceMME and generate the K'ASME using the created nonceMME as indicated in 3GPP TS 33.401 [19]. The MME shall include the selected NAS algorithms, nonceMME and generated KSISGSN (associated with the K'ASME) in the NAS security transparent container for handover to E-UTRAN. The MME shall derive the EPS NAS keys from K'ASME.
When the UE receives the command to perform handover to E-UTRAN, the UE shall derive K'ASME, as indicated in 3GPP TS 33.401 [19], using the nonceMME received in the NAS security transparent container. Furthermore, the UE shall associate the derived K'ASME with the received KSISGSN and derive the EPS NAS keys from K'ASME.

When the UE has a PDN connection for emergency bearer services and has no current UMTS security context, the MME shall set EIA0 and EEA0 as the selected NAS security algorithms in the NAS security transparent container for handover to E-UTRAN. The MME shall create a locally generated K'ASME. The MME shall set the KSI value of the associated security context to "000" and the type of security context flag to "mapped security context" in the NAS security transparent container for handover to E-UTRAN.

When the UE receives the command to perform handover to E-UTRAN and has a PDN connection for emergency bearer services, if EIA0 and EEA0 as the selected NAS security algorithms are included in the NAS security transparent container for handover to E-UTRAN, the UE shall create a locally generated K'ASME. The UE shall set the KSI value of the associated security context to the KSI value received.

If the inter-system change from A/Gb mode or Iu mode to S1 mode in EMM-CONNECTED mode is not completed successfully, the MME and the UE shall delete the new mapped EPS security context.
In order for the UE to derive a mapped EPS security context for an inter-system change from N1 mode to S1 mode in EMM-CONNECTED mode, the MME shall generate a KSISGSN, create a nonceMME and generate the K'ASME using the created nonceMME as indicated in 3GPP TS 33.401 [19].
When the UE receives the command to perform handover to E-UTRAN from NG-RAN, the UE shall derive K'ASME, as indicated in 3GPP TS 33.401 [19], using the downlink NAS count generated by using the received sequence number in the N1 mode to S1 mode transparent container (see 3GPP TS 24.501 [54]). Furthermore, the UE shall associate the derived K'ASME with the received KSISGSN and derive the EPS NAS keys from K'ASME.

Editor's note [CR3100, WID 5GS_ph1-CT]:
Details of the mapped EPS security context for an inter-system change from N1 mode to S1 mode in EMM-CONNECTED mode will be added when all security requirements are defined by SA3.
