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* * * First Change * * * *
7.3.1
Error Indication

When a GTP-U node receives a G-PDU for which no EPS Bearer context, PDP context, PDU Session, MBMS Bearer context, or RAB exists, the GTP-U node shall discard the G-PDU. If the TEID of the incoming G-PDU is different from the value 'all zeros' the GTP-U node shall also return a GTP error indication to the originating node. GTP entities may include the "UDP Port" extension header (Type 0x40), in order to simplify the implementation of mechanisms that can mitigate the risk of Denial-of-Service attacks in some scenarios.

Handling of the received Error Indication is specified in 3GPP TS 23.007 [3].
The information element Tunnel Endpoint Identifier Data I shall be the TEID fetched from the G-PDU that triggered this procedure.
The information element GTP-U Peer Address shall be the destination address (e.g. destination IP address, MBMS Bearer Context) fetched from the original user data message that triggered this procedure. A GTP-U Peer Address can be a GGSN, SGSN, RNC, PGW, SGW, ePDG, eNodeB, TWAN, MME, gNB, N3IWF, or UPF address. The TEID and GTP-U peer Address together uniquely identify the related PDP context, RAB, PDU session or EPS bearer in the receiving node.
The optional Private Extension contains vendor or operator specific information.

Table 7.3.1-1: Information Elements in an Error Indication

	Information element
	Presence requirement
	Reference

	Tunnel Endpoint Identifier Data I
	Mandatory
	8.3

	GTP-U Peer Address
	Mandatory
	8.4

	Private Extension
	Optional
	8.6


* * * Next Change * * * *
7.2.1
Echo Request

A GTP-U peer may send an Echo Request on a path to the other GTP-U peer to find out if it is alive (see section Path Failure). Echo Request messages may be sent for each path in use. A path is considered to be in use if at least one PDP context, EPS Bearer, PDU Session, MBMS UE context, or MBMS bearer context uses the path to the other GTP-U peer. When and how often an Echo Request message may be sent is implementation specific but an Echo Request shall not be sent more often than every 60 s on each path. This doesn’t prevent resending an Echo Request with the same sequence number according to the T3-RESPONSE timer.
Even if there is no path in use, a GTP-U peer shall be prepared to receive an Echo Request at any time and it shall reply with an Echo Response.  The optional Private Extension contains vendor or operator specific information.

Table 7.2.1-1: Information Elements in an Echo Request
	Information element
	Presence requirement
	Reference

	Private Extension
	Optional
	8.6


For the GTP-U tunnel setup between two nodes for forwarding user traffic, e.g. between eNodeBs for direct forwarding over X2, Echo Request path maintenance message shall not be sent except if the forwarded data and the normal data are sent over the same path.
* * * End of Changes * * * *

