Page 1



3GPP TSG-CT WG6 Meeting #89
C6-180293
Osaka (Japan), 22nd May – 25th May 2018
	CR-Form-v11.1

	CHANGE REQUEST

	

	
	31.102
	CR
	0778
	Rev
	7
	Current version:
	15.0.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	X
	ME
	X
	Radio Access Network
	
	Core Network
	


	

	Title:

	Subscription identifier privacy suppport

	
	

	Source to WG:
	G+D MS, Gemalto, IDEMIA

	Source to TSG:
	C6

	
	

	Work item code:
	TEI15
	
	Date:
	2018-05-25

	
	
	
	
	

	Category:
	B
	
	Release:
	Rel-15

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)
Rel-15
(Release 15)
Rel-16
(Release 16)

	
	

	Reason for change:
	3GPP TS 33.501 has defined the support of subscription identifier privacy by the use of the SUCI (SUbscription Concealed Identifier) feature. 

	
	

	Summary of change:
	Specify new EFs containing the necessary data object to support subscription identifier privacy feature as defined in 3GPP TS 33.501
Add a new command to get a SUCI calculated in the USIM

	
	

	Consequences if not approved:
	

	
	

	Clauses affected:
	2, 3.3, 4.2.8, 4.2.z (new), 4.7, 5.3.x (new), 5.3.y (new), 7.3.2, 7.4, 7.a (new), Annex A, Annex D, Annex E

	
	

	
	Y
	N
	
	

	Other specs
	
	x
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	x
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	x
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


***** Next change *****
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
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· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TS 21.111: "USIM and IC Card Requirements".

[2]
3GPP TS 22.011: "Service accessibility".

…

[102]
3GPP TS 24.623: "Extensible Markup Language (XML) Configuration Access Protocol (XCAP) over the Ut interface for Manipulating Supplementary Services".
[103]
OMA OMA-TS-XDM_Core-V1_1-20080627-A: "XML Document Management (XDM) Specification".

[XX]
3GPP TS 33.501: "System Architecture for 5G System".
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3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply:

3GPP
3rd Generation Partnership Project

5GCN
5G Core Network

AC
Access Condition

…
SDN
Service dialling number

SE
Security Environment

SEQp
Sequence number for MGV-F stored in the USIM
SFI
Short EF Identifier

SGSN
Serving GPRS Support Node

SN
Serving Network

SQN
Sequence number

SRES
Signed RESponse calculated by a USIM
SUCI
Subscription Concealed Identifier 

SUPI
Subscription Permanent Identifier
SW
Status Word 

TLV
Tag Length Value

TMGI
Temporary Mobile Group Identity

TV
Television

USAT
USIM Application Toolkit

USD
User Service Description

USIM
Universal Subscriber Identity Module

V2X
Vehicle-to-Everything
VLR
Visitor Location Register

WLAN
Wireless Local Area Network

WSID
WLAN Specific Identifier

XRES
Expected user RESponse

***** Next change *****
4.2.8
EFUST (USIM Service Table)

This EF indicates which services are available. If a service is not indicated as available in the USIM, the ME shall not select this service.

	Identifier: '6F38'
	Structure: transparent
	Mandatory

	SFI: '04'
	

	File size: X bytes, (X ≥ 1)
	Update activity: low

	Access Conditions:


READ
PIN


UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1
	Services n(1 to n(8
	M
	1 byte

	2
	Services n(9 to n(16
	O
	1 byte

	3
	Services n(17 to n(24
	O
	1 byte

	4
	Services n(25 to n(32
	O
	1 byte

	etc.
	
	
	

	X
	Services n((8X‑7) to n((8X)
	O
	1 byte


	‑Services
	
	

	   Contents:
	Service n°1:
	Local Phone Book

	
	[…]
	

	
	Service n°120
	XCAP Configuration Data

	
	Service n°xxx
	Subscription identifier privacy support

	
	Service n°yyy
	SUCI calculation by the USIM


The EF shall contain at least one byte. Further bytes may be included, but if the EF includes an optional byte, then it is mandatory for the EF to also contain all bytes before that byte. Other services are possible in the future and will be coded on further bytes in the EF. The coding falls under the responsibility of the 3GPP. 
Service n°46 can only be declared "available" if service n°45 is declared "available".

Service n°95, n°99 and n°115 shall not be declared "available" if an ISIM application is present on the UICC.

Service n°yyy shall only be taken into account if Service n°xxx is declared "available". If service n°xxx and service n°yyy are declared "available", the "SUCI calculation is to be performed by the USIM". If service n°xxx is declared "available" and service n°yyy is not declared "available", the "SUCI calculation is to be performed by the ME". 
Coding:

1 bit is used to code each service:
bit = 1: service available;
bit = 0: service not available.

-
Service available means that the USIM has the capability to support the service and that the service is available for the user of the USIM unless the service is identified as "disabled" in EFEST.
Service not available means that the service shall not be used by the USIM user, even if the USIM has the capability to support the service.

First byte: […]
***** Next change *****
4.2.Z
EFSUCI_Calc_Info (Subscription Concealed Identifier Calculation Information EF)

If "SUCI calculation is to be performed by the ME" (i.e. service n°xxx is "available" and service n°yyy is not "available"), this file shall be present.
If "SUCI calculation is to be performed by the USIM" (i.e. service n°xxx is "available" and service n°yyy is "available"), this file shall not be available to the ME.
If service n°xxx is not "available", this file shall not be available to the ME.
This EF contains at least one SUCI calculation Information data object for the support of Subscription identifier privacy as defined in 3GPP TS 33.501[XX]. The number of SUCI calculation information data object depends on the number of Home Network Public Keys.
	Identifier: '6Fxx'
	Structure: transparent
	Optional

	File size: X bytes (X ≥ Z) 
	Update activity: low

	Access Conditions:


READ
PIN


UPDATE
ADM

DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1 to Z
	SUCI Calculation Information TLV data object 1
	M
	Z bytes

	Z+1 to Y+Z
	SUCI Calculation Information TLV data object 2
	O
	Y bytes

	...
	...
	...
	...

	X-W+1 to X
	SUCI Calculation Information TLV data object n
	O
	W bytes


SUCI (Subscription Concealed Identifier) Calculation Information data object:
Each SUCI Calculation Information TLV data object shall only contain one Protection Scheme Identifier List data object and at most one Home Network Public Key data object.
	Description
	Value
	M/O/C
	Length (bytes)

	SUCI Calculation Information TLV data object tag
	'A0'
	M
	1

	SUCI Calculation Information TLV data object length
	L1
	M
	Note 1

	Protection Scheme Identifier List data object
	'80'
	M
	L2

	Home Network Public Key data object
	'81'
	C
	Note 2

	Note 1: 
The length is coded according to ISO/IEC 8825-1 [35]

Note 2:
See conditions in text of the data object 


‑
Protection Scheme Identifier List data object.

Contents:

-
This data object contains a list of Protection Scheme Identifiers in priority order. The first entry has the highest priority and the last entry has the lowest priority.

Coding:

	Description
	Value
	M/O/C
	Length (bytes)

	Protection Scheme Identifier List data object tag
	'80'
	M
	1

	Protection Scheme Identifier List data object length
	L1
	M
	Note 1

	Protection Scheme Identifier 1 (Highest priority)
	--
	M
	1

	Protection Scheme identifier 2
	--
	O
	1

	…
	…
	…
	…

	Protection Scheme Identifier N (Lowest priority)
	--
	O
	1

	Note 1: 
The length is coded according to ISO/IEC 8825-1 [35]


The Protection Scheme Identifier is coded in one byte as follows:
	
	
	b8
	b7
	b6
	b5
	b4
	b3
	b2
	b1

	
	
	
	
	
	
	
	
	
	
	Protection Scheme identifier coded as described in 3GPP TS 33.501 [XX]

	
	
	
	
	
	
	
	
	
	
	RFU, bit = 0


‑
Home Network Public Key data object.

Contents:
This data object contains the Home Network Public Key and the corresponding Home Network Public Key Identifier that shall be used by the ME to calculate the SUCI.
This data object may not be be present if none of the protection scheme profiles identified by the Protection Scheme Identifiers included in the Protection Scheme Identifier List data object use the Home Network Public Key (e.g. null-scheme). Each Home Network Public Key data object shall only contain one Home Network Public Key Identifier and one Home Network Public Key value.
	Description
	Value
	M/O/C
	Length (bytes)

	Home Network Public Key data object
	'81'
	M
	1

	Home Network Public Key data object length
	L1
	M
	Note 1

	Home Network Public Key Identifier tag
	'82'
	M
	1

	Home Network Public Key Identifier length
	L2
	M
	Note 1

	Home Network Public Key Identifier 
	--
	M
	L2

	Home Network Public Key Value tag
	'83'
	M
	1

	Home Network Public Key Value length
	L3
	M
	Note 1

	Home Network Public Key Value
	--
	M
	L3

	Note 1: 
The length is coded according to ISO/IEC 8825-1 [35]


Editor’s Note: Contents and coding of the above data object TLV values are FFS.
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4.7
Files of USIM
This clause contains two figures depicting the file structure of the UICC and the ADFUSIM. ADFUSIM shall be selected using the AID and information in EFDIR.

[…]

	
	ADFUSIM
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	EFLI
	
	EFARR
	
	EFIMSI
	
	EFKeys
	
	EFKeysPS 

	
	
	
	
	
	
	'6F05'
	
	'6F06'
	
	'6F07'
	
	'6F08'
	
	'6F09'

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	EFDCK
	
	EFHPPLMN
	
	EFCNL
	
	EFACMmax
	
	EFUST

	
	
	
	
	
	
	'6F2C'
	
	'6F31'
	
	'6F32'
	
	'6F37'
	
	'6F38'


…

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	EFePDGSelectionEm
	
	EFFromPreferred
	
	EFIMSConfigData
	
	EF3GPPPSDATAOFF
	
	EF3GPPPSDATAOFFservicelist

	
	
	
	
	
	
	'6FF6'
	
	'6FF7'
	
	'6FF8'
	
	'6FF9'
	
	'6FFA'

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	EFTVCONFIG
	
	EFXCAPConfigData
	
	EFSUCI_Calc_Info
	
	
	
	

	
	
	
	
	
	
	'6FFB'
	
	'6FFC'
	
	'6Fxx'
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5.3.x
SUCI Calculation information procedure

Requirement:
"SUCI calculation is to be performed by the ME" (i.e. Service n°xxx is "available"and service n°yyy is not "available").

Request:
As part of the SUCI calculation performed by the ME, the ME performs the reading procedure with EFSUCI_Calc_Info.
5.3.y
SUCI Calculation by the USIM procedure

Requirement:
"SUCI calculation is performed by the USIM" (i.e. Service n°xxx and service n°yyy are "available").

Request:

The ME uses the GET IDENTITY command in SUCI context to retrieve the SUCI calculated by the USIM.
***** Next change *****
7.3.2
Status Words of the Commands

The following table shows for each command the possible status conditions returned (marked by an asterisk *). 

Commands and status words

	Status Words
	AUTHENTICATE
	GET IDENTIYY

	90 00
	*
	*

	91 XX
	*
	*

	93 00
	
	

	98 50
	
	

	98 62
	*
	

	98 64
	*
	

	98 65
	*
	

	98 66
	*
	

	98 67
	*
	

	62 00
	*
	*

	62 81
	
	

	62 82
	
	

	62 83
	
	

	62 F1
	*
	

	62 F3
	*
	

	63 CX
	
	

	63 F1
	*
	

	64 00
	*
	*

	65 00
	*
	*

	65 81
	*
	*

	67 00
	*
	*

	67 XX – (see note)
	*
	*

	68 00
	*
	*

	68 81
	*
	*

	68 82
	*
	*

	69 81
	
	

	69 82
	*
	*

	69 83
	
	

	69 84
	*
	

	69 85
	*
	*

	69 86
	
	

	6A 80
	
	

	6A 81
	*
	*

	6A 82
	
	

	6A 83
	
	

	6A 86
	*
	*

	6A 87
	
	

	6A 88
	*
	*

	6B 00
	*
	*

	6E 00
	*
	*

	6F 00
	*
	*

	6F XX – (see note)
	*
	*

	NOTE:
Except SW2 = '00'.
	


***** Next change *****
7.4
Optional commands

The following command is optional for the USIM application:

-
GET CHALLENGE command as defined in TS 31.101 [11].
-
GET IDENTITY command as defined in section 7.a
Note: OMA BCAST Smart Card Profile [49] defines a command using instruction code INS '1B'

***** Next change *****
7.a
GET IDENTITY
7.a.1
Command description

The function can be used in the following contexts:

-
a SUCI context, to retrieve the SUCI when "SUCI calculation is to be performed by the USIM".
The function is related to a particular USIM and shall not be executable unless the USIM application has been selected and activated, and the current directory is the USIM ADF or any subdirectory under this ADF and a successful PIN verification procedure has been performed (see clause 5).
If GET IDENTITY command is not supported by the UICC, then the status word '6D00' (Instruction code not supported or invalid) shall be returned.

7.a.1.1
SUCI context

SUCI context shall be supported if "SUCI calculation is to be performed by the USIM" (i.e. service n°xxx and service n°yyy are "available").
The command returns the SUCI which is a privacy preserving identifier containing the concealed SUPI. The function is used in 5GS in the specific cases described in 3GPP TS 33.501 [XX] prior to mutual authentication between the UE and the SN.

The SUCI returned is calculated as described in 3GPP TS 33.501 [XX].

For the execution of the command, the following information shall be available in the USIM:

· Home network public key (see Note).

· Home network public key identifier (see Note).

· Protection scheme identifier (see Note).

· SUPI.

NOTE:
Provision and storage of the information in the USIM when "SUCI calculation is to be performed by the USIM" (i.e. service n°xxx and service n°yyy are "available") is out of the scope of the specification.

The SUCI is designed for one-time use, however, the freshness and randomness of SUCI returned upon each call of the command depends on the protection scheme configured. There is the special case where the protection scheme used is null-scheme, in such case SUCI contains the non concealed SUPI.

If the home network public key is not provisioned in the USIM, the SUCI shall be calculated using the null-scheme irrespective of the protection scheme stored in the USIM.

The returned SUCI consists of the concatenation of the following information as described in 3GPP TS 33.501 [XX]:

Editor’s Note: Format is not defined yet in 3GPP TS 33.501.
· Protection scheme identifier.

· Home network public key identifier.

· Home network identifier.

Editor’s Note: 3GPP TS 33.501 does not specify which information is contained in Home Network identifier. Only examples are provided in Section 6.12.
· Scheme output, resulting from the protection scheme profile, identified by the protection scheme identifier. The protection scheme profile shall be one of those defined in Annex C of 3GPP TS 33.501 [XX] or one of those specified by the Home network.
If SUCI context command is supported and:
-
service n°xxx is not "available" or:
-
"SUCI calculation is to be performed by the ME” (i.e. service n°xxx is "available", and service n°yyy is not "available")
the status word '6985' (Conditions of use not satisfied) shall be returned

Editor’s Note: It is FFS to specify the behavior in case other parameters (e.g. Home network public key identifier, some necessary data is not provisioned) are not correctly configured
7.a.2
Command parameters and data

	Code
	Value

	CLA
	As specified in TS 31.101 [11]

	INS
	'78'

	P1
	'00'

	P2
	Identity context, see Table X below'

	Lc
	Length of the subsequent data field or not present, see below

	Data
	See below 

	Le
	'00', or maximum length of data expected in response


Parameter P2 specifies the identity context as follows:

Table X: Coding of the reference control P2
	b8
	b7
	b6
	b5
	b4
	b3
	b2
	b1
	Meaning

	0
	-
	-
	-
	-
	-
	-
	-
	Global reference data

	1
	-
	-
	-
	-
	-
	-
	-
	Special reference data

	-
	X
	X
	X
	X
	X
	X
	X
	Identity Context (See below)

	-
	0
	0
	0
	0
	0
	0
	1
	SUCI


All other codings are RFU.
7.a.2.1
SUCI context

Command parameters/data: None

Response parameters/data:

	Byte(s)
	Description
	Length

	1 to Le
	SUCI TLV data object
	Le


Subscription Concealed Identifier TLV data object:

	Description
	Value
	M/O/C
	Length (bytes)

	SUCI TLV data object tag
	'A1'
	M
	1

	Length
	X
	M
	Note

	SUCI value
	--
	M
	X

	NOTE:
The length is coded according to ISO/IEC 8825-1 [35]


-  SUCI
For contents and coding of the SUCI data object TLV value see TS 33.501 [XX]. The most significant bit of SUCI is the most significant bit of the 1st byte of this TLV value field. The least significant bit of SUCI is the least significant bit of the last byte of this TLV value field.
Editor’s Note: Format of SUCI value is not defined yet in 3GPP TS 33.501.
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Annex A (informative):
EF changes via Data Download or USAT applications

This annex defines if changing the content of an EF by the network (e.g. by sending an SMS), or by a USAT Application, is advisable. Updating of certain EFs "over the air" such as EFACC could result in unpredictable behaviour of the UE; these are marked "Caution" in the table below. Certain EFs are marked "No"; under no circumstances should "over the air" changes of these EFs be considered.

	File identification
	Description
	Change advised

	'2F00'
	Application directory
	Caution

	'2F05'
	Preferred languages 
	Yes

	'2F06'
	Access rule reference
	Caution

	'2F08'
	UICC Maximum Power Consumption
	No

	'2FE2'
	ICC identification
	No

	'4F01'
	ProSe Monitoring Parameters
	Yes

	…
	
	

	'6FFC'
	XCAP Configuration Data
	Yes

	'6FFD'
	WLAN to EPS Handover when Roaming
	Yes

	'6Fxx'
	Subscriber concealed identifier calculation information
	Yes

	NOTE1:
If EFIMSI is changed, the UICC should issue REFRESH as defined in 3GPP TS 31.111 [12] and update EFLOCI, EFPSLOCI and EFEPSLOCI accordingly.

NOTE2:
This file may contain eCALL related test and reconfiguration numbers or URIs.

NOTE3: 
If EFUICCIARI is changed, the UICC shall issue a REFRESH command as defined in TS 31.111.  The ME shall read the updated list of IARIs associated with active applications installed on the UICC. 

NOTE4:
Updating EFProSe_UIRC Over-The-Air, especially adding more parameters to the report, may cause a reduction of number of reports to be able to be stored in the UE.
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Annex D (informative):
Tags defined in 31.102

	Tag
	Name of Data Element
	Usage

	'43'
	Full name for network IEI
	PLMN Network Name (EFPNN)

	…
	
	

	'80'
	Protection Scheme Identifier List data object tag
	Protection Scheme Identifier List (EFSUCI_Calc_Info)

	…
	
	

	'81'
	Home Network Public Key data object tag
The following tags are encapsulated under '81':

'82'   Home Network Public Key Identifier tag

'83'   Home Network Public Key Value tag
	Home Network Public Key data object (EFSUCI_Calc_Info)

	…
	
	

	'82'
	Home Network Public Key Identifier tag
	Home Network Public Key Identifier (EFSUCI_Calc_Info)

	…
	
	

	'83'
	Home Network Public Key Value tag
	Home Network Public Key Value
(EFSUCI_Calc_Info)

	…
	
	

	'A0'
	SUCI Calculation Information TLV data object tag
The following tags are encapsulated under 'A0':

'80'   Protection Scheme Identifier List data object tag
'81'   Home Network Public Key data object tag
	SUCI Calculation Information TLV data object (EFSUCI_Calc_Info)

	…
	
	

	'A1'
	SUCI TLV data object tag
	Response to GET IDENTITY

	…
	
	

	'DE'
	GBA Security Context NAF Derivation Mode tag
	Response to AUTHENTICATE


NOTE:
the value 'FF' is an invalid tag value. For ASN.1 tag assignment rules see ISO/IEC 8825-1 [35]
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Annex E (informative):
Suggested contents of the EFs at pre‑personalization
If EFs have an unassigned value, it may not be clear from the main text what this value should be. This annex suggests values in these cases.

	File Identification
	Description
	Value

	'2F00'
	Application directory
	Card issuer/operator dependent

	…
	
	

	'6FFB'
	TV Configuration
	Operator dependent

	'6FFC’
	XCAP Configuration Data
	Operator dependent

	'6Fxx’
	SUCI Calculation Information
	Operator dependent


NOTE 1:
The value '000000' means that ACMmax is not valid, i.e. there is no restriction on the ACM. When assigning a value to ACMmax, care should be taken not to use values too close to the maximum possible value 'FFFFFF', because the INCREASE command does not update EFACM if the units to be added would exceed 'FFFFFF'. This could affect the call termination procedure of the Advice of Charge function.

NOTE 2:
xxxxxx stands for any valid MCC and MNC, coded according to TS 24.008 [9].

***** End of change *****
