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7.2.1.1
General

This procedure is used between the SCEF and the HSS for:

-
the configuration/deletion of Monitoring events for a UE or a Group of UEs;
-
the configuration/deletion of Communication Patterns;

-
the configuration/query of Enhanced Coverage Restrictions.
The following events may be configured for monitoring:

-
the association of the UE and UICC and/or new IMSI-IMEI-SV association;
-
the UE reachability;
-
location of the UE, and change in location of the UE;
-
loss of connectivity;
-
Communication failure;
-
Roaming status (i.e. Roaming or No Roaming, VPLMN-ID) of the UE, and change in roaming status of the UE. 
-
Availability after DDN failure;

-
Idle Status Indication in addition to UE reachability or Availability after DDN failure.
This procedure is mapped to the commands Configuration-Information-Request/Answer in the Diameter application specified in clause 8. The tables 7.2.1.1-1 and 7.2.1.1-2 detail the involved information elements.

Table 7.2.1.1-1: Configuration Information Request

	Information Element Name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity

(see 6.4.2)
	User-Identifier 
	M
	This Information Element shall contain the identity of the UE or the identity of a group of UEs. This is a grouped AVP containing either an External Identifier or an MSISDN (exactly one, and only one, of those identifiers shall be included in the request).

When requesting event monitoring configuration for a group of UEs, the SCEF shall include the External Group Identifier (see 3GPP TS 23.003 [11]) in the External-Identifier AVP.

	Group Reporting Guard Timer (See 8.4.59)
	Group-Reporting-Guard-Timer
	C
	If present, this Information Element indicates that the collected Status Indications and/or reports for UEs belonging to a group shall be reported no later than at the interval indicated by the Group Reporting Guard Timer.
Shall be present if the User-Identifier contains an External Group Identifier.

	Supported Features

(See 3GPP TS 29.229 [7])
	Supported-Features
	O
	If present, this Information Element shall contain the list of features supported by the origin host.

	Monitoring Event Configuration

(see 8.4.2)
	Monitoring-Event-Configuration
	O
	If present, this Information Element shall contain the details of Monitoring event(s). Multiples instances covering different monitoring events may be present.

	AESE Communication Pattern

(see 8.4.25)
	AESE-Communication-Pattern
	O
	If present, this Information Element shall contain the details of Communication Pattern(s). Multiples instances covering different communication patterns may be present.

	CIR-Flags 

(see 8.4.39)
	CIR-Flags 
	O
	If present, this Information Element shall contain a bit mask. See 8.4.39 for the meaning of the bits.

	Enhanced Coverage Restriction

(see 8.4.51)
	Enhanced-Coverage-Restriction
	O
	If present, this Information Element shall contain the updates of the Enhanced Coverage Restriction.


Table 7.2.1.1-2: Configuration Information Answer

	Information Element Name
	Mapping to Diameter AVP
	Cat
	Description

	Result

(See 6.3)
	Result-Code / Experimental-Result
	M
	Result of the request.

Result-Code AVP shall be used for errors defined in the Diameter base protocol (see IETF RFC 6733 [23]).

Experimental-Result AVP shall be used for S6t errors. This is a grouped AVP which contains the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.

This AVP reflects the outcome of the procedure on Diameter level.

	User Identity

(see 6.4.2)
	User-Identifier 
	C
	This information element shall contain the User Identity of the UE. This is a grouped AVP containing an External Identifier or an MSISDN for a UE.

This IE shall not be present if the External-Identifier of User-Identifier in CIR message contains the identity of a Group of UEs (i.e. External Group Identifier).
This IE shall be present only when the Result-Code is DIAMETER_SUCCESS.

	Supported Features

(See 3GPP TS 29.229 [7])
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.

	Monitoring Event Report

(see 8.4.3)
	Monitoring-Event-Report
	O
	If an immediate report is available this information element shall contain the requested data available in the HSS.

	AESE Communication Pattern Config Status

(see 8.4.32)
	AESE-Communication-Pattern-Config-Status
	O
	If present, this Information Element shall contain the details of Communication Pattern-Config-Status (s). Multiples instances covering different communication patterns configuration statuses may be present.

	Monitoring Event-Config Status

(see 8.4.24)
	Monitoring-Event-Config-Status
	O
	If present, this information element shall contain the result of an individual Monitoring event request identified by its SCEF reference ID.

	Supported Services 

(see 8.4.40)
	Supported-Services
	O
	If present, this Information Element shall contain AVPs indicating details of the services supported by the HSS.

	S6t-HSS Cause

(see 8.4.50)
	S6t-HSS-Cause
	C
	This information element shall contain an indication of Absent Subscriber. It shall be present if the user is not registered in any serving node.

	Enhanced Coverage Restriction Data

(see 8.4.52)
	Enhanced-Coverage-Restriction-Data
	C
	This information element shall contain the result of a status query for Enhanced Coverage restriction control. It shall be present if the request contained a CIR-Flag AVP with the bit for Enhanced-Coverage-Query set.

	CIA-Flags 

(see 8.4.60)
	CIA-Flags 
	O
	If present, this Information Element shall contain a bit mask. See 8.4.60 for the meaning of the bits.


* * * Next Change * * * *

8.4.1
General

The following table specifies the Diameter AVPs defined for the S6t interface protocol, their AVP Code values, types, possible flag values and whether or not the AVP may be encrypted. The Vendor-ID header of all AVPs defined in this specification shall be set to 3GPP (10415). 
For all AVPs which contain bit masks and are of the type Unsigned32, bit 0 shall be the least significant bit. For example, to get the value of bit 0, a bit mask of 0x00000001 should be used.
Table 8.4.1-1: S6t specific Diameter AVPs

	
	AVP Flag rules
	

	Attribute Name
	AVP Code
	Section defined
	Value Type
	Must
	May
	Should not
	Must not
	May Encr.

	AESE-Communication-Pattern
	3113
	8.4.25
	Grouped
	M,V
	
	
	
	No

	Communication-Pattern-Set
	3114
	8.4.26
	Grouped
	M,V
	
	
	
	No

	Periodic-Communication-Indicator
	3115
	8.4.27
	Unsigned32
	M,V
	
	
	
	No

	Communication-Duration-Time
	3116
	8.4.28
	Unsigned32
	M,V
	
	
	
	No

	Periodic-time
	3117
	8.4.29
	Unsigned32
	M,V
	
	
	
	No

	Scheduled-Communication-Time
	3118
	8.4.30
	Grouped
	M,V
	
	
	
	No

	Stationary-Indication
	3119
	8.4.31
	Unsigned32
	M,V
	
	
	
	No

	AESE-Communication-Pattern-Config-Status
	3120
	8.4.32
	Grouped
	M,V
	
	
	
	No

	AESE-Error-Report
	3121
	8.4.33
	Grouped
	M,V
	
	
	
	No

	Monitoring-Event-Configuration
	3122
	8.4.2
	Grouped
	M,V
	
	
	
	No

	Monitoring-Event-Report
	3123
	8.4.3
	Grouped
	M,V
	
	
	
	No

	SCEF-Reference-ID
	3124
	8.4.4
	Unsigned32
	M,V
	
	
	
	No

	SCEF-ID
	3125
	8.4.5
	DiameterIdentity
	M,V
	
	
	
	No

	SCEF-Reference-ID-for-Deletion
	3126
	8.4.6
	Unsigned32
	M,V
	
	
	
	No

	Monitoring-Type
	3127
	8.4.7
	Unsigned32
	M,V
	
	
	
	No

	Maximum-Number-of-Reports
	3128
	8.4.8
	Unsigned32
	M,V
	
	
	
	No

	UE-Reachability-Configuration
	3129
	8.4.9
	Grouped
	M,V
	
	
	
	No

	Monitoring-Duration
	3130
	8.4.10
	Time
	M,V
	
	
	
	No

	Maximum-Detection-Time
	3131
	8.4.11
	Unsigned32
	M,V
	
	
	
	No

	Reachability-Type
	3132
	8.4.12
	Unsigned32
	M,V
	
	
	
	No

	Maximum Latency
	3133
	8.4.13
	Unsigned32
	M,V
	
	
	
	No

	Maximum Response Time
	3134
	8.4.14
	Unsigned32
	M,V
	
	
	
	No

	Location-Information-Configuration
	3135
	8.4.15
	Grouped
	M,V
	
	
	
	No

	MONTE-Location-Type
	3136
	8.4.16
	Unsigned32
	M,V
	
	
	
	No

	Accuracy
	3137
	8.4.17
	Unsigned32
	M,V
	
	
	
	No

	Association-Type
	3138
	8.4.18
	Unsigned32
	M,V
	
	
	
	No

	Roaming-Information
	3139
	8.4.19
	Unsigned32
	M,V
	
	
	
	No

	Reachability-Information
	3140
	8.4.20
	Unsigned32
	M,V
	
	
	
	No

	IMEI-Change
	3141
	8.4.22
	Unsigned32
	M,V
	
	
	
	No

	Monitoring-Event-Config-Status
	3142
	8.4.24
	Grouped
	M,V
	
	
	
	No

	Supported-Services
	3143
	8.4.40
	Grouped
	M,V
	
	
	
	No

	Supported-Monitoring-Events
	3144
	8.4.41
	Unsigned64
	M,V
	
	
	
	No

	CIR-Flags
	3145
	8.4.39
	Unsigned32
	M,V
	
	
	
	No

	Service-Result
	3146
	8.4.37
	Grouped
	M,V
	
	
	
	No

	Service-Result-Code
	3147
	8.4.38
	Unsigned32
	M,V
	
	
	
	No

	Reference-ID-Validity-Time
	3148
	8.4.42
	Time
	M,V
	
	
	
	No

	Event-Handling
	3149
	8.4.43
	Unsigned32
	M,V
	
	
	
	No

	NIDD-Authorization-Request
	3150
	8.4.44
	Grouped
	M,V
	
	
	
	No

	NIDD-Authorization-Response
	3151
	8.4.45
	Grouped
	M,V
	
	
	
	No

	Service-Report
	3152
	8.4.47
	Grouped
	M,V
	
	
	
	No

	Node-Type
	3153
	8.4.48
	Unsigned32
	M,V
	
	
	
	No

	S6t-HSS-Cause
	3154
	8.4.50
	Unsigned32
	M,V
	
	
	
	No

	Enhanced-Coverage-Restriction
	3155
	8.4.51
	Grouped
	V
	
	
	M
	No

	Enhanced-Coverage-Restriction-Data
	3156
	8.4.52
	Grouped
	V
	
	
	M
	No

	Restricted-PLMN-List
	3157
	8.4.53
	Grouped
	V
	
	
	M
	No

	Allowed-PLMN-List
	3158
	8.4.54
	Grouped
	V
	
	
	M
	No

	Requested-Validity-Time
	3159
	8.4.55
	Time
	V
	
	
	M
	No

	Granted-Validity-Time
	3160
	8.4.56
	Time
	V
	
	
	M
	No

	NIDD-Authorization-Update
	3161
	8.4.57
	Grouped
	V
	
	
	M
	No

	Loss-Of-Connectivity-Reason
	3162
	8.4.58
	Unsigned32
	V
	
	
	M
	No

	Group-Reporting-Guard-Timer
	3163
	8.4.59
	Unsigned32
	V
	
	
	M
	No

	CIA-Flags
	3164
	8.4.60
	Unsigned32
	V
	
	
	M
	No

	Group-Monitoring-Event-Report
	3165
	8.4.61
	Grouped
	V
	
	
	M
	No

	Group-Monitoring-Event-Report-Item
	3166
	8.4.62
	Grouped
	V
	
	
	M
	No

	RIR-Flags
	3167
	8.4.63
	Unsigned32
	V
	
	
	M
	No

	Type-Of-External-Identifier
	3168
	8.4.64
	Unsigned32
	V
	
	
	M
	No

	APN-Validity-Time
	3169
	8.4.65
	Grouped
	V
	
	
	M
	No

	NOTE 1:
The AVP header bit denoted as "M" indicates whether support of the AVP is required. The AVP header bit denoted as "V" indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see IETF RFC 6733 [23].

NOTE 2:
If the M-bit is set for an AVP and the receiver does not understand the AVP, it shall return a rejection. If the M-bit is not set for an AVP, the receiver shall not return a rejection, whether or not it understands the AVP. If the receiver understands the AVP but the M-bit value does not match with the definition in this table, the receiver shall ignore the M-bit.


The following table specifies the Diameter AVPs re-used by the S6t interface protocol from existing Diameter Applications, including a reference to their respective specifications and when needed, a short description of their use within S6t. 

Any other AVPs from existing Diameter Applications, except for the AVPs from Diameter base protocol specified in IETF RFC 6733 [23], do not need to be supported. The AVPs from Diameter base protocol specified in IETF RFC 6733 [23] are not included in table 8.4.1-2, but they may be re-used for the S6t protocol.

Table 8.4.1-2: S6t re-used Diameter AVPs 
	Attribute Name
	Reference
	Comments
	M-bit

	User-Identifier
	6.4.2
	see 8.4.36
	

	External-Identifier
	6.4.11
	
	

	MSISDN
	3GPP TS 29.329 [10]
	
	

	User-Name
	IETF RFC 6733 [23]
	This AVP shall contain the IMSI of the UE
	

	Supported-Features
	3GPP TS 29.229 [7]
	see 8.4.23 
	

	Feature-List-ID
	3GPP TS 29.229 [7]
	
	

	Feature-List
	3GPP TS 29.229 [7]
	
	

	OC-Supported-Features
	IETF RFC 7683 [15]
	See 6.4.16
	Must not set

	OC-OLR
	IETF RFC 7683 [15]
	See 6.4.17
	Must not set

	Visited PLMN Id
	3GPP TS 29.272 [14]
	
	

	Charged-Party
	3GPP TS 32.299 [16]
	
	

	EPS-Location-Information
	3GPP TS 29.272 [14]
	see 8.4.21
	

	MME-Location-Information
	3GPP TS 29.272 [14]
	see 8.4.34
	

	SGSN-Location-Information
	3GPP TS 29.272 [14]
	see 8.4.35
	

	E-UTRAN-Cell-Global-Identity
	3GPP TS 29.272 [14]
	
	

	Tracking-Area-Identity
	3GPP TS 29.272 [14]
	
	

	Geographical-Information
	3GPP TS 29.272 [14]
	
	

	Geodetic-Information
	3GPP TS 29.272 [14]
	
	

	Current-Location-Retrieved
	3GPP TS 29.272 [14]
	
	

	Age-Of-Location-Information
	3GPP TS 29.272 [14]
	
	

	User-CSG-Information
	3GPP TS 29.272 [14]
	
	

	Cell-Global-Identity
	3GPP TS 29.272 [14]
	
	

	Service-Area-Identity
	3GPP TS 29.272 [14]
	
	

	Routing-Area-Identity
	3GPP TS 29.272 [14]
	
	

	eNodeB-ID
	3GPP TS 29.217 [17]
	
	

	Day-Of-Week-Mask
	IETF RFC 5777 [18]
	
	

	Time-Of-Day-Start
	IETF RFC 5777 [18]
	
	

	Time-Of-Day-End
	IETF RFC 5777 [18]
	
	

	DRMP
	IETF RFC 7944 [20]
	see 8.4.46
	Must not set

	Service-Selection
	IETF RFC 5778 [21]
	See 8.4.49
	

	Load
	IETF draft-ietf-dime-load-03 [22]
	See 6.4.20
	Must not set

	DL-Buffering-Suggested-Packet-Count 
	3GPP TS 29.272 [14]
	
	

	Extended-eNodeB-ID
	3GPP TS 29.217 [17]
	
	Must not set

	Maximum-UE-Availability-Time
	3GPP TS 29.338 [12]
	
	

	Idle-Status-Indication
	3GPP TS 29.128 [xx]
	
	Must not set


* * * Next Change * * * *

8.4.3
Monitoring-Event-Report
The Monitoring-Event-Report AVP is of type Grouped, and it contains the information to be reported as requested by Monitoring-Event-Configuration.

AVP format:

Monitoring-Event-Report::=
<AVP header: 3123 10415>

{ SCEF-Reference-ID }

[ SCEF-ID ]

[ Visited-PLMN-Id ] 

[ Roaming-Information ]

[ IMEI-Change ]
[ Reachability-Information ]
[ Maximum-UE-Availability-Time ]
[ EPS-Location-Information ]

[ Monitoring-Type ]

[ Event-Handling ]

*[ Service-Report ]
[ Loss-Of-Connectivity-Reason ]
[ Idle-Status-Indication ]
*[AVP]

* * * Next Change * * * *

8.4.7
Monitoring-Type

The Monitoring-Type AVP is of type Unsigned32 and shall identify the type of event to be monitored. The following values are defined:

LOSS_OF_CONNECTIVITY (0)

UE_REACHABILITY (1)

LOCATION_REPORTING (2)

CHANGE_OF_IMSI_IMEI(SV)_ASSOCIATION (3)

ROAMING_STATUS (4)

COMMUNICATION_FAILURE (5) 
AVAILABILITY_AFTER_DDN_FAILURE (6)

NUMBER_OF_UES_PRESENT_IN_A_GEOGRAPHICAL_AREA (7)
UE_REACHABILITY_AND_IDLE_STATUS_INDICATION (x)

AVAILABILITY_AFTER_DDN_FAILURE_AND_IDLE_STATUS_INDICATION (y)
* * * Next Change * * * *

8.4.41
Supported-Monitoring-Events
The Supported-Monitoring-Events AVP is of type Unsigned64 and it shall contain a bit mask. The meaning of the bits shall be as defined in table 8.4.41-1:

Table 8.4.41-1: Supported-Monitoring-Events
	Bit
	Name
	Description

	0
	UE and UICC and/or new IMSI-IMEI-SV association
	This bit shall be set if Monitoring the association of the UE and UICC and/or new IMSI-IMEI-SV association Monitoring event is supported in the HSS

	1
	UE-reachability
	This bit shall be set if UE reachability Monitoring event is supported in the HSS

	2
	Location-of-the-UE
	This bit shall be set if Location of the UE and change in location of the UE Monitoring event is supported in the HSS

	3
	Loss-of-connectivity
	This bit shall be set if Loss of connectivity Monitoring event is supported in the HSS

	4
	Communication-failure
	This bit shall be set if Communication failure Monitoring event is supported in the HSS

	5
	Roaming-status
	This bit shall be set if Roaming status (i.e. Roaming or No Roaming) of the UE, and change in roaming status of the UE Monitoring event is supported in the HSS

	6
	Availability after DDN failure
	This bit shall be set if Availability after DDN failure Monitoring event is supported in the HSS

	X
	Idle Status Indication
	This bit shall be set if Idle Status Indication Monitoring event is supported in the HSS in addition to Availability after DDN failure and UE reachability

	NOTE:
Bits not defined in this table shall be cleared by the sender and discarded by the receiver of the command.


* * * End of Changes * * * *

