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6.2.2
WIC registration of individual public user identity based on web authentication
In this subclause it is assumed that SIP over Websockets is used as the signalling protocol on the W2 interface and the user has a subscription with an individual IMPU, but uses a web identity and authentication scheme, e.g. OAuth 2.0, to authenticate with the WWSF or the WAF. 

As specified in 3GPP TS 33.203 [9], after receiving the access token from WWSF, which is issued by WAF, the WIC shall:
-
send a SIP REGISTER request to the eP-CSCF via the Websockets connection, which includes:

i)
the Authorization header field with the Bearer scheme containing the access token as described in draft-ietf-sipcore-sip-authn [27]; and
ii)
values for the To header field and the From header field decided by the UE implementation.

NOTE:
The WIC can use the access token to form the values of the To header field and the From header field.

The WIC shall obtain a new access token from the WWSF/WAF before the access token expiry period to continue to get an access to IMS core network.

* * * Next Change * * * *

6.4.2
WIC registration of individual public user identity using web credentials
In this subclause it is assumed that SIP over Websockets is used as the signalling protocol on the W2 interface. Upon receiving the SIP REGISTER request from the WIC, the eP-CSCF shall extract from the Authorization header field the access token and validate it as specified in 3GPP TS 33.203 [9] Annex X. If the access token is verified valid, the eP-CSCF obtains the associated authorization information, including the private user identity and public user identity of the associated user, the WAF and WWSF identities, and the authorization information scope.

The eP-CSCF inserts the obtained private user identity and public user identity in the SIP REGISTER request, where the Authorization header field in SIP REGISTER request, as specified in 3GPP TS 33.203 [9] Annex U, contains the private user identity, and the To and From header fields in the SIP REGISTER request contains the public user identity.

NOTE:
The eP-CSCF will overwrite the To header field and From header field values received in the SIP REGISTER request from the WIC.
Then the eP-CSCF performs as the trusted node in TNA scheme specified in 3GPP TS 33.203 [9] Annex U. The eP-CSCF forwards the SIP REGISTER request to the S-CSCF as specified in 3GPP TS 24.229 [3], where the Authorization header in SIP REGISTER request, as specified in 3GPP TS 33.203 [9] Annex U, contains the user’s private user identity, an "integrity-protected" header field set to "auth-done ", and an empty "response" header field.

If the WAF, which authorizes the WIC to access the IMS core and issues the access token, is located in third party domain, the eP-CSCF shall also include the WAF identity in the REGISTER request, using a JSON Web Token (defined in RFC 7519 [35]) with a "3gpp-waf" JSON Web Token claim (defined in 3GPP TS 24.229 [3]) set to the value of the WAF identity. The eP-CSCF shall include the JSON Web Token in the REGISTER request as a MIME body with an "application/jwt" MIME value (defined in RFC 7519 [35]).
If the WWSF, which authorizes the WIC to access the IMS core and issues the access token, is located in third party domain, the eP-CSCF shall also include the WWSF identity in the REGISTER request, using a JSON Web Token with a "3gpp-wwsf" JSON Web Token claim (defined in 3GPP TS 24.229 [3]) set to the value of the WWSF identity. The eP-CSCF shall include the JSON Web Token in the REGISTER request as a MIME body with an "application/jwt" MIME value (defined in RFC 7519 [35]).

If the eP-CSCF includes a JSON Web Token in the REGISTER request, it shall include a JSON Web Token header "alg" property with a "none" value. In addition, the eP-CSCF shall not calculate and include a signature in the JSON Web Token, as described in RFC 7519 [35].
NOTE:
If the eP-CSCF includes both the WAF identity and the WWSF identity in the REGISTER request then both identities are placed in the same JSON Web Token.
Upon receiving the SIP 200 (OK) response from the S-CSCF, the eP-CSCF forwards SIP 200 (OK) response to the WIC. When TLS is used between the WIC and the eP-CSCF, the eP-CSCF shall additionally create an association between the UE and the TLS connection as specified in 3GPP TS 24.229 [3] subclause 5.2.2.4.
* * * Next Change * * * *

7.2.1
General
The WIC shall support RFC 5763 [5] and RFC 5764 [6].
The WIC using Gm shall follow the procedures as described in 3GPP TS 24.229 [3]. For the WIC using Gm, the appropriate signalling protocol is defined in 3GPP TS 24.229 [3]. The WIC using Gm shall include the Authorization header field with the Bearer scheme containing the valid access token in all SIP requests, as specified in draft-ietf-sipcore-sip-authn [27].
The WIC using non-Gm SIP shall support RFC 3261 [19]. For the WIC using non-Gm, the appropriate signalling protocol is defined in RFC 3261 [19].

The WIC using non-SIP shall support RFC 3264 [20]. For the WIC using non-SIP, the appropriate signalling protocol is out of scope of this specification.
* * * Next Change * * * *

A.3.2
WIC registration of individual public user identity based on web authentication
Figure A.3.2-1 shows the registration signalling flow for the scenario when the user has a subscription with an individual public user identity, but uses a web identity and authentication scheme, e.g. OAuth 2.0, to authenticate with the WWSF or the WAF. 
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Figure A.3.2-1: WIC registration of individual public user identity based on web authentication

1. Download WIC and obtain access token

The user accesses a WebRTC URI to the WWSF. The browser downloads and initializes the WIC from the WWSF. The WAF or WWSF, depending on the authorization flow (e.g. OAuth 2.0) used, authenticates the user via "web credentials", i.e. credentials as commonly used for access to web based services, for example a username and password. The user's web identity is mapped to the corresponding IMS subscriber identity (i.e. private user identity and public user identity). The WWSF forwards the access token and the IMS identity to the WIC.

2. Establishment of secure connection between WIC and eP-CSCF
The WIC opens a WSS (secure Web Socket) connection to the eP-CSCF. The TLS connection provides one-way authentication of the server based on the server certificate.
3. REGISTER request (WebRTC IMS Client to eP-CSCF)
The WebRTC IMS Client sends a REGISTER request to eP-CSCF. The REGISTER request includes an Authorization header field with the Bearer scheme containing the access token, which the WebRTC IMS Client has previously obtained.
Table A.3.2-1: Authorization header field in the REGISTER request (WIC to eP-CSCF)

Authorization: Bearer access_token="O91G451HZ0V83opz6udiSEjchPynd2Ss9......" 
Authorization:
It carries the access token previously obtained from WWSF/WAF in the web authentication procedure, and the type of the access token (i.e. "Bearer" OAuth access token type (defined in RFC 6750 [10]) in this example).

4. Validation of security token at eP-CSCF
The eP-CSCF extracts from the Authorization header field the access token and validates it in some unspecified manner ensuring that only an authorized source can have the generated access token. If the access token is valid the eP-CSCF obtains the associated authorization information, including the private user identity and public user identity of the associated user, the WWSF identity, and the access token scope.
5. REGISTER request (eP-CSCF to S-CSCF)
The eP-CSCF proceeds if the previous step has provided it with private user identity and public user identity(s) of the user requesting registration, an assurance that the user is authorised to use this private user identity and public user identity, and an identity of the WWSF and WAF. Then, the eP-CSCF generates an Authorization header field and forwards the request to the S-CSCF (via the I-CSCF).
Table A.3.2-2: Authorization header field in the REGISTER request (eP-CSCF to I/S-CSCF)

Authorization: Digest username="user1_private@home1.net", realm="registrar.home1.net", nonce="", uri="sip:registrar.home1.net", response="", integrity-protected="auth-done"
Authorization:
It contains the user’s private user identity, an "integrity-protected" header field set to "auth-done ", and an empty "response" header field. 

6. S-CSCF Registration
Based on the presence of the "integrity-protected" directive set to indicate that authentication has already been performed, the S-CSCF knows that user’s authorization has already been validated by the Trusted Node. The S-CSCF informs the HSS that the user has been registered. Upon being requested by the S-CSCF, the HSS will also include the user profile in the response sent to the S-CSCF. If the S-CSCF receives the identity of the WAF in the Authorization header field, the S-CSCF shall further checks whether the identity of the authorization entity received from the eP-CSCF, if any, is not barred, as described in 3GPP TS 33.203 [9] Annex U. 
7. 200 (OK) response (S-CSCF to eP-CSCF)
The S-CSCF sends a 200 (OK) response to the eP-CSCF (via I-CSCF) indicating that Registration was successful.

When TLS is used between WIC and eP-CSCF, then, similar to the registration procedure for SIP Digest with TLS, the eP-CSCF associates the private user identity and all successfully registered public user identitis with the TLS Session ID when the 200 (OK) is received.
8. 200 (OK) response (eP-CSCF to UE)
The eP-CSCF forwards the 200 (OK) response to the WebRTC IMS Client indicating that Registration was successful.
* * * End of Changes * * * *

