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   A 428 response will be sent (per Section 6.2) when an Identity header

   field is required, but no Identity header field without a "ppt"

   parameter, or with a supported "ppt" value, has been received.  In

   the case where one or more Identity header fields with unsupported

   "ppt" values have been received, then a verification service may send

   a 428 with a human-readable reason phrase like "Use Supported

   PASSporT Format".  Note however that this specification gives no

   guidance on how a verification service might decide to require an

   Identity header field for a particular SIP request.  Such

   authorization policies are outside the scope of this specification.


   The 436 'Bad Identity Info' response code indicates an inability to

   acquire the credentials needed by the verification service for

   validating the signature in an Identity header field.  Again, given

   the potential presence of multiple Identity header fields, this

   response code should only be sent when the verification service is

   unable to deference the URIs and/or acquire the credentials

   associated with all Identity header fields in the request.  This

   failure code could be repairable if the authentication service

   resends the request with an 'info' parameter pointing to a credential

   that the verification service can access.


   The 437 'Unsupported Credential' is sent when a verification service

   can acquire, or already holds, the credential represented by the

   'info' parameter of at least one Identity header field in the

   request, but does not support said credential(s), for reasons such as

   failing to trust the issuing CA, or failing to support the algorithm

   with which the credential was signed.


   The 438 'Invalid Identity Header' response indicates that of the set

   of Identity header fields in a request, no header field with a valid

   and supported PASSporT object has been received.  Like the 428

   response, this is sent by a verification service when its local

   policy dictates that a broken signature in an Identity header field

   is grounds for rejecting a request.  Note that in some cases, an

   Identity header field may be broken for other reasons than that an

   originator is attempting to spoof an identity: for example, when a

   transit network alters the Date header field of the request.  Sending

   a full form PASSporT can repair some of these conditions (see

   Section 6.2.4), so the recommended way to attempt to repair this

   failure is to retry the request with the full form of PASSporT if it

   had originally been sent with the compact form.  The alternative

   reason phrase 'Invalid PASSporT' can be used when an extended full

   form PASSporT lacks required headers or claims, or when an extended

   full form PASSporT signaled with the "ppt" parameter lacks required

   claims for that extension.  Sending a string along these lines will

   help humans debugging the sending system.

	All those errors are network internal and SIP-specific and do not have an equivalent cause information element value.
CT3 #89 meeting agreed version in C3-172036 is revised to replace the outdated version of IETF draft-ietf-stir-rfc4474bis.

Changes from the currently referenced version -15 of draft-ietf-stir-rfc4474bis are:
- corrected syntax of the Identity header field i.e. signed-identity-digest is specified as: 1*(base64-char / ".");

- in section 6.2.2 clarified that a 403 response may be sent without the special reason phrase "Stale Date" when the verification service receives a request with a Date header field value that is older than the local policy for freshness permits;
- in section 6.2.2 added that the reason phrase "Stale Date" can be sent to help humans debug the failure and that future specifications may explore ways, including Reason codes or Warning headers, to communicate further information that could be used to disambiguate the source of errors in cases with multiple Identity headers in a single request, or provide similar detailed feedback for debugging purposes;
- added new section 6.2.3 which specifies handling of retried requests;
- added in section 13 "IANA Considerations" that the previous references to RFC4474 in the sip-parameters registry should, unless specified otherwise below, be updated to point to this document; and
- editorials changes.
These changes do not impact the current text in TS 29.292.
	

	
	

	Summary of change:
	SIP failure response codes 428, 436, 437 and 438 are mapped to cause information element value No 127 (Interworking, unspecified) in the CC DISCONNECT message.
Changes from CT3 #89 meeting agreed version in C3-172036:

the version number of draft-ietf-stir-rfc4474bis is updated to reflect the latest draft version.

	
	

	Consequences if not approved:
	Unspecified handling of SIP failure response codes 428, 436, 437 and 438.

	
	

	Clauses affected:
	2, 5.3.8

	
	

	
	Y
	N
	
	

	Other specs
	X
	
	 Other core specifications

	TS 24.229 CR #5888, #5912

	affected:
	
	x
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	x
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


*** 1st Change ***

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 24.229: "IP Multimedia Call Control Protocol based on SIP and SDP".

[3]
3GPP TS 24.008: "Mobile radio interface layer 3 specification; Core Network protocols; Stage 3".

[4]
3GPP TS 24.173: "IMS multimedia telephony communication service and supplementary services; Stage 3".

[5]
3GPP TS 23.292: "IP Multimedia Subsystem (IMS) Centralized Services; Stage 2".

[6]
3GPP TS 23.002: "Network Architecture".

[7]
3GPP TS 24.292: "IP Multimedia (IM) Core Network (CN) subsystem Centralized Services (ICS); Stage 3".

[8]
3GPP TS 23.018: "Basic call handling; Technical realization".

[9]
3GPP TS 22.003: "Circuit Teleservices supported by a Public Land Mobile Network (PLMN)".

[10]
3GPP TS 23.003: "Numbering, addressing and identification".

[11]
3GPP TS 29.232: "Media Gateway Controller (MGC) – Media Gateway (MGW) interface; Stage 3".

[12]
3GPP TS 24.081: "Line Identification Supplementary Services – Stage 3".

[13]
Void

[14]
3GPP TS 24.608: "Terminating Identification Presentation (TIP) and Terminating Identification Restriction (TIR) using IP Multimedia (IM) Core Network (CN) subsystem; Protocol specification".

[15]
3GPP TS 25.414: "UTRAN Iu interface data transport and transport signalling".

[16]
3GPP TS 25.415: "UTRAN Iu interface user plane protocols".

[17]
3GPP TS 25.411: "UTRAN Iu interface layer 1".

[18]
3GPP TS 29.414: "Core network Nb data transport and transport signalling".

[19]
3GPP TS 48.004: "Base Station System – Mobile-services Switching Centre (BSS – MSC) interface; Layer 1 specification".

[20]
3GPP TS 29.002: "Mobile Application Part (MAP) specification".

[21]
Void.

[22]
3GPP TS 26.226: "CTM Cellular Text telephony Modem, General description".

[23]
3GPP TS 24.604: "Communication Diversion (CDIV) using IP Multimedia (IM) Core Network (CN) subsystem; Protocol specification".

[24]
3GPP TS 24.082: "Call Forwarding (CF) supplementary services; Stage 3".

[25]
3GPP TS 24.072: "Call Deflection (CD) Supplementary Service; Stage 3".

[26]
3GPP TS 24.083: "Call Waiting (CS) and Call Hold (HOLD) supplementary services; Stage 3".

[27]
3GPP TS 24.610: "Communication HOLD (HOLD) using IP Multimedia (IM) Core Network (CN) subsystem; Protocol specification".

[28]
3GPP TS 26.114: "IP Multimedia Subsystem (IMS); Multimedia Telephony; Media handling and interaction".

[29]
3GPP TS 24.080: "Mobile radio interface layer 3 supplementary services specification; Formats and coding".

[30]
3GPP TS 24.088: "Call Barring (CB) Supplementary Service – Stage 3".

[31]
3GPP TS 24.611: "Anonymous Communication Rejection (ACR) and Communication Barring (CB); using IP Multimedia (IM) Core Network (CN) subsystem; Protocol specification".

[32]
3GPP TS 24.091: "Explicit Call Transfer (ECT) supplementary service; Stage 3".

[33]
3GPP TS 24.629: "Explicit Communication Transfer (ECT) using IP Multimedia (IM) Core Network (CN) subsystem; Protocol specification".

[34]
3GPP TS 24.084: "Multi Party (MPTY) supplementary service – Stage 3".

[35]
3GPP TS 24.605: "Conference (CONF) using IP Multimedia (IM) Core Network (CN) subsystem; Protocol specification".

[36]
3GPP TS 24.147: "Conferencing using the IP Multimedia (IM) Core Network (CN) subsystem; Stage 3".

[37]
3GPP TS 23.009: "Handover procedures".

[38]
3GPP TS 48.103: "Base Station System – Media GateWay (BSS-MGW) interface; User Plane transport mechanism".

[39]
3GPP TS 23.205: "Bearer Independent switched core network; Stage 2".

[40]
3GPP TS 23.231: "SIP-I based circuit-switched core network; Stage 2".

[41]
3GPP TS 24.010: "Mobile radio interface layer 3 Supplementary services specification; General aspects".

[42]
3GPP TS 24.623: "Extensible Markup Language (XML) Configuration Access Protocol (XCAP) over the Ut interface for Manipulating Supplementary Services".

[43]
3GPP TS 24.607: "Originating Identification Presentation (OIP) and Originating Identification Restriction (OIR) using IP Multimedia (IM) Core Network (CN) subsystem; Protocol specification".

[44]
3GPP TS 24.615: "Communication Waiting (CW) using IP Multimedia (IM) Core Network (CN) subsystem; Protocol specification".

[45]
IETF RFC 3326: "The Reason Header Field for the Session Initiation Protocol (SIP)".
[46]
3GPP TS 29.163: "Interworking between the IP Multimedia (IM) Core Network (CN) subsystem and Circuit Switched (CS) networks".

[47]
IETF RFC 5009: "Private Header (P-Header) Extension to the Session Initiation Protocol (SIP) for Authorization of Early Media".
[48]
IETF RFC 3168: "The Addition of Explicit Congestion Notification (ECN) to IP".

[49]
IETF RFC 6679: "Explicit Congestion Notification (ECN) for RTP over UDP". 
[50]
IETF RFC 3959: "The Early Session Disposition Type for the Session Initiation Protocol (SIP)".
[51]
3GPP TS 24.182: "IP Multimedia Subsystem (IMS) Customized Alerting Tones (CAT); Protocol specification".
[52]
3GPP TS 24.642: "Completion of Communications to Busy Subscriber (CCBS) and Completion of Communications by No Reply (CCNR) using IP Multimedia (IM) Core Network (CN) subsystem".

[53]
3GPP TS 24.093: "Completion of Calls to Busy Subscriber (CCBS); Stage 3".
[54]
3GPP TS 22.153: "Multimedia Priority Service".
[55]
IETF RFC 4458: "Session Initiation Protocol (SIP) URIs for Applications such as Voicemail and Interactive Voice Response (IVR)".
[56]
3GPP TS 32.260: "Telecommunication management; Charging management; IP Multimedia Subsystem (IMS) charging".
[57]
IETF RFC 3262: "Reliability of provisional responses in Session Initiation Protocol (SIP)".

[58]
IETF RFC 3312: "Integration of Resource Management and Session Initiation Protocol (SIP)".

[59]
IETF RFC 4032: "Update to the Session Initiation Protocol (SIP) Preconditions Framework".
[60]
IETF RFC 5245: "Interactive Connectivity Establishment (ICE): A Protocol for Network Address Translator (NAT) Traversal for Offer/Answer Protocols".
[61]
3GPP TS 26.441: "Codec for Enhanced Voice Services (EVS); General Overview".

[62]
3GPP TS 26.445: "Codec for Enhanced Voice Services (EVS); Detailed Algorithmic Description".

[63]
IETF RFC 5939:"Session Description Protocol (SDP) Capability Negotiation".
[64]
3GPP TS 23.333:" Multimedia Resource Function Controller (MRFC) - Multimedia Resource Function Processor (MRFP) Mp interface: Procedures Descriptions".
[65]
IETF draft-ietf-sipcore-status-unwanted-02: "A SIP Response Code for Unwanted Calls".
Editor's note:
The above document cannot be formally referenced until it is published as an RFC.
[xx]
IETF draft-ietf-stir-rfc4474bis-16: "Authenticated Identity Management in the Session Initiation Protocol (SIP)".

Editor's note:
The above document cannot be formally referenced until it is published as an RFC.

*** 2nd Change ***

5.3.8
Receipt of SIP status-codes 4xx, 5xx or 6xx

If the MSC Server receives a 4xx, 5xx or 6xx SIP response to the initial SIP INVITE request and the MSC Server has not sent a SIP CANCEL request, the MSC Server shall initiate call clearing procedures by sending a CC DISCONNECT message towards the UE as described in 3GPP TS 24.008 [3] with the following interworking applied:

1)
If one or more Reason header fields are included in the 4xx, 5xx or 6xx SIP response, then the cause value of each Reason header field shall be mapped to a cause information element in the CC DISCONNECT message as follows:

a)
if the Reason header field contains a Q.850 cause value, the numeric "cause" parameter value shall be mapped to the cause value octet of the cause information element in the CC DISCONNECT message according to table 5.3.8.2;

b)
if the Reason header field contains a SIP status-code, the coding of the cause information element in the CC DISCONNECT message shall be as follows:

-
set the coding standard to "Standard defined for the GSM PLMNs";

-
set the location to "network beyond interworking point"; and

-
derive the cause value from the SIP status-code received in the Reason header field according to table 5.3.8.1. The 4xx, 5xx, and 6xx SIP responses that are not covered in this table shall be interworked to a cause value of 127 (Interworking, unspecified); and

c)
if no Reason header field is included in the 4xx, 5xx or 6xx SIP response, the coding of the cause information element in the CC DISCONNECT message is derived from the SIP status-code of the SIP response according to table 5.3.8.1, where the following information elements shall be set to:

-
coding standard to "Standard defined for the GSM PLMNs"; and

-
location to "network beyond interworking point".
Table 5.3.8.1: Mapping the 4xx/5xx/6xx status-code to the cause information element
	SIP status-code
	Cause value

	400 Bad Request
	127 (Interworking, unspecified)

	401 Unauthorized
	127 (Interworking, unspecified)

	402 Payment Required
	127 (Interworking, unspecified)

	403 Forbidden
	79 (Service or option not implemented, unspecified)

	404 Not Found
	1 (Unassigned (unallocated) number)

	405 Method Not Allowed
	127 (Interworking, unspecified)

	406 Not Acceptable
	127 (Interworking, unspecified)

	407 Proxy authentication required
	127 (Interworking, unspecified)

	408 Request Timeout
	102 (Recovery on timer expiry)

	410 Gone
	22 (Number changed)

	413 Request Entity too long
	127 (Interworking, unspecified)

	414 Request-URI too long
	127 (Interworking, unspecified)

	415 Unsupported Media type
	127 (Interworking, unspecified)

	416 Unsupported URI scheme
	127 (Interworking, unspecified)

	417 Unknown Resource-Priority
	79 (Service or option not implemented, unspecified)

	420 Bad Extension
	127 (Interworking, unspecified)

	421 Extension required
	127 (Interworking, unspecified)

	422 Session Interval Too Small
	31 (Normal, unspecified)

	423 Interval Too Brief
	127 (Interworking, unspecified)

	424 Bad Location Information
	127 (Interworking, unspecified)

	428 Use Identity Header (NOTE 2)
	127 (Interworking, unspecified)

	433 Anonymity Disallowed
	24 (Call rejected due to feature at the destination)

	436 Bad Identity Info (NOTE 2)
	127 (Interworking, unspecified)

	437 Unsupported Credential (NOTE 2)
	127 (Interworking, unspecified)

	438 Invalid Identity Header (NOTE 2)
	127 (Interworking, unspecified)

	480 Temporarily Unavailable
	41 (Temporary Failure)

	481 Call/Transaction does not exist
	127 (Interworking, unspecified)

	482 Loop detected
	127 (Interworking, unspecified)

	483 Too many hops
	127 (Interworking, unspecified)

	484 Address Incomplete
	28 (Invalid number format (incomplete number))

	485 Ambiguous
	127 (Interworking, unspecified)

	486 Busy Here
	17 (User busy)

	487 Request terminated
	127 (Interworking, unspecified)

	488 Not acceptable here
	127 (Interworking, unspecified)

	493 Undecipherable
	127 (Interworking, unspecified)

	500 Server Internal error
	127 (Interworking, unspecified)

	501 Not implemented
	79 (Service or option not implemented, unspecified)

	502 Bad Gateway
	127 (Interworking, unspecified)

	503 Service Unavailable
	127 (Interworking, unspecified)

	504 Server timeout
	102 (Recovery on timer expiry)

	505 Version not supported
	127 (Interworking, unspecified)

	513 Message too large
	127 (Interworking, unspecified)

	580 Precondition failure
	127 (Interworking, unspecified)

	600 Busy Everywhere
	17 (User busy)

	603 Decline
	21 (Call rejected)

	604 Does not exist anywhere
	1 (Unassigned (unallocated) number)

	606 Not acceptable
	127 (Interworking, unspecified)

	666 Unwanted (NOTE 1)
	21 (Call rejected)

	NOTE 1:
The "666 Unwanted" SIP status code is defined in IETF draft-ietf-sipcore-status-unwanted [65].
NOTE 2:
The 428, 436, 437 and 438 SIP response codes are defined in IETF draft-ietf-stir-rfc4474bis [xx].


If the MSC Server supports restoration procedures, the MSC Server shall in addition to the procedures in this clause perform the procedures in clause 5.3.10.
Table 5.3.8.2: Mapping of "cause" parameter for protocol "Q.850" to the cause information element
	Reason header field with protocol value "Q.850"
	Cause information element

	"cause" parameter value
	Cause value

	1 (Unallocated (unassigned) number)
	1 (Unallocated (unassigned) number)

	3 (No route to destination)
	3 (No route to destination)

	8 (Pre-emption)
	25 (Pre-emption)

	16 (Normal call clearing)
	16 (Normal call clearing)

	17 (User busy)
	17 (User busy)

	18 (No user responding)
	18 (No user responding)

	19 (No answer from user (user alerted))
	19 (User alerting, no answer)

	21 (Call rejected)
	21 (Call rejected)

	22 (Number changed)
	22 (Number changed)

	24 (Call rejected due to feature at the destination)
	24 (Call rejected due to feature at the destination)

	26 (Non-selected user clearing)
	26 (Non selected user clearing)

	27 (Destination out of order)
	27 (Destination out of order)

	28 (Invalid number format (address incomplete))
	28 (Invalid number format (incomplete number))

	29 (Facility rejected)
	29 (Facility rejected)

	31 (Normal, unspecified)

(class default) (NOTE 1, NOTE 2)
	31 (Normal, unspecified)

	34 (No circuit/channel available)
	34 (No circuit/channel available)

	38 (Network out of order)
	38 (Network out of order)

	41 (Temporary failure)
	41 (Temporary failure)

	42 (Switching equipment congestion)
	42 (Switching equipment congestion)

	43 (Access information discarded)
	43 (Access information discarded)

	44 (Requested circuit/channel not available)
	44 (requested circuit/channel not available)

	47 (Resource unavailable, unspecified)

(class default) (NOTE 3)
	47 (Resource unavailable, unspecified)

	50 (Requested facility not subscribed)
	50 (Requested facility not subscribed)

	55 (Incoming calls barred within CUG)
	55 (Incoming calls barred within the CUG)

	57 (Bearer capability not authorised)
	57 (Bearer capability not authorised)

	58 (Bearer capability not presently available)
	58 (Bearer capability not presently available)

	63 (Service option not available, unspecified)
(class default) (NOTE 4)
	63 (Service option not available, unspecified)

	65 (Bearer capability not implemented)
	65 (Bearer capability not implemented)

	69 (Requested facility not implemented)
	69 (Requested facility not implemented)

	70 (Only restricted digital information capability is available)
	70 (Only restricted digital information capability is available)

	79 (Service or option not implemented, unspecified)
(class default) (NOTE 5)
	79 (Service or option not implemented, unspecified)

	87 (User not member of CUG)
	87 (User not member of CUG)

	88 (Incompatible destination)
	88 (Incompatible destination)

	91 (Invalid transit network selection)
	91 (Invalid transit network selection)

	95 (Invalid message, unspecified)
(class default) (NOTE 6)
	95 (Semantically incorrect message)

	97 (Message type non-existent or not implemented)
	97 (Message type non-existent or not implemented)

	98 (Message not compatible with call state or message type non-existent or not implemented)
	98 (Message type not compatible with protocol state)

	99 (Information element/parameter non-existent or not implemented)
	99 (Information element non-existent or not implemented)

	102 (Recovery on timer expiry)
	102 (Recovery on timer expiry)

	111 (Protocol error, unspecified)
(class default) (NOTE 7)
	111 (Protocol error, unspecified)

	127 (Interworking, unspecified)
(class default) (NOTE 8)
	127 (Interworking, unspecified)

	NOTE 1:
Class 0 and class 1 have the same default value.

NOTE 2:
All other values in the range 0 to 31 not appearing in table shall be treated as cause 31.

NOTE 3:
All other values in the range 32 to 47 not appearing in table shall be treated as cause 47.

NOTE 4:
All other values in the range 48 to 63 not appearing in table shall be treated as cause 63.

NOTE 5:
All other values in the range 64 to 79 not appearing in table shall be treated as cause 79.

NOTE 6:
All other values in the range 80 to 95 not appearing in table shall be treated as cause 95.

NOTE 7:
All other values in the range 96 to 111 not appearing in table shall be treated as cause 111.

NOTE 8:
All other values in the range 112 to 127 not appearing in table shall be treated as cause 127.

NOTE 9:
There are values which are specified in ITU-T Recommendation Q.850 [38] but not included in the present table. The reasons for not including them are:

-
the corresponding value is not specified in TS 24.008 [3]; or

-
the value is specified in TS 24.008 [3] but not applicable to be sent to the user (for example value 6 "Channel unacceptable").


*** End of Changes ***

