Page 1



3GPP TSG-CT WG1 Meeting #104
C1-172074
Zhangjiajie, P.R of China, 15-19 May 2017
	CR-Form-v11.1

	CHANGE REQUEST

	

	
	24.303
	CR
	0136
	rev
	-
	Current version:
	8.9.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	
	Core Network
	X


	

	Title:

	IETF reference update: RFC 5846

	
	

	Source to WG:
	Qualcomm Incorporated

	Source to TSG:
	C1

	
	

	Work item code:
	SAES
	
	Date:
	2017-05-03

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-8

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)
Rel-15
(Release 15)
Rel-16
(Release 16)

	
	

	Reason for change:
	draft-ietf-mext-binding-revocation was published as RFC 5846 in June 2010. References to the draft were updated in the Release 10 version of TS 24.303 (see C1-103560) but not in the Release 8 and 9 versions.


	
	

	Summary of change:
	References to draft-ietf-mext-binding-revocation were updated to refer to RFC 5846.
No technical changes to TS 24.303 are needed as a result of these reference updates.

	
	

	Consequences if not approved:
	Specification will continue to refer to an expired IETF draft, leading to potential interoperability problems

	
	

	Clauses affected:
	2, 5.4.2.1, 5.4.3.1, A.1, A.6.1, A.6.2

	
	

	
	Y
	N
	
	

	Other specs
	
	x
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	x
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	x
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


***** First change *****
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
IETF RFC 5555 (June 2009): "Mobile IPv6 support for dual stack Hosts and Routers (DSMIPv6)".
[3]
3GPP TS 23.402: "Architecture Enhancements for non-3GPP accesses".

[4]
IETF RFC 4877 (April 2007): "Mobile IPv6 Operation with IKEv2 and the Revised IPsec Architecture".

[5]
Void.

[6]
IETF RFC 3775 (June 2004): "Mobility Support in IPv6".

[7]
Void.

[8]
Void.

[9]
Void.

[10]
IETF RFC 5026 (October 2007): "Mobile IPv6 bootstrapping in split scenario".

[11]
IETF RFC 4303 (December 2005): "IP Encapsulating Security Payload (ESP)".

[12]
IETF RFC 6610 (May 2012): "DHCP Options for Home Information Discovery in Mobile IPv6 (MIPv6)".
[13]
IETF RFC 3736 (April 2004): "Stateless Dynamic Host Configuration Protocol (DHCP) Service for IPv6".

[14]
IETF RFC 4306 (December 2005): "Internet Key Exchange (IKEv2) Protocol".

[15]
3GPP TS 24.301: "Non-Access-Stratum (NAS) protocol for Evolved Packet System (EPS); Stage 3".
[16]
Void.

[17]
3GPP TS 23.003: "Numbering, addressing and identification".

[18]
3GPP TS 33.402: "3GPP System Architecture Evolution (SAE); Security aspects of non-3GPP accesses"
[19]
IETF RFC 5846 (June 2010): "Binding Revocation for IPv6 Mobility".


[20]
3GPP TS 29.273: "3GPP EPS AAA interfaces"
[21]
3GPP TS 24.302: "Access to the Evolved Packet Core (EPC) via non-3GPP access networks; Stage 3".
[22]
Void.

[23]
IETF RFC 4739 (November 2006): "Multiple Authentication Exchanges in the Internet Key Exchange (IKEv2) Protocol".

[24]
3GPP TS 33.234: "Wireless Local Area Network (WLAN) interworking security".

[25]
Void.
[26]
IETF RFC 4039 (March 2005): "Rapid Commit Option for the Dynamic Host Configuration Protocol version 4 (DHCPv4)".

[27]
draft-ietf-mext-rfc3775bis-02 (October 2008): "Mobility Support in IPv6".

Editor's note: The above document cannot be formally referenced until it is published as an RFC.
[28]
IETF RFC 4187 (January 2006): "Extensible Authentication Protocol Method for 3rd Generation Authentication and Key Agreement (EAP AKA)".

[29]
IETF RFC 3963 (January 2005): "Network Mobility (NEMO) Basic Support Protocol".

[30]
IETF RFC 5685 (November 2009): "Redirect Mechanism for IKEv2".

***** Next change *****
5.4.2.1
Network-initiated detach

Upon receiving a Binding Revocation Indication (BRI) message according to draft-ietf-mext-binding-revocation [19] from the HA, the UE first shall perform the required validity checks on the BRI according to IETF RFC 5846 [19].

The UE shall send a Binding Revocation Acknowledgement (BRA) as specified in IETF RFC 5846 [19]. In this message the UE shall set the status field to ‘Success’ to reflect that it has received the BRI message. The BRA message may be tunnelled in UDP or IPv4 as specified in subclause 5.1.2.4 for Binding Update messages.

The UE then shall remove the entry identified in the BRI as deregistered from its binding update list and shall use the procedures defined in IETF RFC 4306 [14] to remove the IPsec security associations associated with the DSMIPv6 registration as described in subclause 5.4.2.2.
***** Next change *****
5.4.3.1
Network-initiated detach

As soon as it receives a trigger for network-initiated detach procedure (3GPP TS 29.273 [20]) the HA shall send a Binding Revocation Indication (BRI) message according to IETF RFC 5846 [19] to the UE. The message shall contain the Home Address, corresponding to the PDN connection which shall be removed. The HA shall set the P (Proxy Binding) bit to 0 (Not Proxy MIPv6 binding), G bit (Global) to 0 (only the PDN Connection specified by the HoA is removed) and V bit (IPv4 HoA Binding Only) to 0 (Not to terminate the IPv4 Home Address binding only). The revocation trigger value shall be set to 1 (Unspecified). The HA shall include the UE home address in the Type 2 routing header as per IETF RFC 5846 [19] and shall not include any mobility option. The BRI message may be tunnelled in UDP or IPv4 as specified in subclause 5.1.3.2 for Binding Acknowledgement messages.

The HA shall follow procedures according to IETF RFC 5846 [19] to await the receipt of a Binding Revocation Acknowledgment (BRA) message from the UE. These procedures are based on the timer MINDelayBRIs defined in IETF RFC 5846 [19]. The HA shall not remove the entry from its binding cache before receiving the BRA.

If the HA receives a Binding Update with Lifetime set to 0 after initiating the network-initiated detach procedure, the HA should treat the BU as acknowledgement to the BRI for the purposes of completing the revocation procedures that are defined in IETF RFC 5846 [19]; in this case, the HA shall remove the respective entry in its binding cache, deleting the timer MINDelayBRIs and respond with a Binding Acknowledgement according to IETF RFC 5555 [2] and IETF RFC 3775 [6].
***** Next change *****
A.1
General

Only the message fields and the mobility options used in the DSMIPv6 procedures defined in this TS are present in this annex. Unspecified message fields and mobility options are not used by this specification.

The IP header, the home address destination option, and type 2 routing header option of the DSMIPv6 signalling messages are not included in this annex. They shall be set in the message as defined in the IETF RFC 3775 [6], IETF RFC 5555 [2] and IETF RFC 5846 [19].

***** Next change *****
A.6.1
Binding Revocation Indication Message
The fields of a Binding Revocation Indication message for the Network-Initiated Detach are depicted in table A.6.1-1.
Table A.6.1-1: Fields of a BRI message for the Network-Initiated Detach procedure
	Fields
	Fields Description
	Reference

	B.R. Type
	Set to "1" to indicate B.R.I.
	IETF RFC 5846 [19]

	Sequence Number
	Set to a monotonically increasing value and is used to match with the returned Binding Revocation Acknowledge
	IETF RFC 5846 [19]

	Revocation Trigger
	Set to "1"
	IETF RFC 5846 [19]

	Proxy Binding (P)
	Set to "0"
	IETF RFC 5846 [19]

	Global (G)
	Set to "0"
	IETF RFC 5846 [19]

	IPv4 HoA Binding Only (V)
	Set to "0"
	IETF RFC 5846 [19]


A.6.2
Binding Revocation Acknowledgement
The fields of a BRA message for the Network-Initiated Detach procedure are depicted in Table A.6.2-1.
Table A.6.2-1: Fields of a BRA message for the Network-Initiated Detach procedure
	Fields
	Fields Description
	Reference

	B.R. Type
	Set to "2" to indicate B.R.A.
	IETF RFC 5846 [19]

	Sequence Number
	Set to the value received in the corresponding BRI.
	IETF RFC 5846 [19]

	Status
	Indicates the result of the BRI.
	IETF RFC 5846 [19]

	Proxy Registration Flag (P)
	Set to "0" to indicate that the Binding Revocation Acknowledgment is NOT for a proxy MIPv6 binding entry.
	IETF RFC 5846 [19]

	Global (G)
	Set to "0"; the same value as for the BRI.
	IETF RFC 5846 [19]

	IPv4 HoA Binding Only (V)
	Set to "0"
	IETF RFC 5846 [19]


***** End of changes *****
