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* * * Next Change * * * *

5.20.3
Specific requirements for session based messaging (MSRP)
For the each MSRP media stream requiring e2e security, the MRFC shall:
a)
indicate "TCP/TLS/MSRP" as transport protocol when requesting resources from the MRFP; and
b)
determine via SDP negotiation if the MRFP needs to act as TLS client or TLS server as specified in IETF RFC 8122 [39] using the IETF RFC 4145 [36] "a=setup" SDP attribute as follows:

-
if the MRFC sends the "a=setup:active" SDP attribute in the SDP answer towards the UE, the MRFP shall act as TLS client;

-
if the MRFC sends the "a=setup:passive" SDP attribute in the SDP answer towards the UE, the MRFP shall act as TLS server;
-
if the MRFC receives the "a=setup:active" SDP attribute in the SDP answer from the UE, the MRFP shall act as TLS server; and

-
if the MRFC receives the "a=setup:passive" SDP attribute in the SDP answer from the UE, the MRFP shall act as TLS client.
NOTE:
Since the "a=setup:" SDP attribute is used for the negotiation of the client/server roles for both protocols, TCP and TLS, then the assignment of a particular endpoint role (client or server) also applies for both protocols (e.g. the TLS server role assignment means also the TCP server role assignment).
The MRFP shall send the TLS protected MSRP packets to the served UE and shall accept the TLS protected MSRP packets from the served UE as requested by the MRFC.

* * * End of Changes * * * *

