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	Reason for change:
	Currently, there are no authorisation checks specific to ambient listening calls in TS 24.379. They are needed to be compliant with stage 2.

From 23.379, 10.14.3.1:

...

"2. The MCPTT server performs an authorization check for the authorized user 1 for the remotely initiated ambient listening call. If authorization fails, the MCPTT server provides a failure response to MCPTT client 1."

...

From 23.379, 10.14.3.2:

...

"2. The MCPTT server performs an authorization check for the authorized user 2 for the locally initiated ambient listening call. If authorization fails, the MCPTT server provides a failure response to MCPTT client 2."

	
	

	Summary of change:
	-On-demand MCPTT participating MCPTT function procedures for ambient listening call origination are updated to include the authorisation checks for both remote and locally initiated variants of the ambient listening call. 
-The editor's note and preliminary specification for the authorisation checks are removed from the controlling MCPTT function procedures and placed (in finalized form) into the participating function. As the MCPTT user profile configuration document is accessed for the authorisation parameters, the participating function is the correct entity to perform the check.
Note that the authorisation parameters referenced are introduced in CR 0068 against TS 24.379.
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***** Next change *****
11.1.6.3.1.1
On-demand ambient listening call
Upon receipt of a "SIP INVITE request for originating participating MCPTT function" containing an application/vnd.3gpp.mcptt-info+xml MIME body with the <session-type> element set to a value of "ambient-listening", the participating MCPTT function:

1)
if unable to process the request due to a lack of resources or a risk of congestion exists, may reject the "SIP INVITE request for originating participating MCPTT function" with a SIP 500 (Server Internal Error) response. The participating MCPTT function may include a Retry-After header field to the SIP 500 (Server Internal Error) response as specified in IETF RFC 3261 [24] and shall not continue with the rest of the steps;
2)
shall determine the MCPTT ID of the calling user from public user identity in the P-Asserted-Identity header field of the SIP INVITE request and shall authorise the user;
NOTE:
The MCPTT ID of the calling user is bound to the public user identity at the time of service authorisation, as documented in subclause 7.3.

3)
if the participating MCPTT function cannot find a binding between the public user identity and an MCPTT ID or if the validity period of an existing binding has expired, then the participating MCPTT function shall reject the SIP INVITE request with a SIP 404 (Not Found) response with the warning text set to "141 user unknown to the participating function" in a Warning header field as specified in subclause 4.4, and shall not continue with any of the remaining steps;
4)
if the <ambient-listening-type> element of the application/vnd.3gpp.mcptt-info+xml MIME body in the received SIP INVITE request is set to a value of:

a)
"remote-init" and an <allow-request-remote-initiated-ambient-listening> element of the <ruleset> element is not present in the MCPTT user profile document (see the MCPTT user profile document in 3GPP TS 24.484 [50]) or is set to a value of "false"; or

b)
"local-init" and an <allow-request-locally-initiated-ambient-listening> element of the <ruleset> element is not present in the MCPTT user profile document (see the MCPTT user profile document in 3GPP TS 24.484 [50]) or is set to a value of "false";
then shall reject the "SIP INVITE request for originating participating MCPTT function" with a SIP 403 (Forbidden) response, with warning text set to "154 The MCPTT user is not authorised to make an ambient listening call" in a Warning header field as specified in subclause 4.4, and shall not continue with the rest of the steps;

5)
shall determine the public service identity of the controlling MCPTT function for the ambient listening call service associated with the originating user's MCPTT ID identity. If the participating MCPTT function is unable to identify the controlling MCPTT function for the ambient listening call service associated with the originating user's MCPTT ID identity, it shall reject the SIP INVITE request with a SIP 404 (Not Found) response with the warning text "142 unable to determine the controlling function" in a Warning header field as specified in subclause 4.4, and shall not continue with any of the remaining steps;

6)
if the incoming SIP INVITE request does not contain an application/resource-lists MIME body or contains an application/resource-lists MIME body with more than one <entry> element, shall reject the "SIP INVITE request for originating participating MCPTT function" with a SIP 403 (Forbidden) response including warning text set to "145 unable to determine called party" in a Warning header field as specified in subclause 4.4, and shall not continue with the rest of the steps;

7)
if the <allow-private-call> element of the <ruleset> element is not present in the MCPTT user profile document on the participating MCPTT function or is present with the value "false" (see the MCPTT user profile document in 3GPP TS 24.484 [50]), indicating that the user identified by the MCPTT ID is not authorised to initiate private calls, shall reject the "SIP INVITE request for originating participating MCPTT function" with a SIP 403 (Forbidden) response, with warning text set to "107 user not authorised to make private calls" in a Warning header field as specified in subclause 4.4, and shall not continue with the rest of the steps;
8)
if the <PrivateCall> element exists in the MCPTT user profile document with one or more <entry> elements (see the MCPTT user profile document in 3GPP TS 24.484 [50]) and: 

a)
if the "uri" attribute of the <entry> element of the application/resource-lists MIME body does not match with one of the <entry> elements of the <PrivateCall> element of the MCPTT user profile document (see the MCPTT user profile document in 3GPP TS 24.484 [50]); and

b)
if configuration is not set in the MCPTT user profile document (see the MCPTT user profile document in 3GPP TS 24.484 [50]) that allows the MCPTT user to make a private call to users not contained within the <entry> elements of the <PrivateCall> element;

then:

a)
shall reject the "SIP INVITE request for originating participating MCPTT function" with a SIP 403 (Forbidden) response including warning text set to "144 user not authorised to call this particular user" in a Warning header field as specified in subclause 4.4 and shall not continue with the rest of the steps;
9)
shall validate the media parameters and if the MCPTT speech codec is not offered in the "SIP INVITE request for originating participating MCPTT function" shall reject the request with a SIP 488 (Not Acceptable Here) response. Otherwise, continue with the rest of the steps;

10)
shall generate a SIP INVITE request as specified in subclause 6.3.2.1.3;

11)
shall set the Request-URI to the public service identity of the controlling MCPTT function hosting the private call service;
12)
shall set the <mcptt-calling-user-identity> element in an application/vnd.3gpp.mcptt-info+xml MIME body of the SIP INVITE request to the MCPTT ID of the calling user;

13)
if the Priv-Answer-Mode header field specified in IETF RFC 5373 [18] was received in the incoming SIP INVITE request with a value of "Auto" or if no Priv-Answer-Mode header field was received in the incoming SIP INVITE request or a Priv-Answer-Mode header field was received containing a value other than "Auto", shall include the Priv-Answer-Mode header field set to a value of "Auto" in the outgoing SIP INVITE request;
14) shall include in the SIP INVITE request an SDP offer based on the SDP offer in the received "SIP INVITE request for originating participating MCPTT function", as specified in subclause 6.3.2.1.1.1; and
5) shall forward the SIP INVITE request, according to 3GPP TS 24.229 [4].
***** Next change *****
11.1.6.4.2
Terminating procedures

Upon receiving of a "SIP INVITE request for controlling MCPTT function of an ambient listening call" the controlling MCPTT function:

1)
shall check whether the public service identity contained in the Request-URI is allocated for ambient listening call and perform the actions specified in subclause 6.3.7.1 if it is not allocated and skip the rest of the steps;

2)
shall perform actions to verify the MCPTT ID of the inviting MCPTT user in the <mcptt-calling-user-id> element of the application/vnd.3gpp.mcptt-info+xml MIME body of the SIP INVITE request, and authorise the request according to local policy; and
3)
if the request is not authorised as determined by step 2) above, the controlling MCPTT function shall return a SIP 403 (Forbidden) response with the warning text as specified in "Warning header field" and skip the rest of the steps;






4)
shall validate that the received SDP offer includes at least one media stream for which the media parameters and at least one codec or media format is acceptable by the controlling MCPTT function and if not, reject the request with a SIP 488 (Not Acceptable Here) response and skip the rest of the steps;
5)
shall perform actions as described in subclause 6.3.3.2.2;

6)
shall allocate an MCPTT session identity for the MCPTT ambient listening call session; and

7)
shall invite the MCPTT user listed in the MIME resource-lists body of received SIP INVITE request as specified in subclause 11.1.6.4.1.

If the procedures of subclause 11.1.6.4.1 were successful in inviting the MCPTT user listed in the MIME resource-lists body of received SIP INVITE request, the controlling MCPTT function:

1)
shall generate a SIP 200 (OK) response to the SIP INVITE request as specified in the subclause 6.3.3.2.3.2 before continuing with the rest of the steps;

2)
shall include in the SIP 200 (OK) response an SDP answer to the SDP offer in the incoming SIP INVITE request as specified in the subclause 6.3.3.2.2;
3)
shall include in the SIP 200 (OK) response the g.3gpp.mcptt.ambient-listening-call-release feature-capability indicator as described in clause D.3 in the Feature-Caps header field according to IETF RFC 6809 [60];
NOTE:
The originator of the ambient listening call is either the initiator of a "remote-init" ambient listening type call or the originator of a "local-init" ambient listening type call. In either case, the originating user is allowed to release the ambient listening call.

4)
shall interact with the media plane as specified in 3GPP TS 24.380 [5];
5)
shall send a SIP 200 (OK) response towards the inviting MCPTT client according to 3GPP TS 24.229 [4];

6)
if the <ambient-listening-type> element contained in the application/vnd.3gpp.mcptt-info+xml MIME body in the received SIP INVITE request is set to a value of "remote-init":

a)
shall cache the MCPTT ID contained in the <mcptt-calling-user-id> element of the received SIP INVITE request as the listening MCPTT user of the ambient listening call and cache the MCPTT ID contained in the MIME resource-lists body of the received SIP INVITE request as the listened-to MCPTT user; and

b)
shall cache the ambient listening type of the ambient listening call as "remote-init"; and

7)
if the <ambient-listening-type> element contained in the application/vnd.3gpp.mcptt-info+xml MIME body in the received SIP INVITE request is set to a value of "local-init":

a)
shall cache the MCPTT ID contained in the <mcptt-calling-user-id> element of the received SIP INVITE request as the listened-to MCPTT user of the ambient listening call and cache the MCPTT ID contained in the MIME resource-lists body of received SIP INVITE request as the listening MCPTT user; and

b)
shall cache the ambient listening type of the ambient listening call as "local-init".
If the procedures of subclause 11.1.6.4.1 were not successful in inviting the MCPTT user listed in the MIME resource-lists body of received SIP INVITE request, the controlling MCPTT function shall reject the received SIP INVITE request with a SIP 480 (Temporarily Unavailable) response and skip the remaining procedures of the present subclause.
The controlling MCPTT function shall forward any other SIP response that does not contain SDP, including any MIME bodies contained therein, along the signalling path to the originating network according to 3GPP TS 24.229 [4].
