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[bookmark: _Toc290010692][bookmark: _Toc455134115]5	Subscription related tests
[bookmark: _Toc290010693][bookmark: _Toc455134116]5.1	IMSI / TMSI handling
[….]
5.1.6	UE identification by short IMSI when accessing E-UTRAN/EPC
5.1.6.1	Definition and applicability
Paging for EPS services using IMSI is an abnormal procedure used for error recovery in the network. The IMSI is used for unique identification of the UE by an E-UTRAN/EPC if there is no GUTI available. The IMSI is stored in the USIM and read during the UICC-Terminal initialisation procedure.
5.1.6.2 	Conformance requirement
Only after reception of a Paging message containing the IMSI stored in the USIM the UE shall send the RRCConnectionRequest message.
For NB-IoT, the paging message shall include a CN domain indicator set to "PS". If the paging message includes a UE Paging Identity set to the UE's IMSI, the paging procedure is performed according to subclause 5.6.2.2.2 [26]. 

Reference:
-	TS 31.102 [4], subclauses 5.1.1 and 5.2.2;
-	ETSI TS 102 221 [5], subclause 14.1.1;
-	TS 24.301 [26], subclause 5.6.2.2.2, 5.6.2.2.4.
5.1.6.3	Test purpose
1)	To verify that the Terminal uses the IMSI of the USIM.
2)	To verify that the Terminal can handle an IMSI of less than the maximum length.
3)	To verify that the READ EFIMSI command is performed correctly by the terminal.
4) To verify that the terminal does not respond to a Paging message containing an IMSI not stored in the USIM.
5.1.6.4	Method of test
5.1.6.4.1	Initial conditions
The E-USS transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):	246/081/0001.
-	Access control:	unrestricted.
The NB-SS transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):	246/081/0001.
-	Access control:	unrestricted.
The default E-UTRAN UICC is installed into the Terminal and the UE is powered on.

5.1.6.4.2	Procedure
a)	The UE performs Attach procedure to E-USS/NB-SS.
b)  The E-USS/NB-SS sends Paging/Paging-NB to the UE using the IMSI 24608122222.
c)  The E-USS/NB-SS sends Paging/Paging-NB to the UE using the IMSI stored in the USIM.
d)	After receipt of a RRCConnectionRequest/RRCConnectionRequest-NB message from the UE, the E-USS/NB-SS sends RRCConnectionSetup/RRCConnectionSetup-NB message to the UE, followed by RRCConnectionSetupComplete/RRCConnectionSetupComplete-NB sent by the UE to the E-USS/NB-SS.
e)	After the EPS attach procedure the E-USS/NB-SS sends RRCConnectionRelease/RRCConnectionRelease-NB to the UE.
5.1.6.5	Acceptance criteria
1) After step b) the UE shall not send RRCConnectionRequest/RRCConnectionRequest-NB to the E-USS/NB-SS.
2) After step c) the UE shall send RRCConnectionRequest/RRCConnectionRequest-NB to the E-USS/NB-SS.
3) After step d) the UE performs the EPS attach procedure. 

5.1.7	UE identification by short IMSI using a 2 digit MNC when accessing E-UTRAN/EPC 

5.1.7.1	Definition and applicability
In some networks the IMSI identifying the E-UTRAN/EPC can be consistence of a 2 digit MNC. Paging for EPS services using IMSI is an abnormal procedure used for error recovery in the network. The IMSI is used for unique identification of the UE by an E-UTRAN/EPC if there is no GUTI available. The IMSI is stored in the USIM and read during the UICC-Terminal initialisation procedure.
5.1.7.2 	Conformance requirement
Only after reception of a Paging message containing the IMSI stored in the USIM the UE shall send the RRCConnectionRequest message.
Reference:
-	TS 31.102 [4], subclauses 5.1.1 and 5.2.2;
-	ETSI TS 102 221 [5], subclause 14.1.1;
-	TS 24.301 [26], subclause 5.6.2.2.2, 5.6.2.4.
5.1.7.3	Test purpose
1)	To verify that the Terminal uses the IMSI of the USIM.
2)	To verify that the Terminal can handle an IMSI consistence of a 2 digit MNC.
3)	To verify that the READ EFIMSI command is performed correctly by the terminal.
4) To verify that the terminal does not respond to a Paging message containing an IMSI not stored in the USIM.
5.1.7.4	Method of test
5.1.7.4.1	Initial conditions
The E-USS transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):	246/81/0001.
-	Access control:	unrestricted.
The NB-SS transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):	246/81/0001.
-	Access control:	unrestricted.
The default UICC is used with the following exception:
EFIMSI (IMSI)
Logically:	246813579

	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9

	Hex
	05
	29
	64
	18
	53
	97
	FF
	FF
	FF



EFAD (Administrative Data)
Logically:	Normal operation
	OFM to be deactivated by the Terminal
	MNC:	2 digit

	Coding:
	B1
	B2
	B3
	B4

	Hex
	00
	00
	00
	02



The UICC is installed into the Terminal and the UE is powered on.

5.1.7.4.2	Procedure
a)	The UE performs Attach procedure to E-USS/NB-SS.
b)  The E-USS/NB-SS sends Paging/Paging-NB to the UE using the IMSI 24608122222.
c)  The E-USS/NB-SS sends Paging/Paging-NB to the UE using the IMSI stored in the USIM.
d)	After receipt of a RRCConnectionRequest/RRCConnectionRequest-NB message from the UE, the E-USS/NB-SS sends RRCConnectionSetup/RRCConnectionSetup-NB message to the UE, followed by RRCConnectionSetupComplete/RRCConnectionSetupComplete-NB sent by the UE to the E-USS/NB-SS.
e)	After the EPS attach procedure the E-USS/NB-SS sends RRCConnectionRelease/RRCConnectionRelease-NB to the UE.
5.1.7.5	Acceptance criteria
1) After step b) the UE shall not send RRCConnectionRequest/RRCConnectionRequest-NB to the E-USS/NB-SS.
2) After step c) the UE shall send RRCConnectionRequest/RRCConnectionRequest-NB to the E-USS/NB-SS.
3) After step d) the UE performs the EPS attach procedure. 
[bookmark: _Toc290010750][bookmark: _Toc463676833]5.1.8	UE identification after changed IMSI with service "EMM Information" not available
The attach procedure is used to attach for packet services in EPS. With a successful attach procedure, a context is established for the UE in the MME, and a default bearer is established between the UE and the PDN GW, thus enabling always-on IP connectivity to the UE. The network may also initiate the activation of dedicated bearers as part of the attach procedure. For NB-IoT terminals the establishment of the PDN connection is optional.
[bookmark: _Toc290010751][bookmark: _Toc463676834]5.1.8.2 	Conformance requirement
The following EMM parameters shall be stored on the USIM if the corresponding file is present:
-	GUTI;
-	last visited registered TAI;
-	EPS update status.
If the corresponding file is not present on the USIM, these EMM parameters except allowed CSG list are stored in a non-volatile memory in the ME together with the IMSI from the USIM. These EMM parameters can only be used if the IMSI from the USIM matches the IMSI stored in the non-volatile memory; else the UE shall delete the EMM parameters.
Reference:
-	TS 31.102 [4], subclauses 5.1.1 and 5.2.2;
-	TS 24.301 [26], subclause 5.5.1.2.1, 5.5.1.2.2, 5.5.1.2.4 and Annex C.
[bookmark: _Toc290010752][bookmark: _Toc463676835]5.1.8.3	Test purpose
1)	To verify that UE deletes existing EMM parameters from the UE's non-volatile memory in case a different IMSI is activated.
2)  To verify that UE includes the IMSI stored in the USIM during the attach procedure.
[bookmark: _Toc290010753][bookmark: _Toc463676836]5.1.8.4	Method of test
[bookmark: _Toc290010754][bookmark: _Toc463676837]5.1.8.4.1	Initial conditions
The E-USS transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):	246/081/0001.
-	Access control:	unrestricted.
The NB-SS transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):	246/081/0001.
-	Access control:	unrestricted.
The default UICC (without the service "EMM Information") is installed into the Terminal and the UE is powered on.
[bookmark: _Toc290010755][bookmark: _Toc463676838]5.1.8.4.2	Procedure
a)	The UE is switched on.
b)   The UE requests RRC Connection and therefore performs EPS Attach procedure to the E-USS/NB-SS. The E-USS/NB-SS sends AttachAccept with the following values:
GUTI: 							"24608100010266345678"
TAI (MCC/MNC/TAC):	246/081/0001
c)   The UE send AttachComplete.
d)	The E-USS/NB-SS requests the release of the RRC Connection.
e)  The UE is switched off.
f) 	A new UICC with the following configuration is activated:
 	The default UICC with the following exception: The IMSI is set to "246081222233333". 
g) The Terminal is switched on. 
h) The UE requests RRC Connection and therefore performs EPS Attach procedure to the E-USS/NB-SS. 
[bookmark: _Toc290010756][bookmark: _Toc463676839]5.1.8.5	Acceptance criteria
1)	After step a) the UE shall read EFUST. 
2)	During step h) the UE shall include the IMSI "246081222233333", but no GUTI nor TAI in the AttachRequest message.


[bookmark: _Toc290010757][bookmark: _Toc463676840]5.1.9	UE identification by GUTI when using USIM with service "EMM Information" not available 
The attach procedure is used to attach for packet services in EPS. With a successful attach procedure, a context is established for the UE in the MME, and a default bearer is established between the UE and the PDN GW, thus enabling always-on IP connectivity to the UE. The network may also initiate the activation of dedicated bearers as part of the attach procedure. For NB-IoT terminals the establishment of the PDN connection is optional.
[bookmark: _Toc290010758][bookmark: _Toc463676841]5.1.9.2 	Conformance requirement
The following EMM parameters shall be stored on the USIM if the corresponding file is present:
-	GUTI;
-	last visited registered TAI;
-	EPS update status.
If the corresponding file is not present on the USIM, these EMM parameters except allowed CSG list are stored in a non-volatile memory in the ME together with the IMSI from the USIM. These EMM parameters can only be used if the IMSI from the USIM matches the IMSI stored in the non-volatile memory; else the UE shall delete the EMM parameters.
Reference:
-	TS 31.102 [4], subclauses 5.1.1 and 5.2.2;
-	TS 24.301 [26], subclause 5.5.1.2.1, 5.5.1.2.2, 5.5.1.2.4 and Annex C.
[bookmark: _Toc290010759][bookmark: _Toc463676842]5.1.9.3	Test purpose
1)	To verify that UE stores the GUTI and the TAI in the UE's non-volatile memory.
2)  To verify that the UE uses the GUTI and the TAI from the UE's non-volatile memory during the attach procedure if the IMSI stored in the USIM has not changed.
[bookmark: _Toc290010760][bookmark: _Toc463676843]5.1.9.4	Method of test
[bookmark: _Toc290010761][bookmark: _Toc463676844]5.1.9.4.1	Initial conditions
The E-USS transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):	246/081/0001.
-	Access control:	unrestricted.
The NB-SS transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):	246/081/0001.
-	Access control:	unrestricted.
The default UICC (without the service "EMM Information") is installed into the Terminal and the UE is powered on.
[bookmark: _Toc290010762][bookmark: _Toc463676845]5.1.9.4.2	Procedure
a)	The UE is switched on.
b)   The UE requests RRC Connection and therefore performs EPS Attach procedure to the E-USS/NB-SS. The E-USS/NB-SS sends AttachAccept with the following values:
GUTI: 							"24608100010266345699"
TAI (MCC/MNC/TAC):	246/081/0001
c)   The UE send AttachComplete.
d)	The E-USS/NB-SS requests the release of the RRC Connection.
e)  The UE is switched off.
f) 	The default UICC remains in use. 
g) 	The Terminal is switched on. 
h) 	The UE requests RRC Connection and therefore performs EPS Attach procedure to the E-USS/NB-SS. 
[bookmark: _Toc290010763][bookmark: _Toc463676846]5.1.9.5	Acceptance criteria
1)	After step a) the UE shall read EFUST. 
2)	 During step h) the UE shall include the GUTI "24608100010266345699" and the TAI 246/081/0001 in the AttachRequest message.

[bookmark: _Toc290010734][bookmark: _Toc455134157]5.1.10	UE identification by GUTI when using USIM with service "EMM Information" available
5.1.10.1	Definition and applicability
The attach procedure is used to attach for packet services in EPS. With a successful attach procedure, a context is established for the UE in the MME, and a default bearer is established between the UE and the PDN GW, thus enabling always-on IP connectivity to the UE. The network may also initiate the activation of dedicated bearers as part of the attach procedure. For NB-IoT terminals the establishment of the PDN connection is optional.
5.1.10.2 	Conformance requirement
The following EMM parameters shall be stored on the USIM if the corresponding file is present:
-	GUTI;
-	last visited registered TAI;
-	EPS update status.
The presence and format of corresponding files on the USIM is specified in 3GPP TS 31.102 [4].
Reference:
-	TS 31.102 [4], subclauses 5.1.1 and 5.2.2;
-	TS 24.301 [26], subclause 5.5.1.2.1, 5.5.1.2.2, 5.5.1.2.4 and Annex C.
5.1.10.3	Test purpose
1)	To verify that UE includes the GUTI and TAI stored in EFEPSLOCI in the AttachRequest message.
2)  To verify that the EMM parameters GUTI, Last Registered TAI sent in the AttachAccept message and the related EPS Update Status are correctly stored on the USIM if the corresponding file is present. 
5.1.10.4	Method of test
5.1.10.4.1	Initial conditions
The E-USS transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):	246/081/0002.
-	Access control:	unrestricted.
The NB-SS transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):	246/081/0002.
-	Access control:	unrestricted.
The default E-UTRAN UICC is is used with the following exceptions:
EFEPSNSC (EPS NAS Security Context)
Logically:	Key Set Identifier KSIASME:		'01'
	ASME Key (KSIASME) :		32 byte key, any value
	Uplink NAS count:				00
	Downlink NAS count:			01
	Identifiers of selected NAS 		01
integrity and encryption 
algorithm


	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	…
	B39

	Hex
	A0
	34
	80
	01
	01
	81
	20
	xx
	…
	xx

	Coding:
	B40
	B41
	B42
	B43
	B44
	B45
	B46
	B47
	B48
	B49

	Hex
	82
	04
	00
	00
	00
	00
	83
	04
	00
	00

	Coding:
	B50
	B51
	B52
	B53
	B54

	Hex
	00
	01
	84
	01
	01



5.1.10.4.2	Procedure
a)	The UE is switched on.
b)   The UE requests RRC Connection and therefore performs EPS Attach procedure to the E-USS/NB-SS. The E-USS/NB-SS sends AttachAccept with the following values:
GUTI: 							"24608100010266436587"
TAI (MCC/MNC/TAC):			246/081/0002
c)   The UE send AttachComplete.
d)	The E-USS/NB-SS requests the release of the RRC Connection.
5.1.10.5	Acceptance criteria
1) After step a) the UE shall read EFUST and EFEPSLOCI. 
2) During step b) the UE shall include the GUTI and the Last visited registered TAI contained in EFEPSLOCI when sending the AttachRequest message.
3) After step b) EFEPSLOCI shall contain:
Logically:	GUTI:						24608100010266436587
	Last visited registered TAI:	246/081/0002
	EPS update status:			updated

	Byte:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11

	Hex:
	0B
	F6
	42
	16
	80
	00
	01
	02
	66
	43
	65

	
	
	
	
	
	
	
	
	
	
	
	

	
	B12
	B13
	B14
	B15
	B16
	B17
	B18
	
	
	
	

	
	87
	42
	16
	80
	00
	02
	00
	
	
	
	



