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4.3.x
Password option
4.3.x.1
General
By using the subscription option "control of supplementary service", the service configuration may be restricted by a password. The subscription option "control of supplementary service" can be set to "by the service provider" or "by subscriber using a password".
4.3.x.2
Procedures at the UE
When the subscription option "control of supplementary service" is set to "by subscriber using a password", the UE shall create the INVITE request as described in subclause 4.3.2 with a dialstring including either a password with a feature code or both the current password and a new password to be registered.
4.3.x.3
Procedures at the AS
4.3.x.3.1
General
When the AS receives a Request URI in the INVITE request as defined in subclause 4.2 with a service configuration or a password change request, and the subscription option "control of supplementary service" is set to "by the service provider", the AS shall send a 403 (Forbidden) error response.
As a network option, the AS may play an appropriate announcement using the methods specified in 3GPP TS 24.628 [7] to notify the user that the operation is rejected.
When the subscription option "control of supplementary service" is set to "by subscriber using a password", the AS shall perform the password management procedures that consist of two independent procedures:

‑
password check; and

‑
password change;

The password check procedure is used for verifying the current password stored against the user:

-
when the user requests a password change; and

-
when the user requests modification of a supplementary service configuration document for a service that has password control.

The password change procedure is used by the AS to set a new password for the user.

The AS shall maintain a Wrong Password Attempts (WPA) counter.

When the password is set by the service provider the AS shall reset the WPA counter to zero. 

If the AS receives a password that does not match the current password stored for the service, the AS shall increment the WPA counter by 1.

If a password check passes at the AS, the AS shall reset the WPA counter to zero. If the WPA counter exceeds the value three, the AS shall set the subscription option "control of supplementary service" to "by the service provider".
4.3.x.3.2
Password check

If the subscription option "control of supplementary service" is set to "by subscriber using a password" for a supplementary service configuration and a password change request is received, the AS shall verify that the password is present in the Request-URI and matches that stored for the user.
If a password is required, and the AS:

-
receives a request where the Request URI is not formatted as defined in subclause 4.2;
-
receives a request where the Request URI does not contain a password;
-
receives a request where the Request URI contains a password and the password does not match the current password stored for the user; or
-
has the WPA counter that has exceeded 3;
then the AS shall send a 403 (Forbidden) error response in case the AS was unable to perform the requested service configuration operation.

As a network option, the AS may play an appropriate announcement using the methods specified in 3GPP TS 24.628 [7] to notify the user of the result of the operation.
4.3.x.3.3
Password change
When the AS receives a Request URI as defined in subclause 4.2 with a password change request and the subscription option "control of supplementary service" is set to a value of "by subscriber using a password", the AS shall determine if the user is authorized to change the password by performing the password check procedure as described in subclause 4.3.x.2, and if so replace the currently used password with the new password. The new password is stored in an implementation specific way such that the password cannot be retrieved by the user.
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