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6.1.1
User registration status query

This procedure is used between the I-CSCF and the HSS during SIP registrations. The procedure is invoked by the I-CSCF, corresponds to the combination of the functional level operations Cx-Query and Cx-Select-Pull (see 3GPP TS 23.228 [1]) and is used:

-
To authorize the registration of the distinct Public User Identity, checking multimedia subsystem access permissions and roaming agreements.

-
To perform a first security check, determining whether the distinct Public User Identity in the message is associated with the Private User Identity sent in the message.

-
To obtain either the S-CSCF where the distinct Public User Identity is registered or unregistered (i.e. registered as a consequence of an originating or terminating request or there is a S-CSCF keeping the user profile stored), or the list of capabilities that the S-CSCF has to support.

This procedure is mapped to the commands User-Authorization-Request/Answer in the Diameter application specified in 3GPP TS 29.229 [5]. Tables 6.1.1.1 and 6.1.1.2 detail the involved information elements.

Table 6.1.1.1: User registration status query

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Public User Identity

(See 7.2) 
	Public-Identity
	M
	Public User Identity to be registered

	Visited Network Identifier

(See 7.1)
	Visited-Network-Identifier
	M
	Identifier that allows the home network to identify the visited network

	Type of Authorization

(See 7.14)
	User-Authorization-Type
	C
	Type of authorization requested by the I-CSCF.

If the request corresponds to a de-registration, i.e. Expires field or expires parameter in Contact field in the REGISTER method is equal to zero, this AVP shall be present in the command and the value shall be set to DE-REGISTRATION.

If the request corresponds to an initial registration or a re-registration, i.e. Expires field or expires parameter in Contact field in the REGISTER method is not equal to zero then this AVP may be absent from the command. If present its value shall be set to REGISTRATION.

If the request corresponds to an initial registration or a re-registration or a de-registration and the I-CSCF explicitly queries the S-CSCF capabilities, then this AVP shall be present in the command and the value shall be set to REGISTRATION_AND_CAPABILITIES. The I-CSCF shall use this value when the S-CSCF currently assigned to the Public User Identity in the HSS, cannot be contacted and a new S-CSCF needs to be selected.

	Private User Identity

(See 7.3)
	User-Name
	M
	Private User Identity

	Routing Information (See 7.13)
	Destination-Host, Destination-Realm
	C
	If the I-CSCF knows HSS name Destination-Host AVP shall be present in the command. Otherwise, only Destination-Realm AVP shall be present and the command shall be routed to the next Diameter node, e.g. SLF, based on the Diameter routing table in the I-CSCF.

	UAR Flags

(See 7.19)
	UAR-Flags
	O
	This Information Element contains a set of indications. See 7.19 for the content of the information element.


Table 6.1.1.2: User registration status response

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Result

(See 7.6)
	Result-Code / Experimental-Result
	M
	Result of the operation.

Result-Code AVP shall be used for errors defined in the Diameter base protocol (see IETF RFC 6733 [x]).

Experimental-Result AVP shall be used for Cx/Dx errors. This is a grouped AVP which contains the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.

	S-CSCF capabilities

(See 7.5)
	Server-Capabilities
	O
	Required capabilities of the S-CSCF to be assigned to the IMS Subscription. 

	S-CSCF Name

(See 7.4)
	Server-Name
	C
	Name of the assigned S‑CSCF.


* * * Next Change * * * *

6.1.2
S-CSCF registration/deregistration notification

This procedure is used between the S-CSCF and the HSS. The procedure is invoked by the S-CSCF, corresponds to the combination of the operations Cx-Put and Cx-Pull (see 3GPP TS 23.228 [1]) and is used:

-
To assign an S-CSCF to a Public Identity, or to clear the name of the S-CSCF assigned to one or more Public Identities.

-
To download from HSS the relevant user information for the S-CSCF.

-
To backup and retrieve the S-CSCF Restoration Information (see 3GPP TS 23.380 [19]) in the HSS. 
-
To provide a P-CSCF Restoration Indication to the HSS and trigger P-CSCF Restoration mechanism.

This procedure is mapped to the commands Server-Assignment-Request/Answer in the Diameter application specified in 3GPP TS 29.229 [5]. Tables 6.1.2.1 and 6.1.2.2 describe the involved information elements.

Table 6.1.2.1: S-CSCF registration/deregistration notification request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Public User Identity / Public Service Identity

(See 7.2 and 7.2a)
	Public-Identity
	C
	Public Identity or list of Public Identities.

One and only one Public Identity shall be present if the Server-Assignment-Type is any value other than TIMEOUT_DEREGISTRATION, USER_DEREGISTRATION, DEREGISTRATION_TOO_MUCH_DATA, TIMEOUT_DEREGISTRATION_STORE_SERVER_NAME, USER_DEREGISTRATION_STORE_SERVER_NAME or ADMINISTRATIVE_DEREGISTRATION.

If Server-Assignment-Type indicates deregistration of some type and Private Identity is not present in the request, at least one Public Identity shall be present.

	S-CSCF Name

(See 7.4)
	Server-Name
	M
	Name of the S-CSCF.

	Private User Identity / Private Service Identity

(See 7.3 and 7.3a)
	User-Name
	C
	Private Identity.

It shall be present if it is available when the S-CSCF issues the request.

It may be absent during the initiation of a session to an unregistered Public Identity (Server-Assignment-Type shall contain the value UNREGISTERED_USER) or after S-CSCF recovery upon originating request different than REGISTER (Server-Assignment-Type shall contain the value NO_ASSIGNMENT).

In case of de-registration, Server-Assignment-Type equal to TIMEOUT_DEREGISTRATION, ADMINISTRATIVE_DEREGISTRATION, DEREGISTRATION_TOO_MUCH_DATA or TIMEOUT_DEREGISTRATION_STORE_SERVER_NAME if no Public-Identity AVPs are present then User-Name AVP shall be present.

	Server Assignment Type

(See 7.8)
	Server-Assignment-Type
	M
	Type of update, request or notification that the S-CSCF requests in the HSS (e.g: de-registration). See 3GPP TS 29.229 [5] for all the possible values.

	User Data Already Available

(See 7.16)
	User-Data-Already-Available
	M
	This indicates if the user profile and charging information and, if supported and present in the subscription, allowed WAF and/or WWSF identities are already available in the S-CSCF.

In the case where Server-Assignment-Type is not equal to NO_ASSIGNMENT, REGISTRATION, RE_REGISTRATION or UNREGISTERED_USER, the HSS shall not use User Data Already Available when processing the request.

	Routing Information (See 7.13)
	Destination-Host 
	C
	If the S-CSCF knows the HSS name, the Destination-Host AVP shall be present in the command. 

This information is available if the request belongs to an already existing registration, e.g. in case of the re-registration, where the HSS name is stored in the S-CSCF. The HSS name is obtained from the Origin-Host AVP, which is received from the HSS, e.g. included in the MAA command.

This information may not be available if the command is sent as a consequence of a session termination for an unregistered Public Identity. In this case the Destination-Host AVP is not present and the command is routed to the next Diameter node, e.g. SLF, based on the Diameter routing table in the S-CSCF. 

	Wildcarded Public Identity (See 7.2b)
	Wildcarded-Public-Identity
	O
	If the request refers to a Wildcarded PSI or Wildcarded Public User Identity, and the Server-Asignment-Type is set to UNREGISTERED_USER, NO_ASSIGNMENT, TIMEOUT_DEREGISTRATION_STORE_SERVER_NAME, ADMINISTRATIVE_DEREGISTRATION, DEREGISTRATION_TOO_MUCH_DATA or TIMEOUT_DEREGISTRATION, the S-CSCF may include the corresponding Wildcarded PSI or Wildcarded Public User Identity in this information element.

If this element is present, it shall be used by the HSS to identify the identity affected by the request.  The terms Public Identity or Public Service Identity in the detailed behaviour refer then to the Wildcarded Public Identity.

	S-CSCF Restoration Information (See 7.21)
	SCSCF-Restoration-Info
	C
	When the S-CSCF supports IMS Restoration Procedures, if Server-Assignment-Type is REGISTRATION or RE_REGISTRATION, and any of the related restoration information changed compared to the previous one, the S-CSCF shall send this information element to the HSS. This information allows a later retrieval in case of an S-CSCF service interruption.

	Multiple-Registration-Indication

(See 7.23)
	Multiple-Registration-Indication
	C
	When the S-CSCF supports IMS Restoration Procedures, if Server-Assignment-Type is REGISTRATION and the registration is a multiple registration and the Public User Identity is not stored as registered with the Private User Identity as in the request in the S-CSCF, the S-CSCF shall send this information element to the HSS.

	Session-Priority

(See 7.24)
	Session-Priority
	O
	This information element, if present, shall indicate the session's priority to the HSS. 

	SAR Flags

(See 7.28)
	SAR-Flags
	O
	This Information Element contains a set of indications. See 7.28 for the content of the information element.


Table 6.1.2.2: S-CSCF registration/deregistration notification response

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Private User Identity / Private Service Identity

(See 7.3 and 7.3a)
	User-Name
	C
	Private Identity. 

It shall be present if it is available when the HSS sends the response.

It may be absent in the following error case: when the Server-Assignment-Type of the request is UNREGISTERED_USER and the received Public Identity is not known by the HSS.

	Registration result

(See 7.6)
	Result-Code / Experimental-Result
	M
	Result of registration.

Result-Code AVP shall be used for errors defined in the Diameter base protocol (see IETF RFC 6733 [x]).

Experimental-Result AVP shall be used for Cx/Dx errors. This is a grouped AVP which contains the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.

	User Profile

(See 7.7)
	User-Data
	C
	Relevant user profile.

It shall be present when Server-Assignment-Type in the request is equal to NO_ASSIGNMENT, REGISTRATION, RE_REGISTRATION or UNREGISTERED_USER according to the rules defined in section 6.6.

If the S-CSCF receives more data than it is prepared to accept, it shall perform the de-registration of the Private Identity with Server-Assignment-Type set to DEREGISTRATION_TOO_MUCH_DATA and send back a SIP 3xx or 480 (Temporarily Unavailable) response, which shall trigger the selection of a new S-CSCF by the I-CSCF, as specified in 3GPP TS 24.229 [8].

	Charging Information (See 7.12)
	Charging-Information
	C
	Addresses of the charging functions.

It shall be present when the User-Data AVP is sent to the S-CSCF according to the rules defined in section 6.6.

When this parameter is included, either the Primary-Charging-Collection-Function-Name AVP or the Primary-Event-Charging-Function-Name AVP shall be included. All other elements shall be included if they are available.

	Associated Private Identities
	Associated-Identities
	O
	This AVP contains all Private Identities, which belong to the same IMS subscription as the Private Identity or Public Identity received in the SAR command.

If the IMS subscription contains only single Private Identity this AVP shall not be present.

	Loose-Route Indication
	Loose-Route-Indication
	C
	This AVP indicates to the S-CSCF that loose-route mechanism shall be applied to the public identities contained in the user profile received from the HSS.

If the loose-route mechanism is required, this AVP shall be present and set to LOOSE_ROUTE_REQUIRED. 

If the Loose-Route mechanism is not required, this AVP may be either absent or present. If present, it shall be set to LOOSE_ROUTE_NOT_REQUIRED.

	S-CSCF Restoration Information (See 7.21)
	SCSCF-Restoration-Info
	C
	This information shall be present if it was stored by the S-CSCF in the HSS and Server-Assignment-Type is either UNREGISTERED_USER or NO_ASSIGNMENT. 
This information shall also be present if it was stored by the S-CSCF in the HSS and the SAR indicates it is related to a multiple registration and Server-Assignment-Type is REGISTRATION. 

This information may be present if it was stored by the S-CSCF in the HSS and Server-Assignment-Type is either REGISTRATION or RE-REGISTRATION and there are other Private Identities different from the Private Identity received in the SAR command being registered with the Public Identity received in the SAR command.

	Associated Registered Private Identities

(See 7.22)
	Associated-Registered-Identities
	C
	This AVP contains all Private Identities that were registered with the Public Identity received in the SAR command.

The HSS shall send this information element if the IMS Restoration Procedures are supported and the value of Server-Assignment-Type in the request is REGISTRATION or RE_REGISTRATION and there are other Private Identities different from the Private Identity received in the SAR command being registered with the Public Identity received in the SAR command. 
Otherwise, this AVP shall not be present.

	S-CSCF Name

(See 7.4)
	Server-Name
	C
	Name of the assigned S-CSCF. 

This AVP shall be present, if the requesting S-CSCF name is different from the previously assigned S-CSCF name stored in the HSS.

	Wildcarded Public Identity (See 7.2b)
	Wildcarded-Public-Identity
	C
	This AVP shall be present if:

-
the value of Server-Assignment-Type in the request was UNREGISTERED_USER and 

-
the Wildcarded-Public-Identity AVP in the request was not present and 

-
the Public Identity in the request fell within the range of a Wildcarded Public User Identity in the HSS whose state is registered/unregistered.
If this element is present, it shall be used by the S-CSCF to identify the identity affected by the request.  

	Priviledged-Sender Indication

(See 7.26)
	Priviledged-Sender-Indication
	O
	This AVP indicates if the Private User Identity shall be considered as a priviledged sender.

If not present, it means that the Private User Identity is not considered a priviledged sender.

	Allowed WAF and/or WWSF Identities (See 7.29)
	Allowed-WAF-WWSF-Identities
	C
	Addresses of the WAFs and/or WWSFs the subscription is allowing to use. This AVP shall be present if both

 
a) it is applicable for the subscription and 
 
b) the User-Data AVP is present. 


* * * Next Change * * * *

6.1.3
Network initiated de-registration by the HSS, administrative

In case of network initiated de-registration of by the HSS, the HSS change the state of the Public Identities to Not Registered and send a notification to the S-CSCF indicating the identities that shall be de-registered. The procedure is invoked by the HSS, corresponds to the functional level operation Cx-Deregister (see 3GPP TS 23.228 [1]).

This procedure is mapped to the commands Registration-Termination-Request/Answer in the Diameter application specified in 3GPP TS 29.229 [5]. Tables 6.1.3.1 and 6.1.3.2 describe the involved information elements.

Table 6.1.3.1: Network Initiated Deregistration by HSS request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Public User Identity / Public Service Identity

(See 7.2 and 7.2a)
	Public-Identity
	C
	It contains the list of Public Identities that are de-registered, in the form of SIP URL or TEL URL.

Public-Identity AVP shall be present if the de-registration reason code is NEW_SERVER_ASSIGNED. It may be present with the other reason codes.

	Private User Identity / Private Service Identity

(See 7.3 and 7.3a)
	User-Name
	M
	It contains the Private Identity in the form of a NAI. The HSS shall always send a Private Identity that is known to the S-CSCF based on an earlier SAR/SAA procedure.

	Reason for de-registration

(See 7.11)
	Deregistration-Reason
	M
	The HSS shall send to the S-CSCF a reason for the de-registration. The de-registration reason is composed of two parts: one textual message (if available) that is intended to be forwarded to the user that is de-registered, and one reason code (see 3GPP TS 29.229 [5]) that determines the behaviour of the S-CSCF.

	Routing Information (See 7.13)
	Destination-Host
	M
	It contains the name of the S-CSCF which originated the last update of the name of the multimedia server stored in the HSS for a given IMS Subscription. The address of the S-CSCF is the same as the Origin-Host AVP in the message sent from the S-CSCF.

	Associated Private Identities
	Associated-Identities
	O
	This AVP contains Private Identities, which belong to the same IMS subscription as the Private Identity in the User-Name AVP and should be de-registered together with that one.

If the IMS subscription contains only a single Private Identity, this AVP shall not be present.


Table 6.1.3.2: Network Initiated Deregistration by HSS response 

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Result

(See 7.6)
	Result-Code / Experimental-Result
	M
	This information element indicates the result of de-registration. 

Result-Code AVP shall be used for errors defined in the Diameter base protocol (see IETF RFC 6733 [x]).

Experimental-Result AVP shall be used for Cx/Dx errors. This is a grouped AVP which contains the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.

	Associated Private Identities
	Associated-Identities
	C
	This AVP shall be present if the S-CSCF de-registered more than one Private Identity with the request.  It contains all Private Identities that have been deregistered together with the one in the User-Name AVP of the request.

	Identities with Emergency Registration

(See 7.25)
	Identity-with-Emergency-Registration
	C
	This information element indicates a list of pairs of private and public user identities which have not been de-registered due to emergency registration.


* * * Next Change * * * *

6.1.4
User location query

This procedure is used between the I-CSCF and the HSS to obtain the name of the S-CSCF assigned to a Public Identity, or the name of the AS hosting a PSI for direct routing. The procedure is invoked by the I-CSCF, is performed per Public Identity, and corresponds to the functional level operation Cx-Location-Query (see 3GPP TS 23.228 [1]).

This procedure is mapped to the commands Location Info Request/Answer in the Diameter application specified in 3GPP TS 29.229 [5]. Tables 6.1.4.1 and 6.1.4.2 detail the involved information elements.

Table 6.1.4.1: User Location query 

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Public User Identity / Public Service Identity

(See 7.2 and 7.2a)
	Public-Identity
	M
	Public Identity

	Routing information (See 7.13)
	Destination-Host, Destination-Realm
	C
	If the I-CSCF knows HSS name Destination-Host AVP shall be present in the command. Otherwise, only Destination-Realm AVP shall be present and the command shall be routed to the next Diameter node, e.g. SLF, based on the Diameter routing table in the I-CSCF.

	Originating Request
(See 7.18)
	Originating-Request
	O
	It indicates that the request is related to an originating SIP message. 

	Type of Authorization

(See 7.14)
	User-Authorization-Type
	C
	This information element shall be present and set to REGISTRATION_AND_CAPABILITIES by the I-CSCF if IMS Restoration Procedures are supported and the S-CSCF currently assigned to the Public User Identity in the HSS cannot be contacted.

	Session Priority

(See 7.24)
	Session-Priority
	O
	This information element, if present, shall indicate the session's priority to the HSS. 


Table 6.1.4.2: User Location response

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Result

(See 7.6)
	Result-Code / Experimental-Result
	M
	Result of the operation. 

Result-Code AVP shall be used for errors defined in the Diameter base protocol (see IETF RFC 6733 [x]).

Experimental-Result AVP shall be used for Cx/Dx errors. This is a grouped AVP which contains the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.

	S-CSCF Name / AS name

(See 7.4 and 7.4a)
	Server-Name
	C
	Name of the assigned S-CSCF for basic IMS routing or the name of the AS for direct routing.

	S-CSCF capabilities

(See 7.5)
	Server-Capabilities
	O
	It contains the information to help the I-CSCF in the selection of the S-CSCF.

	Wildcarded Public Identity (See 7.2b)
	Wildcarded-Public-Identity
	O
	If the requests refers to a Wildcarded PSI or Wildcarded Public User Identity (the Public Identity in the request matches a Wildcarded PSI or Wildcarded Public User Identity in the HSS), the HSS shall include the corresponding Wildcarded Public Identity in this information element.

The matching of distinct Public Identies takes precedence over the matching of wildcarded public identities.

	LIA Flags 

(See 7.27)
	LIA-Flags
	O
	This information element contains a bit mask.

See 7.27 for the meaning of the bits.


* * * Next Change * * * *

6.2.2
HSS initiated update of User Information

This procedure is initiated by the HSS to update at least one of the following user information in S-CSCF:

-
User profile information and/or 

-
Charging information and/or 

-
Allowed WAF and/or WWSF Identities and/or

-
SIP Digest authentication information in the S-CSCF. 

This procedure shall not be used by the HSS to add, delete, or update the value of the IMSI. 

This procedure corresponds to the functional level operation Cx-Update_Subscr_Data (see 3GPP TS 23.228 [1]).

This procedure is mapped to the commands Push-Profile-Request/Answer in the Diameter application specified in 3GPP TS 29.229 [5].  Tables 6.2.2.1 and 6.2.2.2 describe the involved information elements.

Table 6.2.2.1: User Profile Update request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Private User Identity / Private Service Identity

(See 7.3 and 7.3a)
	User-Name


	M
	Private Identity.

The HSS shall always send a Private Identity that is known to the S-CSCF based on an earlier SAR/SAA procedure.

	User profile

(See 7.7)
	User-Data


	C
	Updated user profile (see sections 6.5.2.1 and 6.6.1), with the format defined in chapter 7.7.

It shall be present if the user profile is changed in the HSS. If the User-Data AVP is not present, the SIP-Auth-Data-Item or Charging-Information AVP or Allowed-WAF-WWSF-Identities AVP shall be present.

	Authentication Data (See 7.9)
	SIP-Auth-Data-Item
	C
	SIP Digest authentication information.

It shall be present if the used authentication scheme is SIP Digest and when password change has occurred in the HSS. 

If the SIP-Auth-Data-Item AVP is not present, the Charging-Information or User-Data AVP or Allowed-WAF-WWSF-Identities AVP shall be present.

See Table 6.3.6 for the contents of this information element.

	Charging Information (See 7.12)
	Charging-Information
	C
	Addresses of the charging functions.

It shall be present if the charging addresses are changed in the HSS. If the Charging-Information AVP is not present, the SIP-Auth-Data-Item or User-Data AVP or Allowed-WAF-WWSF-Identities AVP shall be present.

When this parameter is included, either the Primary-Charging-Collection-Function-Name AVP or the Primary-Event-Charging-Function-Name AVP shall be included. All other charging information shall be included if it is available.

	Routing Information (See 7.13)
	Destination-Host
	M
	It contains the name of the S-CSCF which originated the last update of the name of the multimedia server stored in the HSS for a given IMS Subscription. The address of the S-CSCF is the same as the Origin-Host AVP in the message sent from the S-CSCF.

	Allowed WAF and/or WWSF Identities (See 7.29)
	Allowed-WAF-WWSF-Identities
	C
	Addresses of the WAFs and/or WWSFs the subscription is allowing to use.

It shall be present if the allowed WAF and/or WWSF identities are changed in the HSS.


Table 6.2.2.2: User Profile Update response

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Result

(See 7.6)
	Result-Code / Experimental-Result
	M
	This information element indicates the result of the update of User Profile in the S-CSCF. 

Result-Code AVP shall be used for errors defined in the Diameter base protocol (see IETF RFC 6733 [x]).

Experimental-Result AVP shall be used for Cx/Dx errors. This is a grouped AVP which contains the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.


* * * Next Change * * * *

6.3
Authentication procedures

This procedure is used between the S-CSCF and the HSS to exchange information to support the authentication between the end user and the home IMS network. The procedure is invoked by the S-CSCF, corresponds to the combination of the operations Cx-AV-Req and Cx-AV-Req-Resp (see 3GPP TS 33.203 [3]) and is used:

-
To retrieve authentication vectors from the HSS.

-
To resolve synchronization failures between the sequence numbers in the UE and the HSS for authentication schemes that support this capability (e.g. IMS-AKA).

-
To promote the result of the NASS-level authentication to the IMS level.
-
To retrieve the IP-address secure binding information for GPRS-IMS-Bundled Authentication (GIBA) from the HSS.
This procedure is mapped to the commands Multimedia-Auth-Request/Answer in the Diameter application specified in 3GPP TS 29.229 [5]. Tables 6.3.1 through 6.3.7 detail the involved information elements. 
Table 6.3.1: Authentication Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Public User Identity

(See 7.2)
	Public-Identity
	M
	This information element contains the Distinct Public User Identity of the user

	Private User Identity

(See 7.3)
	User-Name
	M
	This information element contains the Private User Identity

	Number Authentication Items

(See 7.10)
	SIP-Number-Auth-Items
	M
	This information element indicates the number of authentication vectors requested. Certain authentication schemes do not support more than one set of authentication vectors (e.g. SIP Digest, GIBA).

	Authentication Data

(See 7.9)
	SIP-Auth-Data-Item
	M
	See Table 6.3.2 for the contents of this information element. 

	S-CSCF Name

(See 7.4)
	Server-Name
	M
	This information element contains the name (SIP URL) of the S-CSCF.

	Routing Information (See 7.13)
	Destination-Host
	C
	If the S-CSCF knows the HSS name this AVP shall be present. 

This information is available if the MAR belongs to an already existing registration, e.g. in case of the re-registration, where the HSS name is stored in the S-CSCF. The HSS name is obtained from the Origin-Host AVP, which is received from the HSS, e.g. included in the MAA command.

This information may not be available if the command is sent in case of the initial registration. In this case the Destination-Host AVP is not present and the command is routed to the next Diameter node, e.g. SLF, based on the Diameter routing table in the client.


Table 6.3.2: Authentication Data content in Authentication Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Authentication Scheme

(See 7.9.2)
	SIP-Authentication-Scheme
	M
	This information element indicates the authentication scheme. 

See 3GPP TS 29.229 [5] for a list of values 

	Authentication Context

(See 7.9.7)
	SIP-Authentication-Context
	C
	This information element shall contain authentication-related information relevant for performing the authentication. 

It shall be absent for IMS-AKA authentication schemes.

	Authorization Information

(See 7.9.4)
	SIP-Authorization
	C
	This information element shall only be present for a request due to an IMS-AKA synchronization failure.

If present, only IMS-AKA authentication schemes are allowed.


Table 6.3.3: Void
Table 6.3.4: Authentication Request Response

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity

(See 7.2)
	Public-Identity
	C
	Public User Identity. It shall be present when the result is DIAMETER_SUCCESS.

	Private User Identity

(See 7.3)
	User-Name
	C
	Private User Identity. It shall be present when the result is DIAMETER_SUCCESS.

	Number Authentication Items

(See 7.10)
	SIP-Number-Auth-Items
	C
	This information element indicates the number of authentication vectors delivered in the Authentication Data information element. 

It shall be present when the result is DIAMETER_SUCCESS. 

For SIP Digest, NASS Bundled authentication and GIBA this AVP shall be set to a value of 1.

	Authentication Data

(See 7.9)
	SIP-Auth-Data-Item
	C
	If the SIP-Number-Auth-Items AVP is equal to zero or it is not present, then this information element shall not be present.

See Table 6.3.5 for the contents of this information element.

	Result

(See 7.6)
	Result-Code / Experimental-Result
	M
	This information element indicates the result of the operation. 

It shall be mapped to Result-Code AVP for errors defined in the Diameter base protocol (see IETF RFC 6733 [x]).

It shall be mapped to Experimental-Result AVP for Cx/Dx errors. 

This information element is mapped to a grouped AVP which contains the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.


Table 6.3.5: Authentication Data information element content in Authentication Request Response

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Item Number

(See 7.9.1)
	SIP-Item-Number
	C
	This information element shall only be present for IMS-AKA authentication schemes.

This information element shall be present when there are multiple occurrences of the Authentication Data information element in the Authentication Request Response, and the order in which they should be processed is significant. 

In this scenario, Authentication Data information elements with a low Item Number information element value should be processed before Authentication Data information elements with a high Item Number information element value.

	Authentication Scheme

(See 7.9.2)
	SIP-Authentication-Scheme
	M
	This information element indicates the authentication scheme. 

	Authentication Information

(See 7.9.3)
	SIP-Authenticate
	C
	This information element shall only be present for IMS-AKA authentication schemes.



	Authorization Information

(See 7.9.4)
	SIP-Authorization
	C
	This information element shall only be present for IMS-AKA authentication schemes.



	Confidentiality Key

(See 7.9.5)
	Confidentiality-Key
	C
	This information element shall be present for IMS AKA authentication schemes.

It shall contain the confidentiality key. 

	Integrity Key

(See 7.9.6)
	Integrity-Key
	C
	This information element shall only be present for IMS-AKA authentication schemes.

This information element shall contain the integrity key. 

	Digest Authenticate

(See 7.9.8)
	SIP-Digest-Authenticate
	C
	This information element shall only be present for SIP Digest authentication scheme.

See Table 6.3.7 for contents of this grouped AVP.

	Line Identifier

(See 7.9.9)
	Line-Identifier
	C
	This information element shall only be present for NASS Bundled authentication scheme.

This information element contains fixed broadband access line identifier associated to the user. This information element can be repeated.

	Framed IP Address

(See 7.9.10)
	Framed-IP-Address
	C
	This information element shall only be present for GPRS-IMS-Bundled authentication scheme.

If the IP Address of the User is an IPv4 address, this AVP shall be included.

	Framed IPv6 Prefix
(See 7.9.11)
	Framed-IPv6-Prefix
	C
	This information element shall only be present for GPRS-IMS-Bundled authentication scheme.

If the IP Address of the User is an IPv6 address, this AVP shall be included.

	Framed Interface Id
(See 7.9.12)
	Framed-Interface-Id
	C
	This information element shall only be present for GPRS-IMS-Bundled authentication scheme.

If and only if the IP Address of the User is an IPv6 address and the Framed-IPv6-Prefix AVP alone is not unique for the user this AVP shall be included.


Table 6.3.6: Void
Table 6.3.7: Digest Authenticate information element content – Response for SIP Digest
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Digest Realm

(See 7.9.8.1)
	Digest-Realm
	M
	This information element corresponds to the Realm parameter as defined in IETF RFC 2617 [16].

	Digest Algorithm

(See 7.9.8.3)
	Digest-Algorithm
	O
	This information element contains the algorithm as defined in IETF RFC 2617 [16].

If this information element is not present, then "MD5" is assumed.

If this information element is present it shall contain "MD5".

	Digest QoP

(See 7.9.8.4)
	Digest-QoP
	M
	This information element contains the QoP as defined in IETF RFC 2617 [16]. This information element shall be set to a value of "auth" by the HSS.

	Digest HA1

(See 7.9.8.5)
	Digest-HA1
	M
	This information element contains the H(A1) as defined in IETF RFC 2617 [16].


Table 6.3.8: Void

Table 6.3.9: Void
* * * Next Change * * * *

6.4
User identity to HSS resolution

The User identity to HSS resolution mechanism enables the I-CSCF and the S-CSCF to find the identity of the HSS, that holds the subscriber data for a given Public Identity when multiple and separately addressable HSSs have been deployed by the network operator. The resolution mechanism is not required in networks that utilise a single HSS. An example for a single HSS solution is server farm architecture.

The resolution mechanism described in 3GPP TS 23.228 [1] shall use a Subscription Locator Function (SLF) or a Diameter Proxy Agent.

The I-CSCF and the S-CSCF accesses the SLF via the Dx interface. The Dx interface shall always be used in conjunction with the Cx interface. The Dx interface shall be based on the Diameter base protocol as specified in IETF RFC 6733 [x]. The SLF functionality shall use the routing mechanism provided by an enhanced Diameter redirect agent.

The SLF or the Diameter Proxy Agent shall be able to determine the HSS identity.

To get the HSS identity the I-CSCF and the S-CSCF shall send the Cx request normally destined to the HSS to a pre-configured Diameter address/name.

-
If this Cx Request is received by an SLF (acting as a Diameter redirect agent), the SLF shall determine the HSS identity and sends to the I-CSCF or S-CSCF a notification of redirection towards the HSS identity, in response to the Cx request. Multiple HSS identities may be included in the response, as specified in IETF RFC 6733 [x]. In such a case, the I-CSCF or the S-CSCF shall send the Cx Request to the first HSS identity in the ordered list received in the Cx Response from the SLF. If the I-CSCF or S-CSCF does not receive a successful response to the Cx Request, the I-CSCF or S-CSCF shall send a Cx Request to the next HSS identity in the ordered list. This procedure shall be repeated until a successful response from an HSS is received.

-
If this Cx Request is received by the Diameter Proxy Agent, the Diameter Proxy Agent shall determine the HSS identity based on the provided user identity and - if the Diameter load control mechanism is supported (see IETF draft-ietf-dime-load-03 [29]) - optionally also based on previously received load values from Load AVPs of type HOST. The Diameter Proxy Agent shall then forward the Cx request directly to the determined HSS. The I-CSCF and S-CSCF shall determine the HSS identity from the response to the Cx request received from the HSS.
While the I-CSCF is stateless, the S-CSCF shall store the HSS identity/name/Realm, as specified in 3GPP TS 23.228 [1] and shall use it in further Cx requests associated to the same IMS Public Identity.

In networks where the use of the user identity to HSS resolution mechanism is required, each I-CSCF and S-CSCF shall be configured with the address/name of the SLF or the Diameter Proxy Agent to enable use of these resolution mechanisms.

* * * End of Changes * * * *

