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* * * First Change * * * *

Annex X (informative): Untrusted WLAN authentication and authorization procedure
X.1
General
This clause provides example call flows for the Untrusted WLAN authentication and authorization procedure.
This Annex is informative and the normative descriptions in this specification and in 3GPP TS 33.402 [19] prevail over the descriptions in this Annex if there is any difference.
See subclause 8.2.2 of 3GPP TS 33.402 [19] for details on the IKEv2 and EAP-AKA procedures. This subclause focuses on the SWm, S6b and SWx signalling interactions.
X.2
Successful call flow 

Figure Annex X.2-1 describes a successful Untrusted WLAN authentication and authorization call flow.

[image: image1.emf] 

Roaming  

UE  

3GPP AAA  Proxy  

ePDG  

1.   IKE SA_INIT  

3GPP  AAA  

4 .  A uthentication  Vector Retrieval  

HSS  

PGW  

2.  IKE_AUTH_Request (User ID, APN,  Configuration Payload )  

3 .  DER  (EAP - RSP / Identity , User I dentity , APN )  

5 .  DEA   (EAP - REQ / AKA - Challenge)  

6 .  IKE_AUTH_Response ( EAP - REQ / AKA - Challenge  

7 .  IKE_AUTH_Request ( EAP - RSP / AKA - Challenge , IMEISV )  

8 .  DER   (EAP - RSP / AKA - Challenge ,  Terminal - Information )  

1 4 .   Create Session Request / PBU  

1 6 .   Create Session R esponse  /   PB A  

9.  DEA  ( EAP - REQ/ AKA - Notification)  

9 .  IKE_AUTH_Response ( EAP - REQ / AKA - Notification )    

9 .  IKE_AU TH_Request ( EAP - RSP   / AKA - Notification )    

9 .  DER  (EAP - RSP/AKA - Notification)  

11 .  DEA  (EAP - Success ,  subscription info,  MSK, Permanent User Identity )  

12 .  IKE_AUTH_Response ( EAP - Success )  

1 5 .   Update PGW Address  

10 .  Subscriber  Profile Retrieval   and Registration  

1 7 .  IKE_AUTH_Response (AUTH)  

13 .  IKE_AUTH_Requ est (AUTH )  


Figure Annex X.2-1: Untrusted WLAN Authentication and Authorization Procedure – successful case

3.
The ePDG sends the EAP-RSP/Identity payload to the 3GPP AAA Server and also indicates the user identity and requested APN, if received from the UE. 
4.
The 3GPP AAA Server retrieves authentication vectors for the UE from the HSS.
5.
The 3GPP AAA Server sends an EAP Request/AKA-Challenge. 
6.
The ePDG forwards the EAP payload to the UE and also requests the UE to provide its Mobile Equipment Identity if required. 
8.
The ePDG forwards the EAP payload to the 3GPP AAA Server. The user's Mobile Equipment Identity is also included, if available.
9.
If dynamic IP mobility selection is executed, the selected mobility mode is sent to the UE in an AKA-Notification request. 
10.
If the 3GPP AAA Server successfully authentifies the UE, the 3GPP AAA Server downloads the user's subscription information from the HSS.

11.
If the 3GPP AAA Server authorizes the access for the UE, the 3GPP AAA Server sends an EAP Success message that the ePDG forwards to the UE. The Result-Code AVP in the DEA message is set to DIAMETER_SUCESS. The subscription information, keying material and permanent user identity are also provided to the ePDG.
14.
The ePDG sends a Create Session Request/PBU message to the PDN GW to initiate the S2b tunnel establishment.
15.
The PDN GW informs the 3GPP AAA Server/HSS of its PDN GW identity and the APN corresponding to the UE's PDN Connection.
16.
The PDN GW returns a Create Session Response/PBA message to the ePDG, including the IP address(es) allocated for the UE.
17.
The IKEv2 negotiation completes. The ePDG provides the UE IP address to the UE. 
X.3
Call flow with IMEI check in VPLMN

Figure Annex X.3-1 describes a roaming call flow, with IMEI check performed in the VPLMN.
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Figure Annex X.3-1: Untrusted WLAN Authentication and Authorization Procedure, with IMEI check performed in the VPLMN
1. to 5. Same as Figure X.2-1.

6.
If IMEI check is required by operator policy, the ePDG requests the UE to provide its Mobile Equipment Identity. 
7.
Same as Figure X.2-1.

8.
The ePDG includes the Terminal-Information AVP in the DER command. If IMEI check is required by operator policy, the 3GPP AAA Proxy performs the IMEI check in the VPLMN. If the IMEI check allows to continue the authentication and authorization procedure, the 3GPP AAA Proxy forwards the DER to the 3GPP AAA Server (as shown in this figure). Otherwise the 3GPP AAA Proxy responds to the ePDG with the Experimental-Result-Code DIAMETER_ERROR_ILLEGAL_EQUIPMENT and sends a SWm Session Termination Request towards the 3GPP AAA Server.
9 to 17. Same as Figure X.2-1 if the IMEI check in VPLMN was successful. 


* * * End of Changes * * * *
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