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*** 1st Change ***

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 23.682: "Architecture enhancements to facilitate communications with packet data networks and applications".

[3]
3GPP TS 29.329: "Sh Interface based on the Diameter protocol".

[4]
IETF RFC 791: "Transmission Control Protocol".

[5]
IETF RFC 2234: "Augmented BNF for syntax specifications".

[6]
IETF RFC 3588: "Diameter Base Protocol".

[7]
IETF RFC 4006: "Diameter Credit Control Application".

[8]
IETF RFC 4960: "Stream Control Transmission Protocol".

[9]
IETF RFC 5719: "Updated IANA Considerations for Diameter Command Code Allocations".

[10]
3GPP TS 33.210: "Network Domain Security (NDS); IP network layer security".

[11]
3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".

[12]
3GPP TS 29.336: "Home Subscriber Server (HSS) diameter interfaces for interworking with packet data networks and applications".

[13]
3GPP TS 29.303: "Domain Name System Procedures; Stage 3".

[14]
3GPP TS 23.003: "Numbering, addressing and identification".
[15]
3GPP TS 23.040: "Technical realization of the Short Message Service (SMS)".

[16]
3GPP TS 29.229: "Cx and Dx interfaces based on the Diameter protocol".

[17]
3GPP TS 29.337: "Diameter-based T4 interface for communications with packet data networks and applications".

[18]
IETF RFC 6733: "Diameter Base Protocol".
*** 2nd Change ***

5.4
MTC-IWF load control

Upon receiving a device action request from the SCS:

-
if the MTC-IWF determines that the SCS has reached or exceeded the quota of Tsp requests that it is allowed to send, the MTC-IWF may respond to the SCS with a Device-Action-Answer command containing the Request-Status AVP with the value set to QUOTAEXCEEDED.

-
if the MTC-IWF determines that the SCS has exceeded its rate of initiating Tsp requests, the MTC-IWF may respond to the SCS with a Device-Action-Answer command containing the Request-Status AVP with a value set to RATEEXCEEDED.

-
if the MTC-IWF is in an overload condition, the MTC-IWF may respond to the SCS with a Device-Action-Answer command containing the Result-Code AVP with the value set to DIAMETER_TOO_BUSY, see IETF RFC 6733 [18].

For the above cases, the SCS on receiving the response from MTC-IWF, may  provide an indication of the failed request to the application requesting services to the SCS.

Alternatively, for RATEEXCEEDED and DIAMETER_TOO_BUSY, the SCS may implement a backoff timer which when running the SCS does not initiate Tsp requests to the MTC-IWF. Once the timer expires, the SCS may attempt to use the MTC-IWF which was formerly in an overload condition or for which SCS had exceeded the rate of Tsp requests. The algorithm the SCS uses for the backoff timer is out of scope of the 3GPP specification.

*** 3rd Change ***

6.1
Protocol support

6.1.1
Use of Diameter base protocol

The Diameter Base Protocol as specified in  IETF RFC 6733 [18] shall apply except as modified by the defined support of the methods and the defined support of the commands and AVPs, result and error codes as specified in this specification. Unless otherwise specified, the procedures specified in IETF RFC 6733 [18] (including error handling and unrecognised information handling) shall be used unmodified. Only commands related to peer-to-peer connection are re-used from the Diameter Base Protocol, i.e. Capabilities-Exchange-Request (CER), Capabilities-Exchange-Answer (CEA), Disconnect-Peer-Request (DPR), Disconnect-Peer-Answer (DPA), Device-Watchdog-Request (DWR) and Device-Watchdog-Answer (DWA).

With regards to the Diameter protocol defined over the Tsp interface, the MTC-IWF acts as the Diameter server, in the sense that it is the network element that handles action requests and sends notifications for a particular realm. The SCS acts as the Diameter client, in the sense that it is the network element requesting actions and handles notification from the MTC-IWF.

A Diameter routing table entry can have a different destination based on the application identifier of the command. The application identifier stored in the command header must match the value of any application identifier AVPs in the command body. Diameter agents (relay, proxy, redirection, translation agents) should use the application identifier in the command header to route to a suitable destination.
6.1.3
Advertising Application Support

The Diameter application identifier assigned to the Tsp interface application is 16777309.

The SCS and MTC-IWF shall advertise support of the Diameter Tsp application by including the value of the Tsp application identifier in the Auth-Application-Id AVP within the Vendor-Specific-Application-Id grouped AVP of the CER and CEA commands.

The vendor identifier value of 3GPP (10415) shall be included in the Supported-Vendor-Id AVP of the CER and CEA commands, and in the Vendor-Id AVP within the Vendor-Specific-Application-Id grouped AVP of the CER and CEA commands.

The Vendor-Id AVP included in CER and CEA commands that is not included in the Vendor-Specific-Application-Id AVPs as described above shall indicate the manufacturer of the Diameter node as per IETF RFC 6733 [18].

*** 4th Change ***

6.2
Initialization and maintenance of connection and session

A Tsp peer-to-peer connection is a connection between SCS and MTC-IWF. It has no associated meaning beyond this link - i.e. it has no meaning between communication endpoints such as MTC applications and the UEs. A Tsp peer-to-peer connection may carry commands associated with multiple MTC applications and/or multiple UEs.

A Tsp Diameter session shall consist of a single request and answer pair. The Tsp Diameter session is terminated after each request and answer pair interaction, i.e. the Tsp Diameter session shall not keep the session state. 
In order to indicate that the session state is not to be maintained, the Diameter client and server shall include the Auth-Session-State AVP with the value set to NO_STATE_MAINTAINED (1), in the request and in the answer messages (see IETF RFC 6733 [18]).

Communications between UE and MTC application may span multiple Tsp Diameter sessions.

*** 5th Change ***

6.3.1
General

The Diameter security mechanisms as specified in IETF RFC 6733 [18] shall apply to the Tsp reference point unless explicitly stated otherwise.

NOTE:
The use of Diameter is based on IETF RFC 3588 [6] in pre Release-14. Nevertheless, the security mechanism defined for the Tsp reference point rather aligns with the security mechanism in IETF RFC 6733 [18]. The only difference to the security in IETF RFC 6733 [18] is that the support for DTLS is made conditional on the support of SCTP.

*** 6th Change ***

6.3.2
Mutual authentication

The present document covers only Tsp interface security procedures for deployments where a DIAMETER message on the Tsp interface between MTC-IWF and SCS shall pass through at most one DIAMETER agent in the security domain, in which the MTC-IWF resides (called ‘MTC-IWF-side agent’ in the sequel), and one DIAMETER agent in the security domain, in which the SCS resides (called ‘SCS-side agent’ in the sequel).

NOTE 1:
Other deployments are possible, but they are not recommended for the purposes of the Tsp interface.

Mutual authentication between a node in the security domain, in which the MTC-IWF resides, and a node in the security domain, in which the SCS resides, shall be performed using TLS or IPsec as specified in IETF RFC 6733 [18], with the exception that the security profiles specified in clause 6. 3.3 of the present document shall apply.

The following rules shall apply:

-
There shall be no intermediate DIAMETER agent in a third security domain between the security domain of the MTC-IWF and the security domain of the SCS.

-
In the security domain of the MTC-IWF, the node performing the Tsp-related mutual authentication shall be the MTC-IWF-side agent, if present, and the MTC-IWF otherwise.

-
In the security domain of the SCS, the node performing the Tsp-related mutual authentication shall be the SCS -side agent, if present, and the SCS otherwise.

-
The peers shall verify the peer identity received in CER/CEA messages against the identity (e.g. name in the certificate) authenticated by means of TLS or IPsec.

-
Domain authorization check: a suitable node in the security domain receiving a Tsp-related DIAMETER message shall check that the originator of this message, i.e the SCS (or MTC-IWF respectively), as identified at the application layer, is indeed authorized to send this message via the peer whose identity was verified in the previous step. This check may be performed through suitable local tables associating SCSs (or MTC-IWFs respectively) with nodes in the originating security domain whose identities can be verified by the receiving domain. The node performing this domain authorization check shall be either the MTC-IWF or the MTC-IWF-side agent for messages destined to the MTC-IWF and either the SCS or the SCS-side agent for messages destined to the SCS.

NOTE 2:
The MTC-IWF can perform the domain authorization check even in the presence of an MTC-IWF-side agent as the latter includes the verified peer identity in the Route-Record AVP. (Analogously for the SCS -side) The concept of domain authorization check is defined by the bullet above and not taken from another normative document.

-
The MTC-IWF-side agent (the SCS-side agent respectively) shall perform egress filtering in that it only forwards (Tsp-related) DIAMETER messages originating from MTC-IWFs (SCSs respectively) in its own security domain.

*** 7th Change ***

6.4.1
General

Table 6.4.1.1 describes the Diameter AVPs defined for the Tsp reference point, their AVP Code values, types and possible flag values. The Vendor-Id header of all AVPs defined in the present document shall be set to 3GPP (10415). For all AVPs which contain bit masks and are of the type Unsigned32, bit 0 shall be the least significant bit. For example, to get the value of bit 0, a bit mask of 0x0001 should be used.

Table 6.4.1.1: Tsp specific Diameter AVPs

	
	
	
	
	AVP Flag rules (Note 1)
	Applicability (Note 2)

	Attribute Name
	AVP Code
	Clause defined
	Value Type 
	Must
	May
	Should not
	Must not
	

	Device-Action
	3001
	6. 4.2
	Grouped
	M,V
	P
	
	
	

	Device-Notification
	3002
	6.4.3
	Grouped
	M,V
	P
	
	
	

	Trigger-Data
	3003
	6.4.4
	Grouped
	M,V
	P
	
	
	

	Payload
	3004
	6.4.5
	OctetString
	M,V
	P
	
	
	

	Action-Type
	3005
	6.4.6
	Enumerated
	M,V
	P
	
	
	

	Priority-Indication
	3006
	6.4.7
	Enumerated
	M,V
	P
	
	
	

	Reference-Number
	3007
	6.4.8
	Unsigned32
	M,V
	P
	
	
	

	Request-Status
	3008
	6.4.9
	Enumerated
	M,V
	P
	
	
	

	Delivery-Outcome
	3009
	6.4.10
	Enumerated
	M,V
	P
	
	
	

	Application-Port-Identifier
	3010
	6.4.11
	Unsigned32
	M,V
	P
	
	
	

	Old-Reference-Number
	3011
	6.4.12
	Unsigned32
	V
	P
	
	M
	Device-Trigger-Recall-Replace

	Feature-Supported-In-Final-Target AVP
	3012
	6.4.13
	Unsigned32
	V
	P
	
	M
	Device-Trigger-Recall-Replace

	NOTE 1:
The AVP header bit denoted as 'M', indicates whether support of the AVP is required. The AVP header bit denoted as 'V', indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see IETF RFC 6733 [18].

NOTE 2:
AVPs marked with a supported feature (e.g. "Device-Trigger-Recall-Replace") are applicable as described in clause 6.4.12.


*** 8th Change ***

6.6.1
Command-Code Values

This section defines the Command-Code values for the Tsp interface application as allocated by IANA from the vendor-specific namespace defined in IETF RFC 5719 [9]. Every command is defined by means of the ABNF syntax IETF RFC 2234 [5], according to the rules in IETF RFC 6733 [18].

The following Command Codes are defined in this specification:

Table 6.6.1.1: Command-Code values for Tsp

	Command-Name
	Abbreviation
	Code
	Section

	Device-Action-Request
	DAR
	8388639
	6. 6.2

	Device-Action-Answer
	DAA
	8388639
	6. 6.3

	Device-Notification-Request
	DNR
	8388640
	6. 6.4

	Device-Notification-Answer
	DNA
	8388640
	6. 6.5


For the commands defined in this specification and reused commands, the Application-ID field shall be set to 16777309.

*** End of Changes ***

