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* * * Next Change * * * 
5.X
SOAP Authentication
The UDR may support the SOAP WS-Security extension [xx] and "UsernameToken" authentication as specified by the Oasis Web Services Security [yy]. 
The WS-Security Username field may be set to a value that is correlated with the username of the LDAP BindRequest (see clause 5.2).

NOTE:
As security is handled at the IP Layer (see clause 8), optional security mechanisms (i.e. signature, encryption and passwordDigest) as described in the Oasis Web Services Security specifications [xx][yy] are not required for the Ud inteface.
6.6
Subscribe
Subscribe request messages shall make use of the HTTP Post method and contain a SOAP message envelope.

Subscribe response messages shall be coded as HTTP response message and shall contain a SOAP envelope.

Subscribe request and response messages shall contain a SOAP message envelope header with a header block containing the following elements:

-
msgId
This element uniquely identifies the Subscribe message request – response pair within a connection. The msgId is of type integer. The FE shall allocate the value and use it together with the connId (if any) to correlate a received subscribe response with a sent subscribe request. 

-
connId
This optional element identifies the connection between FE and UDR. The connId is of type integer. If used, the value is allocated by the FE and is used together with the msgId to correlate a subscribe response with a subscribe request.
Optionally, the Subscribe request SOAP message envelope may contain an authentication ws-security header block and a UsernameToken element containing the following elements:

-
Username

-
Password
An example of a SOAP envelope header for a Subscribe request message is given below:

  <env:Header>
    <wsse:Security xmlns:wsse="http://schemas.xmlsoap.org/ws/2003/06/secext">

   
  <wsse:UsernameToken wsu:Id="sample" 

       



xmlns:wsu="http://schemas.xmlsoap.org/ws/2003/06/utility">

      <wsse:Username>http://udfe.example.org:8080/UDRNotificationService
                  </wsse:Username>

   
   <wsse:Password Type="wsse:PasswordText">password</wsse:Password> 

                  </wsse:UsernameToken>

    </wsse:Security>
    <hb:CorrelationHeader xmlns:hb="urn:headerblock" env:mustUnderstand="true">
      <hb:msgId>25409</hb:msgId>
      <hb:connId>2</hb:connId>
    </hb:CorrelationHeader>
  </env:Header>

The UDR shall copy the SOAP Envelope CorrelationHeader received in the Subscribe request and send it unmodified in the Subscribe response.

Subscribe request messages shall contain a SOAP message envelope body formatted according to the XML schema defined in Annex A.

Subscribe response messages shall contain an empty SOAP message envelope body, unless SOAP Fault element is included to indicate detailed error information. The HTTP status code in the Subscribe response message is used to indicate success or failure.
* * * End of Change * * * 
