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***** First change *****
10A.2.1
General

The following procedures are defined for the ProSe direct discovery for public safety use:

-
announcing UE procedure for UE-to-network relay discovery;

-
monitoring UE procedure for UE-to-network relay discovery;

-
discoverer UE procedure for UE-to-network relay discovery;

-
discoveree UE procedure for UE-to-network relay discovery;

-
announcing UE procedure for group member discovery;

-
monitoring UE procedure for group member discovery;

-
discoverer UE procedure for group member discovery;

-
discoveree UE procedure for group member discovery;

-
announcing UE procedure for UE-to-network relay discovery additional information; and

-
monitoring UE procedure for UE-to-network relay discovery additional information;


Each ProSe-enabled Public Safety UE needs to obtain the security parameters from the ProSe Key Management Function before participating in ProSe direct discovery for public safety use, as specified in 3GPP TS 33.303 [6]. For each given Relay Service Code in UE-to-network relay discovery or Discovery Group ID in group member discovery, the ProSe Key Management Function (PKMF) will provide the following in the security parameters:

-
PSDK (Public Safety Discovery Key) and the associated Expiry Time for this PSDK;
-
configurations to signal which combination of keys to be used for the discovery process; and
-
optionally, if DUCK is to be used, an indication of which PC5_DISCOVERY message fields shall be protected by the DUCK.
After receiving the PSDK from the PKMF for the relay service or discovery group, the UE shall use it to derive specific DUIK, DUCK and DUSK needed to protect the ProSe direct discovery messages for the corresponding public safety use, as specified in 3GPP TS 33.303 [6].
***** Next change *****
10A.2.2.2
Announcing UE procedure for UE-to-network relay discovery initiation

The UE is authorised to perform the announcing UE procedure for UE-to-network relay discovery if:

a)
the UE is served by E-UTRAN, is authorised to perform ProSe direct discovery for public safety use announcing in the registered PLMN as specified in clause 5, is authorised to act as a UE-to-network relay in the registered PLMN as specified in clause 5 and the lower layers indicate that discovery operation of a UE-to-network relay is supported; and

b)
the UE is configured with the Relay Service Code parameter identifying the connectivity service to be announced and with the User Info ID for the UE-to-network relay discovery parameter, as specified in clause 5;

otherwise the UE is not authorised to perform the announcing UE procedure for UE-to-network relay discovery.
Figure 10A.2.2.2.1 illustrates the interaction of the UEs in the announcing UE procedure for UE-to-network relay discovery.
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Figure 10A.2.2.2.1: Announcing UE procedure for UE-to-network relay discovery

When the UE is triggered by an upper layer application to announce availability of a connectivity service provided by a UE-to-network relay, if the UE is authorised to perform the announcing UE procedure for UE-to-network relay discovery, then the UE:

a)
if the UE is served by E-UTRAN, and the UE in EMM-IDLE mode needs to request resources for sending PC5_DISCOVERY messages for public safety as specified in 3GPP TS 36.331 [12], shall perform a service request procedure or tracking area update procedure as specified in 3GPP TS 24.301 [11];
b)
shall obtain a valid UTC time for the discovery transmission from the lower layers and generate the UTC-based counter corresponding to this UTC time as specified in subclause 12.2.2.18;

c)
 shall generate a PC5_DISCOVERY message for UE-to-Network Relay Discovery Announcement according to subclause 11.2.5.1. In the PC5_DISCOVERY message for UE-to-Network Relay Discovery Announcement, the UE:

1)
shall set the ProSe Relay UE ID to a ProSe UE ID used for ProSe direct communication for the connectivity service to be announced;

2)
shall set the Announcer Info parameter to the User Info ID for the UE-to-network relay discovery parameter, configured in clause 5; 
3)
shall set the Relay Service Code parameter to the Relay Service Code parameter identifying the connectivity service to be announced, configured in clause 5; and
4)
shall set the UTC-based counter LSB parameter to include the four least significant bits of the UTC-based counter;
d)
shall apply the DUIK, DUSK, or DUCK with the associated Encrypted Bitmask, along with the UTC-based counter to the PC5_DISCOVERY message for whichever security mechanism(s) configured to be applied, e.g. integrity protection, message scrambling or confidentiality protection of one or more above parameters, as specified in 3GPP TS 33.303 [6]; and

e)
shall pass the resulting PC5_DISCOVERY message for UE-to-Network Relay Discovery Announcement to the lower layers for transmission over the PC5 interface with an indication that the message is for public safety use.

The UE shall ensure that it keeps on passing the same PC5_DISCOVERY message and the indication that the message is for public safety use to the lower layers for transmission until the UE is triggered by an upper layer application to stop announcing availability of a connectivity service provided by a UE-to-network relay, or until the UE stops being authorised to perform the announcing UE procedure for UE-to-network relay discovery. How this is achieved is left up to UE implementation.
***** Next change *****
10A.2.3.2
Monitoring UE procedure for UE-to-network relay discovery initiation

The UE is authorised to perform the monitoring UE procedure for UE-to-network relay discovery if:

a)
the following is true:

1)
the UE is not served by E-UTRAN, is authorised to perform ProSe direct discovery for public safety use monitoring when the UE is not served by E-UTRAN as specified in clause 5, is authorised to act as a remote UE towards a UE-to-network relay as specified in clause 5 and is configured with the radio parameters to be used for ProSe direct discovery for public safety use when not served by E-UTRAN; or

2)
the UE is served by E-UTRAN, is authorised to perform ProSe direct discovery for public safety use monitoring in at least one PLMN as specified in clause 5, is authorised to act as a remote UE towards a UE-to-network relay in the registered PLMN as specified in clause 5, and the lower layers indicate that discovery operation of a UE-to-network relay is supported; and

b)
the UE is configured with the Relay Service Code parameter identifying the connectivity service to be monitored and with the IP version(s) to be used for the traffic of the connectivity service to be monitored, as specified in clause 5;

otherwise the UE is not authorised to perform the monitoring UE procedure for UE-to-network relay discovery.
Figure 10A.2.3.2.1 illustrates the interaction of the UEs in the monitoring UE procedure for UE-to-network relay discovery.
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Figure 10A.2.3.2.1: Monitoring UE procedure for UE-to-network relay discovery

When the UE is triggered by an upper layer application to monitor proximity of a connectivity service provided by a UE-to-network relay, and if the UE is authorised to perform the monitoring UE procedure for UE-to-network relay discovery, then the UE shall instruct the lower layers to start monitoring for PC5_DISCOVERY messages. 

Upon reception of a PC5_DISCOVERY message for UE-to-Network Relay Discovery Announcement according to subclause 11.2.5.1, for the target Relay Service Code of the connectivity service which the UE is authorized to monitor, the UE shall use the associated DUSK, if configured, and the UTC-based counter obtained during the monitoring operation to unscramble the PC5_DISCOVERY message as described in 3GPP TS 33.303 [6]. Then, if a DUCK is configured, the UE shall use the DUCK and the UTC-based counter to decrypt the configured message-specific confidentiality-protected portion, as described in in 3GPP TS 33.303 [6]. Finally, if a DUIK is configured, the UE shall use the DUIK and the UTC-based counter to verify the MIC field in the unscrambled PC5_DISCOVERY message for UE-to-Network Relay Discovery Announcement.
NOTE:
The use of an erroneous UTC-based counter for processing the received PC5_DISCOVERY messages at the ProSe-enabled Public Safety UE can cause MIC check failure after DUIK is used for integrity check, and malformed contents after DUSK is used for unscrambling or DUCK is used for deciphering. How a ProSe-enabled Public Safety UE ensures the accuracy of the UTC-based counter is left to UE implementation.
Then if:

-
the Relay Service Code parameter of the PC5_DISCOVERY message for UE-to-Network Relay Discovery Announcement is the same as the Relay Service Code parameter configured as specified in clause 5 for the connectivity service being monitored; and

-
the User Info ID of the UE-to-network relay is not configured as specified in clause 5 for the connectivity service being monitored, or the Announcer Info parameter of the PC5_DISCOVERY message for UE-to-Network Relay Discovery Announcement is the same as the User Info ID of the UE-to-network relay configured as specified in clause 5 for the connectivity service being monitored;

then the UE shall consider that the connectivity service the UE seeks to monitor has been discovered.
***** Next change *****
10A.2.4.2
Discoverer UE procedure for UE-to-network relay discovery initiation

The UE is authorised to perform the discoverer UE procedure for UE-to-network relay discovery if:

a)
the following is true:

1)
the UE is not served by E-UTRAN, is authorised to perform ProSe direct discovery for public safety use discoverer operation when the UE is not served by E-UTRAN as specified in clause 5, is authorised to act as a remote UE towards a UE-to-network relay as specified in clause 5 and is configured with the radio parameters to be used for ProSe direct discovery for public safety use when not served by E-UTRAN; or

2)
the UE is served by E-UTRAN, is authorised to perform ProSe direct discovery for public safety use discoverer operation in the registered PLMN as specified in clause 5, is authorised to act as a remote UE towards a UE-to-network relay in the registered PLMN as specified in clause 5, and the lower layers indicate that discovery operation of a UE-to-network relay is supported; and

b)
the UE is configured with the Relay Service Code parameter identifying the connectivity service to be solicited and with the User Info ID for the UE-to-network relay discovery parameter, as specified in clause 5;

otherwise the UE is not authorised to perform the Discoverer UE procedure for UE-to-network relay discovery.
Figure 10A.2.4.2.1 illustrates the interaction of the UEs in the Discoverer UE procedure for UE-to-network relay discovery.
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Figure 10A.2.4.2.1: Discoverer UE procedure for UE-to-network relay discovery

When the UE is triggered by an upper layer application to solicit proximity of a connectivity service provided by a UE-to-network relay of other UEs, and if the UE is authorised to perform the discoverer UE procedure for UE-to-network relay discovery, then the UE:

a)
if the UE is served by E-UTRAN, and the UE in EMM-IDLE mode needs to request resources for sending PC5_DISCOVERY messages for public safety as specified in 3GPP TS 36.331 [12], shall perform a service request procedure or tracking area update procedure as specified in 3GPP TS 24.301 [11];
b)
shall obtain a valid UTC time for the discovery transmission from the lower layers and generate the UTC-based counter corresponding to this UTC time as specified in subclause 12.2.2.18;

c)
shall generate a PC5_DISCOVERY message for UE-to-Network Relay Discovery Solicitation according to subclause 11.2.5.1. In the PC5_DISCOVERY message for UE-to-Network Relay Discovery Solicitation, the UE:

1)
shall set the Discoverer Info parameter to the User Info ID for the UE-to-network relay discovery parameter, configured in clause 5;

2)
shall set the Relay Service Code parameter to the Relay Service Code parameter identifying the connectivity service to be solicited, configured in clause 5; and
3)
shall set the UTC-based counter LSB parameter to include the four least significant bits of the UTC-based counter;
d)
shall apply the DUIK, DUSK, or DUCK with the associated Encrypted Bitmask, along with the UTC-based counter to the PC5_DISCOVERY message for whichever security mechanism(s) configured to be applied, e.g. integrity protection, message scrambling or confidentiality protection of one or more above parameters, as specified in 3GPP TS 33.303 [6]; and

e)
shall pass the resulting PC5_DISCOVERY message for UE-to-Network Relay Discovery Solicitation to the lower layers for transmission over the PC5 interface with an indication that the message is for public safety use.

The UE shall ensure that it keeps on passing the same PC5_DISCOVERY message and the indication that the message is for public safety use to the lower layers for transmission until the UE is triggered by an upper layer application to stop soliciting proximity of a connectivity service provided by a UE-to-network relay, or until the UE stops being authorised to perform the discoverer UE procedure for UE-to-network relay discovery. How this is achieved is left up to UE implementation.
Upon reception of a PC5_DISCOVERY message for UE-to-Network Relay Discovery Response according to subclause 11.2.5.1, for the target Relay Service Code of the connectivity service which the UE is authorized to discover, the UE shall use the associated DUSK, if configured, and the UTC-based counter obtained during the reception operation to unscramble the PC5_DISCOVERY message as described in 3GPP TS 33.303 [6]. Then, if a DUCK is configured, the UE shall use the DUCK and the UTC-based counter to decrypt the configured message-specific confidentiality-protected portion, as described in in 3GPP TS 33.303 [6]. Finally, if a DUIK is configured, the UE shall use the DUIK and the UTC-based counter to verify the MIC field in the unscrambled PC5_DISCOVERY message for UE-to-Network Relay Discovery Response.

Then if:

-
the Relay Service Code parameter of the PC5_DISCOVERY message for UE-to-Network Relay Discovery Response is the same as the Relay Service Code parameter of the PC5_DISCOVERY message for UE-to-Network Relay Discovery Solicitation; and

-
the User Info ID of the UE-to-network relay is not configured as specified in clause 5 for the connectivity service being solicited, or the Discoverer Info parameter of the PC5_DISCOVERY message for UE-to-Network Relay Discovery Response is the same as the User Info ID of the UE-to-network relay configured as specified in clause 5 for the connectivity service being solicited;

then the UE shall consider that the connectivity service the UE seeks to discover has been discovered.
***** Next change *****
10A.2.5.2
Discoveree UE procedure for UE-to-network relay discovery initiation

The UE is authorised to perform the discoveree UE procedure for UE-to-network relay discovery if:

a)
the UE is served by E-UTRAN, is authorised to perform ProSe direct discovery for public safety use discoveree operation in the registered PLMN as specified in clause 5, is authorised to act as a UE-to-network relay in the registered PLMN as specified in clause 5, and the lower layers indicate that discovery operation of a UE-to-network relay is supported; and

b)
the UE is configured with the Relay Service Code parameter identifying the connectivity service to be responded to and with the User Info ID for the UE-to-network relay discovery parameter, as specified in clause 5;

otherwise the UE is not authorised to perform the discoveree UE procedure for UE-to-network relay discovery.
Figure 10A.2.5.2.1 illustrates the interaction of the UEs in the discoveree UE procedure for UE-to-network relay discovery.
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Figure 10A.2.5.2.1: Discoveree UE procedure for UE-to-network relay discovery

When the UE is triggered by an upper layer application to start responding to solicitation on proximity of a connectivity service provided by the UE-to-network relay, and if the UE is authorised to perform the discoveree UE procedure for UE-to-network relay discovery, then the UE:

a)
if the UE is served by E-UTRAN, and the UE in EMM-IDLE mode needs to request resources for sending PC5_DISCOVERY messages for public safety as specified in 3GPP TS 36.331 [12], shall perform a service request procedure or tracking area update procedure as specified in 3GPP TS 24.301 [11]; and
b)
shall instruct the lower layers to start monitoring for PC5_DISCOVERY messages. 

Upon reception of a PC5_DISCOVERY message for UE-to-Network Relay Discovery Solicitation according to subclause 11.2.5.1, for the Relay Service Code of the connectivity service which the UE is authorized to respond, the UE shall use the associated DUSK, if configured, and the UTC-based counter obtained during the reception operation to unscramble the PC5_DISCOVERY message as described in 3GPP TS 33.303 [6]. Then, if a DUCK is configured, the UE shall use the DUCK and the UTC-based counter to decrypt the configured message-specific confidentiality-protected portion, as described in in 3GPP TS 33.303 [6]. Finally, if a DUIK is configured, the UE shall use the DUIK and the UTC-based counter to verify the MIC field in the unscrambled PC5_DISCOVERY message for UE-to-Network Relay Discovery Solicitation.
Then, if the Relay Service Code parameter of the PC5_DISCOVERY message for UE-to-Network Relay Discovery Solicitation is the same as the Relay Service Code parameter configured as specified in clause 5 for the connectivity service, the UE:

a)
shall obtain a valid UTC time for the discovery transmission from the lower layers and generate the UTC-based counter corresponding to this UTC time as specified in subclause 12.2.2.18;

b)
shall generate a PC5_DISCOVERY message for UE-to-Network Relay Discovery Response according to subclause 11.2.5.1. In the PC5_DISCOVERY message for UE-to-Network Relay Discovery Response, the UE:

1)
shall set the ProSe Relay UE ID to a ProSe UE ID used for ProSe direct communication for the connectivity service;

2)
shall set the Discoveree Info parameter to the User Info ID for the UE-to-network relay discovery parameter, configured in clause 5;
3)
shall set the Relay Service Code parameter to the Relay Service Code parameter of the PC5_DISCOVERY message for UE-to-Network Relay Discovery Solicitation; and
4)
shall set the UTC-based counter LSB parameter to include the four least significant bits of the UTC-based counter;
c)
shall apply the DUIK, DUSK, or DUCK with the associated Encrypted Bitmask, along with the UTC-based counter to the PC5_DISCOVERY message for whichever security mechanism(s) configured to be applied, e.g. integrity protection, message scrambling or confidentiality protection of one or more above parameters, as specified in 3GPP TS 33.303 [6]; and

d)
shall pass the resulting PC5_DISCOVERY message for UE-to-Network Relay Discovery Response with an indication that the message is for public safety use to the lower layers for transmission over the PC5 interface.

***** Next change *****
10A.2.6.2
Announcing UE procedure for group member discovery initiation

The UE is authorised to perform the announcing UE procedure for group member discovery if:

a)
the following is true:

1)
the UE is not served by E-UTRAN, is authorised to perform ProSe direct discovery for public safety use announcing when the UE is not served by E-UTRAN as specified in clause 5, and is configured with the radio parameters to be used for ProSe direct discovery for public safety use when not served by E-UTRAN; or

2)
the UE is served by E-UTRAN, and is authorised to perform ProSe direct discovery for public safety use announcing in the registered PLMN as specified in clause 5; and

Editor's note (WI: eProSe-Ext-CT, CR#0155): FFS whether the access stratum indicates support of the operation of a Group member discovery. There is a similar indication for UE-to-network relay operation.

b)
the UE is configured with the Discovery Group ID parameter identifying the discovery group to be announced and with the User Info ID for the group member discovery parameter, as specified in clause 5;

otherwise the UE is not authorised to perform the announcing UE procedure for group member discovery.
Figure 10A.2.6.2.1 illustrates the interaction of the UEs in the announcing UE procedure for group member discovery.
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Figure 10A.2.6.2.1: Announcing UE procedure for group member discovery

When the UE is triggered by an upper layer application to announce availability in a discovery group, if the UE is authorised to perform the announcing UE procedure for group member discovery, then the UE:

a)
if the UE is served by E-UTRAN, and the UE in EMM-IDLE mode needs to request resources for sending PC5_DISCOVERY messages for public safety as specified in 3GPP TS 36.331 [12], shall perform a service request procedure or tracking area update procedure as specified in 3GPP TS 24.301 [11];
b)
shall obtain a valid UTC time for the discovery transmission from the lower layers and generate the UTC-based counter corresponding to this UTC time as specified in subclause 12.2.2.18;
c)
shall generate a PC5_DISCOVERY message for Group Member Discovery Announcement according to subclause 11.2.5.1. In the PC5_DISCOVERY message for Group Member Discovery Announcement, the UE:

1)
shall set the ProSe UE ID to a ProSe UE ID used for ProSe direct communication;

2)
shall set the Announcer Info parameter to the User Info ID for the group member discovery parameter, configured in clause 5;

3)
shall set the Discovery Group ID parameter to the Discovery Group ID parameter identifying the discovery group to be announced, configured in clause 5; and
4)
shall set the UTC-based counter LSB parameter to include the four least significant bits of the UTC-based counter;
d)
shall apply the DUIK, DUSK, or DUCK with the associated Encrypted Bitmask, along with the UTC-based counter to the PC5_DISCOVERY message for whichever security mechanism(s) configured to be applied, e.g., integrity protection, message scrambling or confidentiality protection of one or more above parameters, as specified in 3GPP TS 33.303 [6]; and

e)
shall pass the resulting PC5_DISCOVERY message for Group Member Discovery Announcement to the lower layers for transmission over the PC5 interface with an indication that the message is for public safety use.

The UE shall ensure that it keeps on passing the same PC5_DISCOVERY message and the indication that the message is for public safety use to the lower layers for transmission until the UE is triggered by an upper layer application to stop announcing availability in a discovery group, or until the UE stops being authorised to perform the announcing UE procedure for group member discovery. How this is achieved is left up to UE implementation.
***** Next change *****
10A.2.7.2
Monitoring UE procedure for group member discovery initiation

The UE is authorised to perform the monitoring UE procedure for group member discovery if:

a)
the following is true:

1)
the UE is not served by E-UTRAN, is authorised to perform ProSe direct discovery for public safety use monitoring when the UE is not served by E-UTRAN as specified in clause 5, and is configured with the radio parameters to be used for ProSe direct discovery for public safety use when not served by E-UTRAN; or

2)
the UE is served by E-UTRAN, and is authorised to perform ProSe direct discovery for public safety use monitoring in at least one PLMN as specified in clause 5; and

Editor's note (WI: eProSe-Ext-CT, CR#0155): FFS whether the access stratum indicates support of the operation of a group member discovery.

b)
the UE is configured with the Discovery Group ID parameter identifying the discovery group to be monitored, as specified in clause 5;

otherwise the UE is not authorised to perform the monitoring UE procedure for group member discovery.
Figure 10A.2.7.2.1 illustrates the interaction of the UEs in the monitoring UE procedure for group member discovery.
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Figure 10A.2.7.2.1: Monitoring UE procedure for group member discovery;

When the UE is triggered by an upper layer application to monitor proximity of other UEs in a discovery group, and if the UE is authorised to perform the monitoring UE procedure for group member discovery, then the UE shall instruct the lower layers to start monitoring for PC5_DISCOVERY messages. 

Upon reception of a PC5_DISCOVERY message for Group Member Discovery Announcement according to subclause 11.2.5.1, for the target Discovery Group ID of the discovery group to be monitored, the UE shall use the associated DUSK, if configured, and the UTC-based counter obtained during the monitoring operation to unscramble the PC5_DISCOVERY message as described in 3GPP TS 33.303 [6]. Then, if a DUCK is configured, the UE shall use the DUCK and the UTC-based counter to decrypt the configured message-specific confidentiality-protected portion, as described in in 3GPP TS 33.303 [6]. Finally, if a DUIK is configured, the UE shall use the DUIK and UTC-based counter to verify the MIC field in the unscrambled PC5_DISCOVERY message for Group Member Discovery Announcement.
NOTE:
The use of an erroneous UTC-based counter for processing received PC5_DISCOVERY messages at the ProSe-enabled Public Safety UE can cause MIC check failure after DUIK is used for integrity check, and malformed contents after DUSK is used for unscrambling or DUCK is used for deciphering. How a ProSe-enabled Public Safety UE ensures the accuracy of the UTC-based counter is left to UE implementation.
Then if the Discovery Group ID parameter of the PC5_DISCOVERY message for Group Member Discovery Announcement is the same as the configured Discovery Group ID parameter as specified in clause 5, the UE shall consider that other UE in the discovery group the UE seeks to monitor has been discovered.
***** Next change *****
10A.2.8.2
Discoverer UE procedure for group member discovery initiation

The UE is authorised to perform the discoverer UE procedure for group member discovery if:

a)
the following is true:

1)
the UE is not served by E-UTRAN, is authorised to perform ProSe direct discovery for public safety use discoverer operation when the UE is not served by E-UTRAN as specified in clause 5, and is configured with the radio parameters to be used for ProSe direct discovery for public safety use when not served by E-UTRAN; or

2)
the UE is served by E-UTRAN, and is authorised to perform ProSe direct discovery for public safety use discoverer operation in the registered PLMN as specified in clause 5; and

Editor's note (WI: eProSe-Ext-CT, CR#0155): FFS whether the access stratum indicates support of the operation of a Group member discovery. There is a similar indication for UE-to-network relay operation.

b)
the UE is configured with the Discovery Group ID parameter identifying the discovery group to be solicited and with the User Info ID for the group member discovery parameter, as specified in clause 5;

otherwise the UE is not authorised to perform the discoverer UE procedure for group member discovery.

Figure 10A.2.8.2.1 illustrates the interaction of the UEs in the discoverer UE procedure for group member discovery.
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Figure 10A.2.8.2.1: Discoverer UE procedure for group member discovery

When the UE is triggered by an upper layer application to solicit proximity of other UEs in a discovery group, and if the UE is authorised to perform the discoverer UE procedure for group member discovery, then the UE:

a)
if the UE is served by E-UTRAN, and the UE in EMM-IDLE mode needs to request resources for sending PC5_DISCOVERY messages for public safety as specified in 3GPP TS 36.331 [12], shall perform a service request procedure or tracking area update procedure as specified in 3GPP TS 24.301 [11];
b)
shall obtain a valid UTC time for the discovery transmission from the lower layers and generate the UTC-based counter corresponding to this UTC time as specified in subclause 12.2.2.18;
c)
shall generate a PC5_DISCOVERY message for Group Member Discovery Solicitation according to subclause 11.2.5.1. In the PC5_DISCOVERY message for Group Member Discovery Solicitation, the UE:

1)
shall set the Discoverer Info parameter to the User Info ID for the group member discovery parameter, configured in clause 5;

2)
shall set the Discovery Group ID parameter to the Discovery Group ID parameter identifying the discovery group to be solicited, configured in clause 5;
3)
shall set the Target User Info parameter or the Target Group Info parameter according to the target information provided by the upper layer application; and
4)
shall set the UTC-based counter LSB parameter to include the four least significant bits of the UTC-based counter;
d)
shall apply the DUIK, DUSK, or DUCK with the associated Encrypted Bitmask, along with the UTC-based counter to the PC5_DISCOVERY message for whichever security mechanism(s) configured to be applied, e.g. integrity protection, message scrambling or confidentiality protection of one or more above parameters, as specified in 3GPP TS 33.303 [6]; and
e)
shall pass the resulting PC5_DISCOVERY message for Group Member Discovery Solicitation to the lower layers for transmission over the PC5 interface with an indication that the message is for public safety use.

The UE shall ensure that it keeps on passing the same PC5_DISCOVERY message to the lower layers for transmission with an indication that the message is for public safety use until the UE is triggered by an upper layer application to stop soliciting proximity of other UEs in a discovery group, or until the UE stops being authorised to perform the discoverer UE procedure for group member discovery. How this is achieved is left up to UE implementation.

Upon reception of a PC5_DISCOVERY message for Group Member Discovery Response according to subclause 11.2.5.1, for the target Discovery Group ID of the discovery group to be discovered, the UE shall use the associated DUSK, if configured, and the UTC-based counter obtained during the monitoring operation to unscramble the PC5_DISCOVERY message as described in 3GPP TS 33.303 [6]. Then, if a DUCK is configured, the UE shall use the DUCK and the UTC-based counter to decrypt the configured message-specific confidentiality-protected portion, as described in in 3GPP TS 33.303 [6]. Finally, if a DUIK is configured, the UE shall use the DUIK and UTC-based counter to verify the MIC field in the unscrambled PC5_DISCOVERY message for Group Member Discovery Response.

Then if the Discovery Group ID parameter of the PC5_DISCOVERY message for Group Member Discovery Response is the same as the Discovery Group ID parameter of the PC5_DISCOVERY message for Group Member Discovery Solicitation, the UE shall consider that other UE in the discovery group the UE seeks to discover has been discovered.
***** Next change *****
10A.2.9.2
Discoveree UE procedure for group member discovery initiation

The UE is authorised to perform the discoveree UE procedure for group member discovery if:

a)
the following is true:

1)
the UE is not served by E-UTRAN, is authorised to perform ProSe direct discovery for public safety use discoveree operation when the UE is not served by E-UTRAN as specified in clause 5, and is configured with the radio parameters to be used for ProSe direct discovery for public safety use when not served by E-UTRAN; or

2)
the UE is served by E-UTRAN, and is authorised to perform ProSe direct discovery for public safety use discoveree operation in the registered PLMN as specified in clause 5; and

Editor's note (WI: eProSe-Ext-CT, CR#0155): FFS whether the access stratum indicates support of the operation of a Group member discovery. There is a similar indication for UE-to-network relay operation.

b)
the UE is configured with the Discovery Group ID parameter identifying the discovery group to be responded to and with the User Info ID for the group member discovery parameter, as specified in clause 5;

otherwise the UE is not authorised to perform the Discoveree UE procedure for group member discovery.

Figure 10A.2.9.2.1 illustrates the interaction of the UEs in the Discoveree UE procedure for group member discovery.
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Figure 10A.2.9.2.1: Discoveree UE procedure for group member discovery

When the UE is triggered by an upper layer application to start responding to solicitation on proximity of a UE in a discovery group, and if the UE is authorised to perform the discoveree UE procedure for group member discovery, then the UE:

a)
if the UE is served by E-UTRAN, and the UE in EMM-IDLE mode needs to request resources for sending PC5_DISCOVERY messages for public safety as specified in 3GPP TS 36.331 [12], shall perform a service request procedure or tracking area update procedure as specified in 3GPP TS 24.301 [11]; and
b)
shall instruct the lower layers to start monitoring for PC5_DISCOVERY messages.

Upon reception of a PC5_DISCOVERY message for Group Member Discovery Solicitation according to subclause 11.2.5.1, for the Discovery Group ID of the discovery group which the UE is configured to respond for, the UE shall use the associated DUSK, if configured, and the UTC-based counter obtained during the monitoring operation to unscramble the PC5_DISCOVERY message as described in 3GPP TS 33.303 [6]. Then, if a DUCK is configured, the UE shall use the DUCK and the UTC-based counter to decrypt the configured message-specific confidentiality protected portion, as described in in 3GPP TS 33.303 [6]. Finally, if a DUIK is configured, the UE shall use the DUIK and UTC-based counter to verify the MIC field in the unscrambled PC5_DISCOVERY message for Group Member Discovery Solicitation.
Then, if:

-
the Discovery Group ID parameter of the received PC5_DISCOVERY message is the same as a Discovery Group ID parameter configured as specified in clause 5 for the discovery group;

-
the Target User Info parameter is not included in the received PC5_DISCOVERY message or the Target User Info parameter of the received PC5_DISCOVERY message is the same as the User Info ID for the group member discovery parameter specified in clause 5; and
-
the Target Group Info parameter is not included in the received PC5_DISCOVERY message or the Target Group Info parameter of the received PC5_DISCOVERY message is the same as a ProSe Layer-2 Group ID of the ProSe direct communication service authorisation specified in clause 5;
the UE:

a)
shall obtain a valid UTC time for the discovery transmission from the lower layers and generate the UTC-based counter corresponding to this UTC time as specified in subclause 12.2.2.18;

b)
shall generate a PC5_DISCOVERY message for Group Member Discovery Response according to subclause 11.2.5.1. In the PC5_DISCOVERY message for Group Member Discovery Response, the UE:

1)
shall set the ProSe UE ID to a ProSe UE ID used for ProSe direct communication;

2)
shall set the Discoveree Info parameter to the User Info ID for the group member discovery parameter, configured in clause 5;
3)
shall set the Discovery Group ID parameter to the Discovery Group ID parameter of the PC5_DISCOVERY message for Group Member Discovery Solicitation; and
4)
shall set the UTC-based counter LSB parameter to include the four least significant bits of the UTC-based counter;
c)
shall apply the DUIK, DUSK, or DUCK with the associated Encrypted Bitmask, along with the UTC-based counter to the PC5_DISCOVERY message for whichever security mechanism(s) configured to be applied, e.g. integrity protection, message scrambling or confidentiality protection of one or more above parameters, as specified in 3GPP TS 33.303 [6]; and

d)
shall pass the resulting PC5_DISCOVERY message for Group Member Discovery Response with an indication that the message is for public safety use to the lower layers for transmission over the PC5 interface.

***** Next change *****
10A.2.10.2
Announcing procedure for Relay Discovery Additional Information
The ProSe UE-to-network relay announces the Relay Discovery Additional Information:

a) if the remote UE requests the ProSe UE-to-network relay to start monitoring a specific TMGI availability by the PC5-S TMGI Monitoring Request message, and as a response the ProSe UE-to-network relay acknowledges with the PC5-S TMGI Monitoring Response message and the TMGI is detected in the serving E-UTRAN cell, then the ProSe UE-to-network relay includes a pair of the TMGI and its corresponding ProSe Layer 2 Group ID in the PC5_DISCOVERY message for Relay Discovery Additional Information until the timer T4105 expires (see the subclause 10.5); or
b) if the remote UE requests the ProSe UE-to-network relay to announce the E-UTRAN Cell Global ID (ECGI) of the cell serving the ProSe UE-to-network relay, and as a response the ProSe UE-to-network relay acknowledges with the PC5-S Cell ID Announcement Response message, then the ProSe UE-to-network relay includes the ECGI of the serving cell in the PC5_DISCOVERY message for Relay Discovery Additional Information until the timer T4107 expires (see the subclause 10.6).
NOTE 1:
ProSe UE-to-network relay announces the Relay Discovery Additional Information only when it is served by E-UTRAN.

Figure 10A.2.10.2.1 illustrates the interaction of the ProSe UE-to-network relay and the remote UE in the announcing UE procedure for Relay Discovery Additional Information.
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Figure 10A.2.10.2.1: Announcing procedure for Relay Discovery Additional Information

The ProSe UE-to-network relay UE may start announcing Relay Discovery Additional Information if:

a)
the ProSe UE-to-network relay UE is currently authorised to perform ProSe direct discovery Model A announcing in the serving PLMN if the UE is served by E-UTRAN; and

1)
TMGI monitoring has been requested and responded to remote UEs, the ProSe UE-to-network relay UE detects the corresponding TMGI in the serving cell and the timer T4105 has not expired; or
2)
ECGI announcement for the serving cell of the ProSe UE-to-network relay UE has been requested and responded to remote UEs, the timer T4107 has not expired.
When the ProSe UE-to-network relay has some additional information to broadcast (i.e. either a pair of TMGI and its corresponding ProSe Layer 2 Group ID or ECGI), then the ProSe UE-to-network relay:

a)
shall request the parameters from the lower layers for ProSe direct discovery announcing for public safety use (see 3GPP TS 36.331 [12]). The ProSe UE-to-network relay performs the announcing UE procedure for Relay Discovery Additional Information only if the lower layers indicate that ProSe direct discovery is supported by the network. If the ProSe UE-to-network relay in EMM-IDLE mode needs to request resources for sending PC5_DISCOVERY messages as specified in 3GPP TS 36.331 [12], the ProSe UE-to-network relay shall perform a service request procedure or tracking area update procedure as specified in 3GPP TS 24.301 [11];
b)
shall obtain a valid UTC time for the discovery transmission from the lower layers and generate the UTC-based counter corresponding to this UTC time as specified in subclause 12.2.2.18;

c)
shall generate PC5_DISCOVERY message(s) for Relay Discovery Additional Information according to subclause 11.2.5.1. In the PC5_DISCOVERY message for Relay Discovery Additional Information, the ProSe UE-to-network relay shall:

1)
include the Relay Service Code and the ProSe Relay UE ID used for ProSe one-to-one direct communication which the remote UE used to request for the Relay Discovery Additional Information; 
2)
set the Announcer Info parameter to the User Info ID parameter, configured in subclause 5;
3) 
set the Relay Discovery Additional Information contents by the additional information to broadcast; and
4)
shall set the UTC-based counter LSB parameter to include the four least significant bits of the UTC-based counter;
d)
shall apply the DUIK, DUSK, or DUCK with the associated Encrypted Bitmask, along with the UTC-based counter to the PC5_DISCOVERY message for whichever security mechanism(s) configured to be applied, e.g. integrity protection, message scrambling or confidentiality protection of one or more above parameters, as specified in 3GPP TS 33.303 [6]; and

e)
shall pass the resulting PC5_DISCOVERY message for Relay Discovery Additional Information to the lower layers for transmission over the PC5 interface with an indication that the message is for public safety use.

The ProSe UE-to-network relay shall ensure that it keeps on passing the PC5_DISCOVERY messages to the lower layers for transmission until the corresponding timer (i.e. timer T4105 when the additional information is a pair of TMGI and its corresponding ProSe Layer 2 Group ID and timer T4107 when the additional information is ECGI) expires. 
During the announcing operation, if one of the above conditions is no longer met, the ProSe UE-to-network relay may instruct the lower layers to stop announcing. When the ProSe UE-to-network relay stops announcing, if the lower layers indicate that the ProSe UE-to-network relay is required to send a discovery indication to the eNodeB and the ProSe UE-to-network relay is in EMM-CONNECTED mode, the ProSe UE-to-network relay shall trigger the corresponding procedure in lower layers as specified in 3GPP TS 36.331 [12].

***** Next change *****
10A.2.11.2
Monitoring procedure for Relay Discovery Additional Information
The remote UE monitors Relay Discovery Additional Information:

a) until the TMGI_monitoring_refresh timer T4104 expires if the remote UE has requested the ProSe UE-to-network relay to start monitoring a specific TMGI availability by the PC5-S TMGI Monitoring Request message and received the PC5-S TMGI Monitoring Response message from the ProSe UE-to-network relay; or
b) until the ECGI_announcement_request_refresh timer T4106 expires if the remote UE has requested the ProSe UE-to-network relay to announce the ECGI of the cell serving the ProSe UE-to-network relay and received the PC5-S Cell ID Announcement Response message from the ProSe UE-to-network relay.
The UE may instruct the lower layers to start monitoring if:
a)
a request from upper layers to monitor for Relay Discovery Additional Information is still in place; and either:
1)
the UE is currently authorised to perform ProSe direct discovery Model A monitoring in at least one PLMN if the UE is served by E-UTRAN; or
2)
the UE is currently authorised to perform ProSe direct discovery Model A monitoring if the UE is not served by E-UTRAN.

If the UE is in EMM-CONNECTED mode, the monitoring UE shall also trigger the corresponding procedure in lower layers as specified in 3GPP TS 36.331 [12].
During the monitoring operation, if one of the above conditions is no longer met, the UE may instruct the lower layers to stop monitoring. When the UE stops monitoring, if the UE is in EMM-CONNECTED mode, the UE shall trigger the corresponding procedure in lower layers as specified in 3GPP TS 36.331 [12].
Upon reception of a PC5_DISCOVERY message for Relay Discovery Additional Information according to subclause 11.2.5.1, for the target Relay Service Code to be monitored, the UE shall use the associated DUSK, if configured, and the UTC-based counter obtained during the monitoring operation to unscramble the PC5_DISCOVERY message as described in 3GPP TS 33.303 [6]. Then, if a DUCK is configured, the UE shall use the DUCK and the UTC-based counter to decrypt the configured message-specific confidentiality protected portion, as described in 3GPP TS 33.303 [6]. Finally, if a DUIK is configured, the UE shall use the DUIK and UTC-based counter to verify the MIC field in the unscrambled PC5_DISCOVERY message for Relay Discovery Additional Information.
NOTE:
The use of an erroneous UTC-based counter for processing received PC5_DISCOVERY messages at the ProSe-enabled Public Safety UE can cause MIC check failure after DUIK is used for integrity check, and malformed contents after DUSK is used for unscrambling or DUCK is used for deciphering. How a ProSe-enabled Public Safety UE ensures the accuracy of the UTC-based counter is left to UE implementation.
Then, if:

-
the Relay Service Code parameter of the PC5_DISCOVERY message for Relay Discovery Additional Information is the same as the Relay Service Code parameter configured as specified in clause 5 for the connectivity service being monitored; and
-
the ProSe Relay UE ID parameter of the PC5_DISCOVERY message for Relay Discovery Additional Information is the same as the ProSe Relay UE ID parameter identifying the relay the remote UE intends to communicate with;
then the UE shall consider that the Relay Discovery Additional Information it intends to monitor has been discovered.
If the remote UE detects Relay Discovery Additional Information matched with the requested TMGI, then the remote UE starts to receive the MBMS traffic via the corresponding ProSe Layer-2 Group ID. When the ProSe-enabled public safety UE receives a PC5_DISCOVERY message for Relay Discovery Additional Information containing its interested TMGI, the UE may start to receive the MBMS traffic via the corresponding ProSe Layer-2 Group ID even if it does not have a PC5 link established with the ProSe UE-to-network relay or is not authorized to use a ProSe UE-to-network relay.
***** End of changes *****
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