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* * * First Change * * * *

3
Definitions, symbols and abbreviations

3.1
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

AAA
Authentication, Authorization and Accounting

ABNF
Augmented Backus-Naur Form

AVP
Attribute-Value Pair

IANA
Internet Assigned Numbers Authority
NIDD
Non-IP Data Delivery
MTC
Machine-Type Communications

MTC-IWF
MTC Interworking Function

SCS
Services Capability Server

SCEF
Service Capability Exposure Function
* * * Next Change * * * *

4.1
Introduction

The S6m reference point between the MTC-IWF and the HSS, the S6n reference point between the MTC-AAA and the HSS, and the S6t reference point between the SCEF and the HSS, are defined in the 3GPP TS 23.682 [2].

This document describes the Diameter-based S6m, S6n and S6t related procedures, message parameters and protocol specification.

An excerpt of the architecture for Machine-Type Communication, as defined in 3GPP TS 23.682 [2] is shown in Figure 4.1-1, where the relevant interfaces towards the HSS are highlighted.


[image: image1.emf]HSS  

S6m  

MTC - AAA  

S6 n  

SCEF  

S6 t  

Ts p  

  MSC / MME /  SGSN     MME /  SGSN  

T6a/b  

  MME /  SGSN  

I WK - SCEF   T6a i/T6 b i  

T7  

S6 a/d  

S6 a/d  

T6a/b  

Services   Capability   Server   (SCS)  

Tsp  

MTC - IWF  

SMS  - SC  / 

GMSC  / 

IWMSC  

T  4  

HPLMN  

VPLMN  

T  5  a/b/c  

 Figure 4.1-1: 3GPP Architecture for Machine-Type Communication

In this architecture, the S6m reference point connects the MTC-IWF with the HSS, where the subscription information of the UE (e.g., an MTC device) is stored. This reference points allows the MTC-IWF to retrieve subscription data and to do any necessary mapping between different identities associated to the UE.

The S6m interface shall allow the MTC-IWF to:

-
retrieve subscription information of the UE from the HSS,

-
request routing information from the HSS, i.e. the address of the UE's serving nodes supporting SMS for the UE ; in this context serving nodes of the UE are the MSC or MME but not both, the SGSN, and the IP-SM-GW,

-
retrieve the IMSI of the UE,

-
perform authorization of the Service Capability Server that is requesting to send a device trigger to the UE.
Additionally, the S6n reference point connects the MTC-AAA with the HSS, and it allows the MTC-AAA to do the mapping of the UE IMSI to the external identifier(s) of the UE. 
The S6t reference point connects the SCEF with the HSS to perform configuration and reporting of Monitoring events, and configuration of AESE Communication Pattern.

The S6t interface shall allow the SCEF to:

· configure UE related Monitoring events

· receive reporting of the configured Monitoring events from the HSS
· configure UE related AESE Communication Pattern
· Authorize the UE for NIDD.

* * * Next Change * * * *

7.2.x
NIDD Information on S6t

7.2.x.1
General

This procedure is used between the SCEF and the HSS for:

-
the authorisation of the UE for NIDD.
This procedure is mapped to the commands NIDD-Information-Request/Answer in the Diameter application specified in clause 8. The tables 7.2.x.1-1 and 7.2.x.1-2 detail the involved information elements.

Table 7.2.x.1-1: NIDD Information Request

	Information Element Name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity

(see 6.4.2)
	User-Identifier 
	M
	This Information Element shall contain the identity of the UE. This is a grouped AVP containing either an External Identifier or an MSISDN (exactly one, and only one, of those identifiers shall be included in the request).

	Supported Features

(See 3GPP TS 29.229 [7])
	Supported-Features
	O
	If present, this Information Element shall contain the list of features supported by the origin host.

	NIDD Authorisation Request
	NIDD-Authorisation-Request
	O
	If present, this Information Element shall contain the details of Authorization for NIDD e.g. Charging idendity.


Table 7.2.x.1-2: NIDD Information Answer

	Information Element Name
	Mapping to Diameter AVP
	Cat
	Description

	Result

(See 6.3)
	Result-Code / Experimental-Result
	M
	Result of the request.

Result-Code AVP shall be used for errors defined in the Diameter Base Protocol.

Experimental-Result AVP shall be used for S6t errors. This is a grouped AVP which contains the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.

This AVP reflects the outcome of the procedure on Diameter level.

	User Identity

(see 6.4.2)
	User-Identifier 
	C
	This information element shall contain the User Identity of the UE. This is a grouped AVP containing an External Identifier or an MSISDN.

This IE shall be present only when the Result-Code is DIAMETER_SUCCESS.

	Supported Features

(See 3GPP TS 29.229 [7])
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.

	NIDD-Authorization-Response
	NIDD-Authorization-Response
	O
	If present, this Information Element shall contain the details of NIDD Authorization.


* * * Next Change * * * *

7.2.x.2
Detailed Behaviour of the HSS

When the Configuration Information Request is received from the SCEF, the HSS shall, in the following order:

1.
Check that the User Identity for whom data is asked exists in HSS. If not, Experimental-Result shall be set to DIAMETER_ERROR_USER_UNKNOWN in the Configuration Information Answer.

2.
Check whether the requesting SCEF is authorized to perform the specified service (e.g. NIDD-Authorization). If not, Experimental-Result shall be set to DIAMETER_ERROR_UNAUTHORIZED_REQUESTING_ENTITY (5510) in the Configuration Information Answer.
3.
Check that the requested service (e.g. NIDD-Authorisation-Request AVP) is authorized for the UE. If not, Experimental-Result shall be set to DIAMETER_ERROR_UNAUTHORIZED_SERVICE (5511) in the NIDD Information Answer.
4
Check that the chargeable party identified by Chargeable Party Identifier is authorized for NIDD. If not, Experimental-Result shall be set to DIAMETER_ERROR_UNAUTHORIZED_CHARGEABLE_PARTY (55zz) in the NIDD Information Answer.
If there is an error in any of the above steps then the HSS shall stop processing and shall return the error code specified in the respective step.

If the HSS cannot fulfil the received request for reasons not stated in the above steps (e.g. due to a database error), it shall stop processing the request and set Result-Code to DIAMETER_UNABLE_TO_COMPLY.

* * * Next Change * * * *

7.2.x.3
Detailed Behaviour of the SCEF

When the SCEF receives an NIDD-Authorization-Response AVP from the HSS in a NIA command, it shall handle it according to the procedures defined in 3GPP TS 23.682 [2].

* * * Next Change * * * *

8.2.x
NIDD Information Request (NIR) Command

The NIDD Information Request (NIR) command, indicated by the Command-Code field set to xxxxxx and the "R" bit set in the Command Flags field, is sent from the SCEF to the HSS.

Message Format:

< NIDD-Information-Request > ::=
< Diameter Header: xxxxxx, REQ, PXY, 16777345 >

< Session-Id >
[ DRMP ]

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

[ Destination-Host ]

{ Destination-Realm }

{ User-Identifier }

[ OC-Supported-Features ]

*[ Supported-Features ]
[ NIDD-Authorization-Request ]
*[ Proxy-Info ]

*[ Route-Record ]

*[AVP]
* * * Next Change * * * *

8.2.y
NIDD-Information-Answer (NIA) Command

The NIDD-Information-Answer (NIA) command, indicated by the Command-Code field set to xxxxxx and the "R" bit cleared in the Command Flags field, is sent from the HSS to the SCEF.

Message Format:

< Configuration-Information-Answer > ::=
< Diameter Header: xxxxxx, PXY, 16777345 >

< Session-Id >

[ DRMP ]

[ Result-Code ]

[ Experimental-Result ]

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

[ OC-Supported-Features ]

[ OC-OLR ]
*[ Supported-Features ]

[ User-Identifier ]

[ NIDD-Authorization-Response ]
*[ Failed-AVP ]

*[ Proxy-Info ]

*[ Route-Record ]

*[AVP]
* * * Next Change * * * *

8.4.1
General

The following table specifies the Diameter AVPs defined for the S6t interface protocol, their AVP Code values, types, possible flag values and whether or not the AVP may be encrypted. The Vendor-ID header of all AVPs defined in this specification shall be set to 3GPP (10415).

Table 8.4.1-1: S6t specific Diameter AVPs

	
	AVP Flag rules
	

	Attribute Name
	AVP Code
	Section defined
	Value Type
	Must
	May
	Should not
	Must not
	May Encr.

	AESE-Communication-Pattern
	3113
	8.4.25
	Grouped
	M,V
	
	
	
	No

	Communication-Pattern-Set
	3114
	8.4.26
	Grouped
	M,V
	
	
	
	No

	Periodic-Communication-Indicator
	3115
	8.4.27
	Unsigned32
	M,V
	
	
	
	No

	Communication-Duration-Time
	3116
	8.4.28
	Unsigned32
	M,V
	
	
	
	No

	Periodic-time
	3117
	8.4.29
	Unsigned32
	M,V
	
	
	
	No

	Scheduled-Communication-Time
	3118
	8.4.30
	Grouped
	M,V
	
	
	
	No

	Stationary-Indication
	3119
	8.4.31
	Unsigned32
	M,V
	
	
	
	No

	AESE-Communication-Pattern-Config-Status
	3120
	8.4.32
	Grouped
	M,V
	
	
	
	No

	AESE-Error-Report
	3121
	8.4.33
	Grouped
	M,V
	
	
	
	No

	Monitoring-Event-Configuration
	3122
	8.4.2
	Grouped
	M,V
	
	
	
	No

	Monitoring-Event-Report
	3123
	8.4.3
	Grouped
	M,V
	
	
	
	No

	SCEF-Reference-ID
	3124
	8.4.4
	Unsigned32
	M,V
	
	
	
	No

	SCEF-ID
	3125
	8.4.5
	OctetString
	M,V
	
	
	
	No

	SCEF-Reference-ID-for-Deletion
	3126
	8.4.6
	Unsigned32
	M,V
	
	
	
	No

	Monitoring-Type
	3127
	8.4.7
	Unsigned32
	M,V
	
	
	
	No

	Maximum-Number-of-Reports
	3128
	8.4.8
	Unsigned32
	M,V
	
	
	
	No

	UE-Reachability-Configuration
	3129
	8.4.9
	Grouped
	M,V
	
	
	
	No

	Monitoring-Duration
	3130
	8.4.10
	Unsigned32
	M,V
	
	
	
	No

	Maximum-Detection-Time
	3131
	8.4.11
	Unsigned32
	M,V
	
	
	
	No

	Reachability-Type
	3132
	8.4.12
	Unsigned32
	M,V
	
	
	
	No

	Maximum Latency
	3133
	8.4.13
	Unsigned32
	M,V
	
	
	
	No

	Maximum Response Time
	3134
	8.4.14
	Unsigned32
	M,V
	
	
	
	No

	Location-Information-Configuration
	3135
	8.4.15
	Grouped
	M,V
	
	
	
	No

	MONTE-Location-Type
	3136
	8.4.16
	Unsigned32
	M,V
	
	
	
	No

	Accuracy
	3137
	8.4.17
	Unsigned32
	M,V
	
	
	
	No

	Association-Type
	3138
	8.4.18
	Unsigned32
	M,V
	
	
	
	No

	Roaming-Information
	3139
	8.4.19
	Unsigned32
	M,V
	
	
	
	No

	Reachability-Information
	3140
	8.4.20
	Unsigned32
	M,V
	
	
	
	No

	IMEI-Change
	3141
	8.4.22
	Unsigned32
	M,V
	
	
	
	No

	Monitoring-Event-Config-Status
	3142
	8.4.24
	Grouped
	M,V
	
	
	
	No

	Supported-Services
	3143
	8.4.40
	Grouped
	M,V
	
	
	
	No

	Supported-Monitoring-Events
	3144
	8.4.41
	Unsigned64
	M,V
	
	
	
	No

	CIR-Flags
	3145
	8.4.39
	Unsigned32
	M,V
	
	
	
	No

	Validity-Time
	3148
	8.4.42
	Time
	M,V
	
	
	
	No

	NIDD-Authorization-Request
	xxx1
	8.4.x1
	Grouped
	M,V
	
	
	
	No

	NIDD-Authorization-Response
	xxx2
	8.4.x2
	Grouped
	M,V
	
	
	
	No

	NOTE 1:
The AVP header bit denoted as "M" indicates whether support of the AVP is required. The AVP header bit denoted as "V" indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see IETF RFC 3588 [3].

NOTE 2:
If the M-bit is set for an AVP and the receiver does not understand the AVP, it shall return a rejection. If the M-bit is not set for an AVP, the receiver shall not return a rejection, whether or not it understands the AVP. If the receiver understands the AVP but the M-bit value does not match with the definition in this table, the receiver shall ignore the M-bit.


The following table specifies the Diameter AVPs re-used by the S6t interface protocol from existing Diameter Applications, including a reference to their respective specifications and when needed, a short description of their use within S6t. 

Any other AVPs from existing Diameter Applications, except for the AVPs from Diameter Base Protocol, do not need to be supported. The AVPs from Diameter Base Protocol are not included in table 8.4.1-2, but they may be re-used for the S6t protocol.

Table 8.4.1-2: S6t re-used Diameter AVPs 
	Attribute Name
	Reference
	Comments
	M-bit

	User-Identity
	6.4.2
	
	

	External-Identifier
	6.4.11
	
	

	MSISDN
	3GPP TS 29.329 [10]
	
	

	Supported-Features
	3GPP TS 29.229 [7]
	see 8.4.23 
	

	Feature-List-ID
	3GPP TS 29.229 [7]
	
	

	Feature-List
	3GPP TS 29.229 [7]
	
	

	OC-Supported-Features
	IETF RFC 7683 [15]
	See 6.4.16
	Must not set

	OC-OLR
	IETF RFC 7683 [15]
	See 6.4.17
	Must not set

	Visited PLMN Id
	3GPP TS 29.272 [14]
	
	

	Charged-Party
	3GPP TS 32.299 [16]
	
	

	EPS-Location-Information
	3GPP TS 29.272 [14]
	see 8.4.21
	

	MME-Location-Information
	3GPP TS 29.272 [14]
	see 8.4.34
	

	SGSN-Location-Information
	3GPP TS 29.272 [14]
	see 8.4.35
	

	E-UTRAN-Cell-Global-Identity
	3GPP TS 29.272 [14]
	
	

	Tracking-Area-Identity
	3GPP TS 29.272 [14]
	
	

	Geographical-Information
	3GPP TS 29.272 [14]
	
	

	Geodetic-Information
	3GPP TS 29.272 [14]
	
	

	Current-Location-Retrieved
	3GPP TS 29.272 [14]
	
	

	Age-Of-Location-Information
	3GPP TS 29.272 [14]
	
	

	User-CSG-Information
	3GPP TS 29.272 [14]
	
	

	Cell-Global-Identity
	3GPP TS 29.272 [14]
	
	

	Service-Area-Identity
	3GPP TS 29.272 [14]
	
	

	Routing-Area-Identity
	3GPP TS 29.272 [14]
	
	

	eNodeB-ID
	3GPP TS 29.217 [17]
	
	

	Day-Of-Week-Mask
	IETF RFC 5777 [18]
	
	

	Time-Of-Day-Start
	IETF RFC 5777 [18]
	
	

	Time-Of-Day-End
	IETF RFC 5777 [18]
	
	


* * * Next Change * * * *

8.4.23.1
Feature-List AVP for the S6t application

The syntax of this AVP is defined in 3GPP TS 29.229 [7].

For the S6t application, the meaning of the bits shall be as defined in table 8.4.23-1 for the Feature-List-ID. 

Table 8.4.23-1: Features of Feature-List-ID used in S6t

	Feature bit
	Feature
	M/O
	Description

	0
	MONTE
	O
	Configuration and reporting of monitoring events

This feature is applicable to from an SCEF with CIR/CIA command pair and the reporting of events to the SCEF with RIR/RIA command pair.

If the HSS does not support this feature, the SCEF shall not send monitoring event configurations to the HSS within CIR. 

	1
	AESE-Communication-Pattern
	O
	Configuration of CP parameter sets

This feature is applicable to from an SCEF with CIR/CIA command pair.

If the HSS does not support this feature, the SCEF shall not send CP parameter set to the HSS within CIR.

	x
	NIDD-Authorization
	O
	Authorization of NIDD
This feature is applicable to from an SCEF with NIR/NIA command pair.

If the HSS indicates in the NIA command that it does not support Authorization of NIDD, the SCEF shall not send NIDD Authorizations requests to the HSS in subsequent NIR commands towards that HSS.  

	Feature bit: The order number of the bit within the Supported-Features AVP, e.g. "1".

Feature: A short name that can be used to refer to the bit and to the feature, e.g. "MONTE".

M/O: Defines if the implementation of the feature is mandatory ("M") or optional ("O"). 

Description: A clear textual description of the feature.




* * * Next Change * * * *

8.4.x1
NIDD-Authorization-Request
The NIDD-Authorization-Request AVP is of type Grouped, and it contains the details for the Authorisation of NIDD via the SCEF. 

AVP format:

NIDD-Authorization-Request ::=
<AVP header: xxx1 10415>

{ SCEF-ID }

[ Charged-Party ]

*[AVP]
* * * Next Change * * * *

8.4.x2
NIDD-Authorization-Response
The NIDD-Authorization-Response AVP is of type Grouped, and it contains the information to be provided triggered by NIDD-Authorization-Request.

AVP format:

NIDD-Authorization-Response::=
<AVP header: xxx2 10415>

[ SCEF-ID ]

*[AVP]

* * * Next Change * * * *

8.3.3.x
DIAMETER_ERROR_UNAUTHORIZED_CHARGEABLE_PARTY (55zz)
This result code shall be sent by the HSS to indicate that the indicated chargable party is not authorized to perform the transaction.
* * * End of Changes * * * *
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