Page 1



3GPP TSG CT4 Meeting #71
C4-152186
Anaheim, USA; 16th – 20th November 2015

	CR-Form-v11.1

	CHANGE REQUEST

	

	
	29.273
	CR
	0439
	rev
	1
	Current version:
	13.1.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X


	

	Title:

	Handling of S6b Authorization Request without Origination Timestamp

	
	

	Source to WG:
	Alcatel-Lucent, Alcatel-Lucent Shanghai Bell, Verizon, Huawei

	Source to TSG:
	CT4

	
	

	Work item code:
	EPC_SIG_RACE
	
	Date:
	2015-10-28

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-13

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)

	
	

	Reason for change:
	Related to the Detection and handling of requests which collide with an existing session context, subclause 9.1.2.2.3 specifies that "An incoming Authorization Request not including the Origination Time Stamp information shall be considered as more recent than an existing session".
This requirement is correct, but does not consider the case where an incoming Authorization Request is received with an Origination Time Stamp information, but the existing session context (with which the new request collides with) does not have any associated Origination Time Stamp. In that scenario, the 3GPP AAA Server cannot determine whether the new Authorization Request contains a more recent timestamp. 

	
	

	Summary of change:
	The 3GPP AAA Server shall accept a new Authorization request if no Origination Time Stamp information was provided for at least one of the two colliding sessions.

	
	

	Consequences if not approved:
	New session establishment requests may be erroneously rejected by some 3GPP AAA Server implementations.

	
	

	Clauses affected:
	9.1.2.2.3

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


* * * First Change * * * *

9.1.2.2.3
3GPP AAA Server Detailed Behaviour

Upon receipt of the Authorization Request message from the PDN GW, the 3GPP AAA Server shall update the PDN GW information for the APN for the UE on the HSS. 
The 3GPP AAA Server must check whether the user's profile is available. 

If the user's data exist in the 3GPP AAA Server, it shall check, whether it also has an active access authorization session for the user.

· If not, the 3GPP AAA Server shall reject the authorization request, including the Result-Code DIAMETER_AUTHORIZATION_REJECTED.

· If the 3GPP AAA Server has an existing authorization session,

-
If the APN requested by the PDN GW is included in the list of authorized APNs of the user, then the3GPP AAA Server shall include the Service-Selection AVP in the authorization answer and set the Result-Code to DIAMETER_SUCCESS.

-
If the APN requested by the PDN GW is not included in the list of authorized APNs, then the status code DIAMETER_AUTHORIZATION_REJECTED shall be returned to the PDN GW to indicate an unsuccessful authorization.

If the user's profile does not exist in the 3GPP AAA Server, it shall retrieve the Diameter identity of the 3GPP AAA Server currently serving the user from the HSS following the procedures for subscriber profile download as specified in section 8.1.2.2.2. Depending on the HSS response,

-
If the HSS indicates that the user is currently being served by a different 3GPP AAA Server, the 3GPP AAA Server shall respond to the PDG-GW with the Result-Code set to DIAMETER_REDIRECT_INDICATION and Redirect-Host set to the Diameter URI of the 3GPP AAA Server currently serving the user (this Diameter URI shall be constructed based on the Diameter Identity included in the 3GPP-AAA-Server-Name AVP returned in the SWx authentication response from the HSS). 
-
If the HSS returns DIAMETER_ERROR_USER_UNKNOWN, the 3GPP AAA Server shall return the same error to the PDN GW.

-
If the HSS sends the user's profile to the 3GPP AAA Server, the authorization shall be rejected by setting the Result-Code to DIAMETER_AUTHORIZATION_REJECTED. The 3GPP AAA Server shall delete the downloaded user profile.
NOTE 1:
The last outcome corresponds to the case that the user has no active access authorization procedure. This is considered as an error situation, e.g. the Trusted Non-3GPP access network may have sent PBU without authorizing the user.

NOTE 2:
After the 3GPP AAA Server has accepted a new S6b session from a particular PGW, the 3GPP AAA server can consider that any existing S6b session(s) for the same UE – APN combination supported via a different PGW (i.e. with a different Origin-Host AVP) is obsolete and can send ASR command(s) to initiate the termination of the hanging session(s) in that PGW.

If the 3GPP AAA Server supports the detection and handling of late arriving requests as specified in subclause 13.2 of 3GPP TS 29.274 [38], upon receipt of an Authorization Request which collides with an existing session context, for the same UE and APN but a different PGW (i.e. different Origin-Host AVP), the 3GPP AAA Server shall accept the new Authorization Request only if it contains a more recent Origination Time Stamp than the Origination Time Stamp stored for the existing S6b session. An incoming Authorization Request shall be considered as more recent than an existing session and be accepted if no Origination Time Stamp information was provided for at least one of the two sessions. The 3GPP AAA Server shall reject an incoming Authorization Request whose Origination Time Stamp is less recent than the Origination Time Stamp of the existing session by setting the Experimental-Result-Code to DIAMETER_ERROR_LATE_OVERLAPPING_REQUEST.

If the 3GPP AAA Server supports the detection and handling of late arriving requests as specified in subclause 13.3 of 3GPP TS 29.274 [38], upon receipt of  an Authorization Request which contains the Origination Time Stamp and the Maximum Wait Time parameters, the 3GPP AAA Server should check that the request has not already timed out at the originating entity. The 3GPP AAA Server may perform additional similar checks before sending the answer, e.g. upon receipt of a response from the HSS. The 3GPP-AAA Server should reject an Authorization Request that is known to have timed out by setting the Experimental-Result-Code to DIAMETER_ERROR_TIMED_OUT_REQUEST.
* * * End of Changes * * * *

