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2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TS 21.111: "USIM and IC Card Requirements".

[…]


[XX]
3GPP TS 24.302: "Access to the 3GPP Evolved Packet Core (EPC) via non-3GPP access networks".
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3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply:

3GPP
3rd Generation Partnership Project

AC
Access Condition

ACL
APN Control List

ADF
Application Dedicated File

AID
Application Identifier

AK
Anonymity key

ALW
ALWays

AMF
Authentication Management Field

AoC
Advice of Charge

APN
Access Point Name

ASME
Access Security Management Entity
ASN.1
Abstract Syntax Notation One 

AuC
Authentication Centre

AUTN
Authentication token

BDN
Barred Dialling Number

BER-TLV
Basic Encoding Rule - TLV

B-TID
Bootstrapping Transaction Identifier

CCP
Capability Configuration Parameter

CK
Cipher key

CLI
Calling Line Identifier

CNL
Co-operative Network List

CPBCCH
COMPACT Packet BCCH

CS
Circuit switched

DCK
Depersonalisation Control Keys

DF
Dedicated File

DO
Data Object

EF
Elementary File

EPS
Evolved Packet System
ePDG
Evolved Packet Data Gateway
FCP
File Control Parameters

FFS
For Further Study
FQDN
Full Qualified Domain Name
GSM
Global System for Mobile communications

HE
Home Environment

HNB
Home NodeB

HeNB 
Home eNodeB

IARI 
IMS Application Reference Identifier

ICC
Integrated Circuit Card

ICE
In Case of Emergency

ICI 
Incoming Call Information

ICT
Incoming Call Timer

ID
Identifier

Idi
Identity of the initiator

Idr
Identity of the responder
IEI
Information Element Identifier

IK
Integrity key

IMSI
International Mobile Subscriber Identity

K
USIM Individual key

KC
Cryptographic key used by the cipher A5 
KSI
Key Set Identifier

LI
Language Indication

LSB
Least Significant Bit

MAC
Message authentication code

MAC-A
MAC used for authentication and key agreement

MAC-I
MAC used for data integrity of signalling messages

MBMS
Multimedia Broadcast/Multicast Service 

MCC
Mobile Country Code

MexE
Mobile Execution Environment

MF
Master File

MGV-F
MTK Generation and Validation Function 

MIKEY
Multimedia Internet KEYing 

MM
Multimedia Message

MMI
Man Machine Interface

MMS
Multimedia Messaging Service

MMSS
MultiMode System Selection

MNC
Mobile Network Code

MODE
Indication packet switched/circuit switched mode

MSB
Most Significant Bit

MSK 
MBMS Service Key

MTK 
MBMS Traffic Key

MUK
MBMS User Key

NEV
NEVer

NPI
Numbering Plan Identifier

OCI
Outgoing Call Information

OCT
Outgoing Call Timer

PBID
Phonebook Identifier

PGK
ProSe Group Key

PIN
Personal Identification Number

PL
Preferred Languages

PS
Packet switched

PS_DO
PIN Status Data Object 
PTK
ProSe Traffic Key
RAND
Random challenge

RANDMS
Random challenge stored in the USIM
RES
User response

RFU
Reserved for Future Use

RST
Reset

SDN
Service dialling number

SE
Security Environment

SEQp
Sequence number for MGV-F stored in the USIM
SFI
Short EF Identifier

SGSN
Serving GPRS Support Node

SN
Serving Network

SQN
Sequence number

SRES
Signed RESponse calculated by a USIM

SW
Status Word 

TLV
Tag Length Value

USAT
USIM Application Toolkit

USIM
Universal Subscriber Identity Module

VLR
Visitor Location Register

WLAN
Wireless Local Area Network

WSID
WLAN Specific Identifier

XRES
Expected user RESponse
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4.2.8
EFUST (USIM Service Table)

This EF indicates which services are available. If a service is not indicated as available in the USIM, the ME shall not select this service.

	Identifier: '6F38'
	Structure: transparent
	Mandatory

	SFI: '04'
	

	File size: X bytes, (X ≥ 1)
	Update activity: low

	Access Conditions:


READ
PIN


UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1
	Services n(1 to n(8
	M
	1 byte

	2
	Services n(9 to n(16
	O
	1 byte

	3
	Services n(17 to n(24
	O
	1 byte

	4
	Services n(25 to n(32
	O
	1 byte

	etc.
	
	
	

	X
	Services n((8X‑7) to n((8X)
	O
	1 byte


	‑Services
	
	

	   Contents:
	Service n°1:
	Local Phone Book

	
	…
	

	
	Service n°yyy
	ePDG configuration Information support

	
	Service n°xxx
	ePDG configuration Information configured


[…]
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4.2.X
EFePDGId (Home ePDG Identifier)

If service n°xxx and service n°yyy are "available", this file shall be present.
This EF contains zero or more Home Evolved Packet Data Gateway (ePDG) Identifier data objects as defined in the "Selection of the ePDG" UE procedure of 3GPP TS 24.302 [XX]. 

	Identifier: '6Fxx'
	Structure: transparent
	Optional

	File size: >X bytes
	Update activity: low

	Access Conditions:


READ
PIN


UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1 to X
	Home ePDG identifier TLV data object
	O
	X bytes

	X+1 to Y
	Home ePDG identifier TLV data object
	O
	Y-X bytes

	…
	
	
	


Home ePDG Identifier TLV data object
Contents:

- 
Address of Evolved Packet Data Gateway, in the format of a FQDN, an IPv4 address, or an IPv6 address.

Coding:

- 
The tag value of this Home ePDG Identifier TLV data object shall be '80'. The format of the data object is as follows:

	Field
	Length (bytes)

	Tag
	1

	Length
	1

	Service Support 
	1

	Address Type
	1

	Home ePDG Address
	Address Length


Service support:
Contents:

- 
This field indicates which services are supported by the ePDG.

Coding:
	
	
	b8
	B7
	b6
	B5
	b4
	b3
	b2
	b1

	
	
	
	
	
	
	
	
	
	
	Emergency_service_support
0: Indicates that the ePDG does not support emergency service.
1: Indicates that the ePDG supports emergency service.

	
	
	
	
	
	
	
	
	
	
	RFU


Address Type: 
Type of the ePDG address.

· This field shall be set to the type of the ePDG address according to the following:

	Value
	Address Type

	'00'
	FQDN

	'01'
	IPv4

	'02'
	IPv6

	All other values are reserved
	


ePDG Address: 
Address of the Evolved Packet Data Gateway
Contents:

- 
This field shall be set to the address of the ePDG.

Coding:

- 
When the Address Type is set to '00', the corresponding ePDG FQDN Address shall be encoded to an octet string according to UTF-8 encoding rules as specified in IETF RFC 3629 [48].
- 
When the Address Type is set to '01', the corresponding ePDG IPv4 Address is in octet 5 to octet 8 of the Home ePDG Identifier TLV data object. Bit 8 of octet 5 represents the most significant bit of the IP address and bit 1 of octet 8 the least significant bit.
- 
When the Address Type is set to '02', the corresponding ePDG IPv6 Address is in octet 5 to octet 20 of the Home ePDG Identifier TLV data object. Bit 8 of octet 5 represents the most significant bit of the IP address and bit 1 of octet 20 the least significant bit.
Unused bytes shall be set to 'FF'.

4.2.Y
EFePDGSelection (ePDG Selection Information)

If service n°xxx and service n°yyy are "available", this file shall be present.
This EF contains Evolved Packet Data Gateway (ePDG) selection information for one or more PLMNs as defined in the "Selection of the ePDG" UE procedure of 3GPP TS 24.302 [XX]. 
	Identifier: '6Fyy'
	Structure: transparent
	Optional

	File size: Z bytes
	Update activity: low

	Access Conditions:


READ
PIN


UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1 to Z
	ePDG selection information TLV data object
	O
	Z bytes


The file contains one ePDG selection information TLV data object. The ePDG selection information TLV data object contains a list of PLMNs (including the HPLMN). For each PLMN, it is indicated:

· whether the selection of an ePDG in such PLMN is preferred or mandatory, and 
· whether selection of an ePDG in such PLMN should be based on Tracking/Location Area Identity FQDN or on Operator Identifier FQDN,
as specified in the "Selection of the ePDG" UE procedure of 3GPP TS 24.302 [XX].
Note: The "Preferred/Mandatory" indicator in the ePDG selection policy information for HPLMN is not used in the "Selection of the ePDG" UE procedure.
ePDG selection information TLV data object:

	Description
	Value
	M/O/C
	Length (bytes)

	ePDG Selection Information Tag
	'80'
	M
	1

	Length
	5n
	M
	Note

	PLMN 1
	--
	C
	3

	ePDG selection policy
	'00' or '01'
	C
	1

	ePDG FQDN format
	'00' or '01'
	C
	1

	…
	
	
	

	PLMN n
	--
	C
	3

	ePDG selection indicator
	'00' or '01'
	C
	1

	ePDG FQDN format indicator
	'00' or '01'
	C
	1

	Note:
The length is coded according to ISO/IEC 8825-1 [35]




PLMN:
Contents:

- 
Mobile Country Code (MCC) followed by the Mobile Network Code (MNC).

Coding:

- 
According to TS 24.008 [9].
- 
A BCD value of 'D' in any of the MCC and/or MNC digits shall be used to indicate a "wild" value for that corresponding MCC/MNC digit.
-
A value of 'DDDDDD' represents "any PLMN" value.
ePDG selection policy:
Contents:

- 
Indicates whether the selection of an ePDG in this PLMN is preferred or mandatory.

Coding:

	
	
	b8
	B7
	b6
	B5
	b4
	b3
	b2
	b1

	
	
	
	
	
	
	
	
	
	
	Prefered/Mandatory

0: Indicates that the selection of an ePDG in this VPLMN is preferred but not mandatory
1: Indicates that the selection of an ePDG in this VPLMN is mandatory

	
	
	
	
	
	
	
	
	
	
	RFU


ePDG FQDN format:
Contents:

- 
Indicates whether the selection of an ePDG in this PLMN should be based on Tracking/Location Area Identity FQDN or on Operator Identifier FQDN (see 3GPP TS 24.302 [XX]).

Coding:
- 
'00': Indicates that Operator Identifier FQDN format shall be used (see 3GPP TS 24.302 [XX]).
- 
'01': Indicates that location based FQDN format shall be used (see 3GPP TS 24.302 [XX]).
- 
Other values are RFU.
----------------------------------- Next Change ---------------------------------

4.7
Files of USIM
This clause contains two figures depicting the file structure of the UICC and the ADFUSIM. ADFUSIM shall be selected using the AID and information in EFDIR.

…

	
	ADFUSIM
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	EFLI
	
	EFARR
	
	EFIMSI
	
	EFKeys
	
	…

	
	
	
	
	
	
	'6F05'
	
	'6F06'
	
	'6F07'
	
	'6F08'
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	EFIPS
	
	EFIPD
	
	EFePDGId
	
	EFePDGSelection
	
	

	
	
	
	
	
	
	'6FF1'
	
	'6FF2'
	
	'6Fxx'
	
	'6Fyy'
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5.X 
ePDG Selection related procedures
5.X.1
Home ePDG Identifier
Requirement:
service n°xxx and n°yyy are "available" in the USIM Service Table. 

Request:
The ME performs the reading procedure with EFePDGId. The UE then shall use the Home ePDG identifier(s) present in the EFePDGId to perform the ePDG selection procedure as defined in 3GPP TS 24.302 [XX].
If EFePDGId and EFePDGSelection are empty, the UE shall consider "ePDG configuration information is configured but empty", then the UE shall follow the procedure specified in the "Selection of the ePDG" UE procedure as defined in 3GPP TS 24.302 [XX].
5.X.2
ePDG Selection Information

Requirement:
service n°xxx and n°yyy are "available" in the USIM Service Table. 

Request:
The ME performs the reading procedure with EFePDGSelection. The UE then shall use the ePDG selection information present in the EFePDGSelection to perform the ePDG selection procedure as defined in 3GPP TS 24.302 [XX].

If EFePDGId and EFePDGSelection are empty, the UE shall consider "ePDG configuration information is configured but empty", then the UE shall follow the procedure specified in the "Selection of the ePDG" UE procedure as defined in 3GPP TS 24.302 [XX].
5.X.3
ePDG configuration information configured but empty
Requirement:
service n°yyy is "available" and service n°xxx is not "available" in the USIM Service Table. 

Request:
The UE shall consider "ePDG configuration information is configured but empty", then the UE shall follow the procedure specified in the "Selection of the ePDG" UE procedure as defined in 3GPP TS 24.302 [XX].
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Annex A (informative):
EF changes via Data Download or USAT applications

This annex defines if changing the content of an EF by the network (e.g. by sending an SMS), or by a USAT Application, is advisable. Updating of certain Efs "over the air" such as EFACC could result in unpredictable behaviour of the UE; these are marked "Caution" in the table below. Certain Efs are marked "No"; under no circumstances should "over the air" changes of these Efs be considered.

	File identification
	Description
	Change advised

	'2F00'
	Application directory
	Caution

	…
	
	

	‘6Fxx’
	Home ePDG Identifier
	Yes

	‘6Fyy’
	ePDG Selection Information
	Yes

	NOTE1:
If EFIMSI is changed, the UICC should issue REFRESH as defined in TS 31.111 and update EFLOCI, EFPSLOCI and EFEPSLOCI accordingly.

NOTE2:
This file may contain eCALL related test and reconfiguration numbers.

NOTE3: 
If EFUICCIARI is changed, the UICC shall issue a REFRESH command as defined in TS 31.111.  The ME shall read the updated list of IARIs associated with active applications installed on the UICC. 

NOTE4:
Updating EFProSe_UIRC Over-The-Air, especially adding more parameters to the report, may cause a reduction of number of reports to be able to be stored in the UE.
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Annex D (informative):
Tags defined in 31.102

	Tag
	Name of Data Element
	Usage

	…
	
	

	'80'
	ProSe Group Counter
	Counter for ProSe group (EFPROSE_GC)

	'80'
	ProSe ServerAddress tag
	Server address for usage information reports (EFPROSE_UIRC)

	'80'
	Media Type TLV
	Icon (EFICON)

	'80'
	Home ePDG Identifier TLV
	Home ePDG Identifier (EFePDGId)

	'80'
	ePDG Selection Information TLV
	ePDG Selection Information (EFePDGSelection)

	…
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Annex E (informative):
Suggested contents of the EFs at pre‑personalization
If EFs have an unassigned value, it may not be clear from the main text what this value should be. This annex suggests values in these cases.

	File Identification
	Description
	Value

	…
	
	

	‘6FF2’
	IMEI(SV) Pairing Devices
	'FF…FF'

	‘6Fxx’
	Home ePDG Identifier
	'FF…FF'

	‘6Fyy’
	ePDG Selection Information
	'FF…FF'


NOTE 1:
The value '000000' means that ACMmax is not valid, i.e. there is no restriction on the ACM. When assigning a value to ACMmax, care should be taken not to use values too close to the maximum possible value 'FFFFFF', because the INCREASE command does not update EFACM if the units to be added would exceed 'FFFFFF'. This could affect the call termination procedure of the Advice of Charge function.

NOTE 2:
xxxxxx stands for any valid MCC and MNC, coded according to TS 24.008 [9].
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