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3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Access Network Discovery and Selection Function: In this specification, Access Network Discovery and Selection Function (ANDSF) is a network element specified in 3GPP TS 23.402 [6]. Unless otherwise specified, the term ANDSF is used to refer to both Home and Visited ANDSF.

ANDSF rules: In this specification, ANDSF rules refers to the set of ANDSF policies defined in 3GPP TS 24.312 [13] for WLAN access selection and traffic routing between E-UTRAN or UTRAN and WLAN. ANDSF rules can contain RAN validity conditions for RAN-assisted WLAN interworking.
Emergency session: In this specification, an emergency session refers to an emergency PDN connection established in E-UTRAN and handed over to a S2a based cdma2000® HRPD access network, or an emergency PDN connection established over untrusted access.

Equivalent home service provider: In this specification, equivalent home service provider is a service provider that is equivalent to HPLMN in regard to service provider selection over WLAN.

Equivalent visited service provider: In this specification, equivalent visited service provider is a service provider that is equivalent to the V-PLMN in regard to service provider selection over WLAN.

Home ANDSF: In this specification, the Home ANDSF (H-ANDSF) is an ANDSF element located in the home PLMN of a UE.

Offload Preference Indicator (OPI): In this specification, Offload Preference Indicator (OPI) is a bitmap (i.e. a one-dimensional bit array) that can be used by UEs in an E-UTRA or UTRA cell to determine when to move certain traffic (e.g. certain IP flows) to WLAN access or to 3GPP access. The meaning of each bit in this bitmap is operator specific and is not defined in 3GPP specifications. 

Offloadable PDN connection: In this specification, an offloadable PDN connection is a PDN connection, established in (or previously handed over to) 3GPP access, such that:

-
the WLAN offload indication information element (see 3GPP TS 24.301 [10] and 3GPP TS 24.008 [46]) last received for the PDN connection has the "offloading the traffic of the PDN connection via a WLAN when in S1 mode is acceptable" value and the UE is in S1 mode; or

-
the WLAN offload indication information element (see 3GPP TS 24.301 [10] and 3GPP TS 24.008 [46]) last received for the PDN connection has the "offloading the traffic of the PDN connection via a WLAN when in UTRAN Iu mode is acceptable" value and the UE is in UTRAN Iu mode.

Preferred Service Providers List (PSPL): In this specification, the Preferred Service Providers List refers to a prioritized list of service provider realms other than equivalent home service providers preferred by the UE's 3GPP home operator for WLAN.

Set of Access network discovery information: In this specification, a set of Access network discovery information is the access network discovery information from a single ANDSF.

Set of Inter-system mobility policy: In this specification, a set of Inter-system mobility policy is the inter-system policy information received from a single ANDSF.

Visited ANDSF: In this specification, the Visited ANDSF (V-ANDSF) is an ANDSF element located in the visited PLMN of a UE.

RAN Assistance Information: In this specification, RAN Assistance Information refers to the set of thresholds and parameters that can be provided by E-UTRAN or UTRAN to the UE for assisting WLAN access selection and traffic routing. The RAN assistance information can include 3GPP access thresholds, WLAN access thresholds, an Offload Preference Indicator (OPI) value and WLAN identifiers as defined in 3GPP TS 25.331 [14A] and 3GPP TS 36.331 [16B].

RAN rules: In this specification, RAN rules refers to the set of RAN assistance parameter handling, access network selection and traffic steering procedures defined in 3GPP TS 36.304 [16] and 3GPP TS 25.304 [14] for steering traffic between E-UTRAN or UTRAN and WLAN for RAN-assisted WLAN interworking.
Restrictive non-3GPP access network type I: a non-3GPP access network forwarding IP packets of TCP connections initiated by a served UE, with destination port 443, and with destination address outside of the non-3GPP access network, and discarding IP packets of some or all other TCP connections initiated by the served UE, with destination address outside of the non-3GPP access network.

Restrictive non-3GPP access network type II: a non-3GPP access network discarding IP packets of TCP connections initiated by a served UE, with destination address outside of the non-3GPP access network, where the non-3GPP access network contains HTTP proxy supporting HTTP CONNECT method for URIs with port 443 and with host outside of the non-3GPP access network.

Restrictive non-3GPP access network: restrictive non-3GPP access network type I or restrictive non-3GPP access network type II.

Firewall traversal tunnel (FTT): a TCP connection with TLS connection enabling passing of messages between UE in restrictive non-3GPP access network and ePDG.

Firewall traversal tunnel keep-alive time (FTT KAT): a maximum time between two subsequent messages sent by UE in the firewall traversal tunnel.

WLAN Selection Policy (WLANSP): In this specification, the WLAN Selection Policy is a set of operator-defined rules that determine how the UE selects/reselects a WLAN access network.

WLAN selection information: In this specification, WLAN selection information refers to the information received from ANDSF including WLAN Selection Policy (WLANSP), rule selection information, Home Network Preference information and Visited Network Preference information as specified in 3GPP TS 24.312 [13].
Visited PLMNs with preferred rules: In this specification, visited PLMNs with preferred rules included in the rule selection information refers to a list of identifiers of visited PLMNs provided by HPLMN, so that the UE roaming in such visited PLMN prefers ISMP, ISRP or WLANSP rules provided by the visited PLMN over ISMP, ISRP or WLANSP rules provided the HPLMN. In ANDSF MO, the visited PLMNs with preferred rules correspond to the ANDSF/RuleSelectionInformation/VPLMNswithPreferredRules interior node.

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.122 [4] apply:
EHPLMN
Home PLMN
RPLMN
Visited PLMN
For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.402 [6] apply:
IFOM capable UE
Inter-APN routing capable UE

Local Operating Environment Information

MAPCON capable UE

S2a
S2b
S2c
Non-seamless WLAN offload capable UE
Single-connection mode (SCM)
Transparent single-connection mode (TSCM)
Multi-connection mode (MCM)

For the purposes of the present document, the following terms and definitions given in 3GPP TS 29.273 [17] apply:
STa

For the purposes of the present document, the following terms and definitions given in 3GPP TS 24.301 [10] apply:
Evolved packet core network
Evolved packet system
For the purposes of the present document, the following terms and definitions given in WiMAX Forum Network Architecture Release 1.0 version 1.2 – Stage 3 [25] apply:
Network Access Provider

Network Service Provider

For the purposes of the present document, the following terms and definitions given in 3GPP TS 33.402 [15] apply:
External AAA server
For the purposes of the present document, the following terms and definitions given in 3GPP TS 24.312 [13] apply:
Active rule

Valid rule

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.003 [3] that relate to access to 3GPP evolved packet core via non-3GPP access networks, apply:

Alternative NAI

Decorated NAI

Emergency NAI
Fast-Reauthentication NAI
Pseudonym Identity
Root NAI
For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.002 [2A] apply:

3GPP AAA Proxy

3GPP AAA Server
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5.2
EPC network selection over non-3GPP access

5.2.1
General

The following EPC network selection procedures over non-3GPP access are defined:

1)
WiMAX specific;

2)
EPC network selection via cdma2000® HRPD access is given in 3GPP TS 23.122 [4] with any exceptions detailed in subclause 5.3.4;

3)
WLAN specific procedures in clause 5 apply: the procedures detail selecting one or more WLANs and (subsequently) selecting one service provider offering services via the WLAN (see subclause 5.2.3.2). When the operator of the WLAN requires authentication and the authentication succeeds (see subclause 6.4 and 6.5.1), the UE follows the procedures defined for connecting with the EPC. When the UE is connected to EPC through WLAN access, the tunnel is set-up with the ePDG (as described in clause 7 of this document) using a root NAI as defined in 3GPP TS 23.003 [3] or with the HA (as described in 3GPP TS 24.303 [11]); and

Editor's note [SAES4-non3GPP, CR#0443]:
The use of decorated NAI or root NAI for the purposes of setting up an IPsec tunnel with an ePDG in a VPLMN is FFS.

4)
generic EPC network selection for other access technologies not listed above.

The UE performs the appropriate EPC selection procedure over non-3GPP access when the non-3GPP radio becomes enabled. If the UE needs to establish emergency session over untrusted access, the UE shall select an ePDG that supports emergency services as described in subclause 7.2.1 and 3GPP TS 23.402 [6].
NOTE 1:
The UE can perform the appropriate EPC selection procedure over non-3GPP access based on other implementation-specific triggers, e.g. regaining non-3GPP access network coverage or connectivity.

The UE can utilize information received from ANDSF to which EPCs an access network is connected as described in 3GPP TS 24.312 [13]. Additionally, any technology specific means can be employed to acquire such information, but these are out of scope of this specification.
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7.2.2
Tunnel establishment

Once the ePDG has been selected, the UE shall initiate the IPsec tunnel establishment procedure using the IKEv2 protocol as defined in IETF RFC 5996 [28] and 3GPP TS 33.402 [15].

The UE shall send an IKE_SA_INIT request message to the selected ePDG in order to setup an IKEv2 security association. Upon receipt of an IKE_SA_INIT response, the UE shall send an IKE_AUTH request message to the ePDG, including the type of IP address (IPv4 address or IPv6 prefix or both) that needs to be configured in an IKEv2 CFG_REQUEST Configuration Payload. If the UE requests for both IPv4 address and IPv6 prefix, it shall send two configuration attributes in the CFG_REQUEST Configuration Payload, one for the IPv4 address and the other for the IPv6 prefix. The IKE_AUTH request message shall contain in "IDr" payload the APN and in the "IDi" payload the NAI. The UE shall set the ID Type field of the "IDr" payload to ID_FQDN as defined in IETF RFC 5996 [28]. The UE indicates a request for the default APN by omitting IDr payload, which is in accordance with IKEv2 protocol as defined in IETF RFC 5996 [28]. The IKE_AUTH request message may contain in a notify payload an indication that MOBIKE is supported by the UE. The UE may also include the INTERNAL_IP6_DNS or the INTERNAL_IP4_DNS attribute in the CFG_REQUEST Configuration Payload. The UE can obtain zero or more DNS server addressed in the CFG_REPLY payload as specified in IETF RFC 5996 [28]. The UE can also include the P-CSCF_IP6_ADDRESS attribute, the P-CSCF_IP4_ADDRESS attribute or both in the CFG_REQUEST configuration payload. The UE can obtain zero or more P-CSCF server addresses in the CFG_REPLY configuration payload as specified in IETF draft-gundavelli-ipsecme-3gpp-ims-options [64]. If the tunnel establishment is initiated due to establishment of the emergency session as described in subclause 7.2.x, the UE shall include the EMERGENCY_IND attribute as specified in subclause 8.2.4.x in the CFG_REQUEST Configuration Payload. If the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK attribute as specified in subclause 8.2.4.2 indicating the timeout period for the liveness check is included in the CFG_REPLY configuration payload or if the UE has a pre-configured timeout period, the UE shall perform the tunnel liveness checks as described in subclause 7.2.2A.
NOTE:
The timeout period is pre-configured in the UE in implementation-specific way.

During the IKEv2 authentication and security association establishment, if the UE supports explicit indication about the supported mobility protocols, it shall provide the indication as described in subclause 6.3.
During the IKEv2 authentication and tunnel establishment for initial attach, the UE shall provide an indication about Attach Type, which indicates Initial Attach. To indicate attach due to initial attach, the UE shall include either the INTERNAL_IP4_ADDRESS or the INTERNAL_IP6_ADDRESS attribute or both in the CFG_REQUEST Configuration Payload within the IKE_AUTH request message. The INTERNAL_IP4_ADDRESS shall contain no value and the length field shall be set to 0. The INTERNAL_IP6_ADDRESS shall contain no value and the length field shall be set to 0.

During the IKEv2 authentication and tunnel establishment for handover, the UE not supporting IP address preservation for NBM shall indicate Initial Attach as described in the previous paragraph.

During the IKEv2 authentication and security association establishment for handover, the UE supporting IP address preservation for NBM, shall provide an indication about Attach Type, which indicates Handover Attach. To indicate attach due to handover, the UE shall include the previously allocated home address information during the IPSec tunnel establishment. Depending on the IP version, the UE shall include either the INTERNAL_IP4_ADDRESS or the INTERNAL_IP6_ADDRESS attribute or both in the CFG_REQUEST Configuration Payload within the IKE_AUTH request message to indicate the home address information which is in accordance with IKEv2 protocol as defined in IETF RFC 5996 [28]. The UE shall support IPSec ESP (see IETF RFC 4303 [32]) in order to provide secure tunnels between the UE and the ePDG as specified in 3GPP TS 33.402 [15].

The UE may support multiple authentication exchanges in the IKEv2 protocol as specified in IETF RFC 4739 [49] in order to support authentication and authorization with an external AAA server allowing the UE to support PAP authentication procedure, or CHAP authentication procedure, or both, as described in 3GPP TS 33.402 [15].
If NBM is used and the UE wishes to access an external PDN and therefore needs to perform authentication and authorization with an external AAA server, the UE shall:
-
If the IKE_SA_INIT response contains a "MULTIPLE_AUTH_SUPPORTED" Notify payload, then include a "MULTIPLE_AUTH_SUPPORTED" Notify payload in the IKE_AUTH request as described in IETF RFC 4739 [49] and perform the additional authentication steps as specified in 3GPP TS 33.402 [15]; and

-
If the IKE_SA_INIT response does not contain a "MULTIPLE_AUTH_SUPPORTED" Notify payload, then perform the UE initiated disconnection as defined in subclause 7.2.4.1. The subsequent UE action is implementation dependent (e.g. select a new ePDG).

If NBM is used and if the UE receives from the ePDG an IKE_AUTH response message containing a Notify Payload with a Private Notify Message Type PDN_CONNECTION_REJECTION as specified in subclause 8.1.2 that includes an IP address information in the Notification Data field, the UE shall not attempt to re-establish this PDN connection while connected to the current ePDG and the UE shall close the related IKEv2 security association states.

If NBM is used and if the UE receives from the ePDG an IKE_AUTH response message containing a Notify Payload with a Private Notify Message Type PDN_CONNECTION_REJECTION as specified in subclause 8.1.2 and no Notification Data field, the UE shall not attempt to establish additional PDN connections to this APN while connected to the current ePDG. The UE shall close the related IKEv2 security association states. Subsequently, the UE can attempt to establishment additional PDN connections to the given APN if one or more existing PDN connections to the given APN are released. While connected to the current ePDG, if this PDN connection is the first PDN connection for the given APN, the UE shall not attempt to establish PDN connection to the given APN.
If NBM is used and if the UE receives from the ePDG an IKE_AUTH response message containing a Notify Payload with a Private Notify Message Type MAX_CONNECTION_REACHED as specified in subclause 8.1.2, the UE shall not attempt to establish any additional PDN connections while connected to the current ePDG. The UE shall close the related IKEv2 security association states. Subsequently, the UE can attempt to establishment additional PDN connections if one or more existing PDN connections are released.
After the successful authentication with the 3GPP AAA server, the UE receives from the ePDG an IKE_AUTH response message containing a single CFG_REPLY Configuration Payload including the assigned remote IP address information (IPv4 address or IPv6 prefix) as described in subclause 7.4.1. Depending on the used IP mobility management mechanism the following cases can be differentiated:
· If DSMIPv6 is used for IP mobility management, the UE configures a remote IP address based on the IP address information contained in the INTERNAL_IP4_ADDRESS or INTERNAL_IP6_SUBNET attribute of the CFG_REPLY Configuration Payload. The UE uses the remote IP address as Care-of-Address to contact the HA.

-
If NBM is used for IP mobility management and the UE performs an initial attach, the UE configures a home address based on the address information from the CFG_REPLY Configuration Payload. Otherwise, if NBM is used and the UE performs a handover attach, the UE continues to use its IP address configured before the handover, if the address information provided in the CFG_REPLY Configuration Payload does match with the UE's IP address configured before the handover. If the UE's IP address does not match with the address information of the CFG_REPLY Configuration Payload, the UE shall configure a new home address based on the IP address information contained in the INTERNAL_IP4_ADDRESS or INTERNAL_IP6_SUBNET attribute of the CFG_REPLY Configuration Payload. In the latter case, the IP address preservation is not possible.

If the UE supports DSMIPv6, the UE may request the HA IP address(es), by including a corresponding CFG_REQUEST Configuration Payload containing a HOME_AGENT_ADDRESS attribute. The HOME_AGENT_ADDRESS attribute content is defined in subclause 8.2.4.1. The HA IP address(es) requested in this attribute are for the APN for which the IPsec tunnel with the ePDG is set-up. In the CFG_REQUEST, the UE sets respectively the IPv6 address field and the optional IPv4 address field of the HOME_AGENT_ADDRESS attribute to 0::0 and to 0.0.0.0. If the UE can not obtain the IP addresses of the HA via IKEv2 signalling, it uses the home agent address discovery as specified in 3GPP TS 24.303 [11].
In case the UE wants to establish multiple PDN connections and if the UE uses DSMIPv6 for mobility management, the UE shall use DNS as defined in 3GPP TS 24.303 [11] to discover the HA IP address(es) for the additional PDN connections after IKEv2 security association was established to the ePDG.

	*** Next Change ***


7.2.x
Emergency session establishment

If the UE needs to establish an IMS emergency session over untrusted access as specified in 3GPP TS 24.229 [xx] in the subclause R.2.2.6, the UE shall first follow procedure described in subclause 7.2.4.1 to disconnect existing IPsec tunnel. The UE shall then select an ePDG that supports emergency services as described in subclause 7.2.1a and initiate an IKEv2 tunnel establishment procedure towards this new ePDG as described in subclause 7.2.2. Upon receipt of an IKE_SA_INIT response, the UE shall send an IKE_AUTH request message to the ePDG with the EMERGENCY_IND attribute included in the IKE_AUTH request message.
Editor's note (WID: SEW1-CT, CR#0459): The case where the UE that has trust relationship with the non-3GPP access network uses untrusted procedure to establish an IMS emergency session is FFS.
If the UE does not receive a response to an IKE_SA_INIT request message sent towards the selected ePDG, then the UE shall repeat the ePDG search as described in 3GPP TS 23.402 [6], excluding the ePDG for which the UE did not receive a response to the IKE_SA_INIT request message. The UE shall stop the establishment of emergency session if it is unable to select an ePDG for emergency bearer services.
	*** Next Change ***


7.4.1
Tunnel establishment

Upon receipt of an IKE_AUTH request message from the UE requesting the establishment of a tunnel, the ePDG shall proceed with authentication and authorization. The basic procedure described in 3GPP TS 33.402 [15], while further details are given below.
During the UE's authentication and authorization procedure, the 3GPP AAA server provides to the ePDG an indication about the selected IP mobility mechanism as specified in 3GPP TS 29.273 [17].
The ePDG shall proceed with IPsec tunnel setup completion and shall relay in the IKEv2 Configuration Payload (CFG_REPLY) of the final IKE_AUTH response message the remote IP address information to the UE. If NBM is used as IP mobility mechanism, the ePDG shall assign either an IPv4 address or an IPv6 Home Network Prefix or both to the UE via a single CFG_REPLY Configuration Payload. If the UE requests for both IPv4 address and IPv6 prefix, but the ePDG only assigns an IPv4 address or an IPv6 Home Network Prefix due to subscription restriction or network preference, the ePDG shall include the assigned remote IP address information (IPv4 address or IPv6 prefix) via a single CFG_REPLY Configuration Payload. If the ePDG assigns an IPv4 address, the CFG_REPLY contains the INTERNAL_IP4_ADDRESS attribute. If the ePDG assigns an IPv6 Home Network Prefix, the CFG_REPLY contains the INTERNAL_IP6_SUBNET configuration attribute. The ePDG obtains the IPv4 address and/or the IPv6 Home Network Prefix from the PDN GW. If the UE does not provide an APN to the ePDG during the tunnel establishment and the EMERGENCY_IND attribute as specified in subclause 8.2.4.x is not included in IKE_AUTH request message, the ePDG shall include the default APN in the IDr payload of the IKE_AUTH response message. The ePDG shall set the ID Type field of the "IDr" payload to ID_FQDN as defined in IETF RFC 5996 [28]. Handling of IDr payload in case the EMERGENCY_IND attribute is included in IKE_AUTH request message is specified in subclause 7.4.x.If the UE included the INTERNAL_IP6_DNS or the INTERNAL_IP4_DNS in the CFG_REQUEST Configuration payload, the ePDG shall include the same attribute in the CFG_REPLY Configuration payload including zero or more DNS server addresses as specified in IETF RFC 5996 [28]. If the UE included the P-CSCF_IP6_ADDRESS attribute, the P-CSCF_IP4_ADDRESS attribute or both in the CFG_REQUEST configuration payload, the ePDG may include one or more instances of the same attribute in the CFG_REPLY configuration payload as specified in IETF draft-gundavelli-ipsecme-3gpp-ims-options [64]. The ePDG may include the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK attribute as specified in subclause 8.2.4.2 indicating the timeout period for liveness check in the CFG_REPLY configuration payload.

If DSMIPv6 is used as IP mobility mechanism, depending on the information provided by the UE in the CFG_REQUEST payload the ePDG shall assign to the UE either a local IPv4 address or local IPv6 address (or a local IPv6 prefix) via a single CFG_REPLY Configuration Payload. If the ePDG assigns a local IPv4 address, the CFG_REPLY contains the INTERNAL_IP4_ADDRESS attribute. If the ePDG assigns a local IPv6 address or a local IPv6 prefix the CFG_REPLY contains correspondingly the INTERNAL_IP6_ADDRESS or the INTERNAL_IP6_SUBNET attribute. If the UE provided an APN to the ePDG during the tunnel establishment, the ePDG shall not change the provided APN and shall include the APN in the IDr payload of the IKE_AUTH response message. The ePDG shall set the ID Type field of the "IDr" payload to ID_FQDN as defined in IETF RFC 5996 [28]. An IPsec tunnel is now established between the UE and the ePDG.
If NBM is used and if the ePDG needs to reject a PDN connection due to conditions as specified in 3GPP TS 29.273 [17] or the network policies or the ePDG capabilities to indicate that no more PDN connection request of the given APN can be accepted for the UE, the ePDG shall include, in the IKE_AUTH response message, a Notify Payload with a Private Notify Message Type PDN_CONNECTION_REJECTION as specified in subclause 8.1.2. Additionally if the IKE_AUTH request message from the UE indicated Handover Attach as specified in subclause 7.2.2, the Notification Data field of the Notify Payload shall include the IP address information from the Handover Attach indication. If the UE indicated Initial Attach, the Notification Data field shall be omitted. If the ePDG needs to reject a PDN connection due to the network policies or capabilities to indicate that no more PDN connection request with any APN can be accepted for the UE, the ePDG shall include in the IKE_AUTH response message containing the IDr payload a Notify Payload with a Private Notify Message Type MAX_CONNECTION_REACHED as specified in subclause 8.1.2. If the ePDG determines that UE is not allowed to access EPC due to reasons specified in 3GPP TS 29.273 [17], the ePDG shall include, in the IKE_AUTH response message, a Notify Payload with a Notify Message Type AUTHENTICATION_FAILED as specified in IETF RFC 5996 [28].
If the UE indicates Handover Attach by including the previously allocated home address information and the ePDG obtains one or more PDN GW identities from the 3GPP AAA server, the ePDG shall use these identified PDN GWs in the subsequent PDN GW selection process. If the UE indicates Initial Attach i.e. home address information not included, the ePDG may run its initial PDN GW selection process to determine the PDN GW without using the received PDN GW identities.
The ePDG shall support IPSec ESP (see IETF RFC 4303 [32]) in order to provide secure tunnels between the UE and the ePDG as specified in 3GPP TS 33.402 [15].

During the IKEv2 authentication and tunnel establishment, if the UE requested the HA IP address(es) and if DSMIPv6 was chosen and if the HA IP address(es) are available, the ePDG shall provide the HA IP address(es) (IPv6 address and optionally IPv4 address) for the corresponding APN as specified by the "IDr" payload in the IKE_AUTH request message by including in the CFG_REPLY Configuration Payload a HOME_AGENT_ADDRESS attribute. In the CFG_REPLY, the ePDG sets respectively the IPv6 Home Agent address field and optionally the IPv4 Home Agent address field of the HOME_AGENT_ADDRESS attribute to the IPv6 address of the HA and to the IPv4 address of the HA. If no IPv4 HA address is available at the ePDG or if it was not requested by the UE, the ePDG shall omit the IPv4 Home Agent Address field. If the ePDG is not able to provide an IPv6 HA address for the corresponding APN, then the ePDG shall not include a HOME_AGENT_ADDRESS attribute in the CFG_REPLY.

The ePDG may support multiple authentication exchanges in the IKEv2 protocol as specified in IETF RFC 4739 [49] in order to support additional authentication and authorization of the UE with an external AAA server.
If the ePDG supports authentication and authorization of the UE with an external AAA server, on receipt of an IKE_SA_INIT message the ePDG shall include a Notify payload of type "MULTIPLE_AUTH_SUPPORTED" in the IKE_SA_INIT response message to the UE.
On successful completion of authentication and authorization procedure of the UE accessing EPC and on receipt of an IKE_AUTH request containing a Notify payload of type "ANOTHER_AUTH_FOLLOWS", the ePDG shall send an IKE_AUTH response containing the "AUTH" payload.
Upon receipt of a subsequent IKE_AUTH request from the UE containing the user identity in the private network within the "IDi" payload, the ePDG shall:
-
if PAP authentication is required, then send an EAP-GTC request to the UE within an IKE_AUTH response message. Upon receipt of an EAP-GTC response from the UE, the ePDG shall use the procedures defined in 3GPP TS 29.275 [18] and 3GPP TS 29.274 [50] to authenticate the user with the external AAA server; and
-
if CHAP authentication is required, then send an EAP MD5-Challenge request to UE. Upon receipt of EAP MD5-Challenge response within an IKE_AUTH request message from the UE, the ePDG shall use the procedures defined in 3GPP TS 29.275 [18] and 3GPP TS 29.274 [50] to authenticate the user with the external AAA server. If the ePDG receives Legacy-Nak response containing EAP–GTC type from the UE (see IETF RFC 3748 [29]) the ePDG may change the authentication and authorization procedure. If the ePDG does not change the authentication and authorization procedure or if the ePDG receives a Legacy-Nak response not containing EAP-GTC, the ePDG shall send an EAP-Failure to the UE.
NOTE:
The signalling flows for authentication and authorization with an external AAA server are described in 3GPP TS 33.402 [15].

	*** Next Change ***


7.4.x
Emergency session establishment

If the EMERGENCY_IND attribute as specified in subclause 8.2.4.x is included in the IKE_AUTH request message from the UE indicating establishment of an emergency session, the ePDG shall handle APN info as follows:

-
if APN info is included in the IKE_AUTH request message from the UE, the ePDG shall ignore received APN info from the UE.
Editor's note (WID: SEW1-CT, CR#0459): whether the ePDG needs to include the pre-configured APN associated with the emergency PDN connection from Emergency Configuration Data in the IDr payload of the IKE_AUTH response message to the UE is FFS.
	*** Next Change ***


8.2.4.x
EMERGENCY_IND attribute

The EMERGENCY_IND attribute is coded according to figure 8.2.4.x-1 and table 8.2.4.x-1. 

	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	R
	Attribute Type
	1

	Attribute Type
	2

	Length=0
	3, 4


Figure 8.2.4.x-1: EMERGENCY_IND attribute

Table 8.1.4.x-1: EMERGENCY_IND value

	Bit 7 of Octet 1 is the R bit defined in IETF RFC 5996 [28]. The R bit is the reserved bit set to zero. 



	Bits 0 through 6 of Octet 1 and Octet 2 is the Attribute Type field. The Attribute Type field is set to value xxx to indicate the EMERGENCY_IND.


	Octet 3 and Octet 4 is the Length field. The Length field is set to zero.




Editor's note (WID: SEW1-CT, CR#0459): value of the EMERGENCY_IND attribute type is FFS
	*** Next Change ***


G.3.x
EMERGENCY_IND attribute

Editor's note (WID: SEW1-CT, CR#0459): MCC is requested to register the EMERGENCY_IND attribute with IANA. IANA registration policy is "Expert review" according to http://www.iana.org/assignments/ikev2-parameters/ikev2-parameters.xhtml#ikev2-parameters-21 so RFC is not needed.

In order to register the EMERGENCY_IND IKEv2 attribute, the following information will be inserted in form at http://www.iana.org/cgi-bin/assignments.pl:

Contact name: 

 <MCC Name>

Contact Email:

 <MCC email>

What type of assignment/registration are you requesting?

New item in the "IKEv2 Configuration Payload Attribute Types" of the "Internet Key Exchange Version 2 (IKEv2) Parameters" as shown at http://www.iana.org/assignments/ikev2-parameters/ikev2-parameters.xhtml#ikev2-parameters-21 and as specified in IETF RFC 4306 and updated by IETF RFC 5996 and IETF RFC 7296.

Which registry are you requesting this assignment/registration be made in?

The "IKEv2 Configuration Payload Attribute Types" of the "Internet Key Exchange Version 2 (IKEv2) Parameters" as shown at http://www.iana.org/assignments/ikev2-parameters/ikev2-parameters.xhtml#ikev2-parameters-21 and as specified in IETF RFC 4306 and updated by IETF RFC 5996 and IETF RFC 7296.

If possible, please give a brief description of why you need this assignment/registration:

This IKEv2 attribute is used to indicate establishment for emergency session.
Additional Information. Please include a reference to the specification or RFC (if available) that defines this number or name space: 

IETF RFC 4306 defines the registry for the "IKEv2 Configuration Payload Attribute Types". IETF RFC 7296 and IETF RFC 5996 refer to IETF RFC 4306 for the definition of the registry.

The following attribute is requested to be registered:

-
value: (number to be assigned by IANA)

-
attribute type: EMERGENCY_IND

-
multi-valued: no

-
length: 0 octets
-
reference: http://www.3gpp.org/ftp/Specs/html-info/24302.htm

	*** End Change ***


