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*** Start of Change ***

3.1
Definitions
For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply:
Application detection filter: A logic used to detect packets generated by an application based on extended inspection of these packets, e.g., header and/or payload information, as well as dynamics of packet flows. The logic is entirely internal to a TDF or a PCEF enhanced with ADC, and is out of scope of this specification.
Application identifier: An identifier, referring to a specific application detection filter.
ADC decision: A decision consists of references to ADC rules, associated enforcement actions (for dynamic ADC rules) and TDF session attributes and is provided by the PCRF to the TDF for application detection and control.

ADC rule: A set of information enabling the detection of application traffic and associated enforcement actions. ADC rules are directly provisioned into the TDF and referenced by the PCRF.
Detected application traffic: An aggregate set of packet flows that are generated by a given application and detected by an application detection filter.
IP-CAN bearer: IP transmission path of defined capacity, delay and bit error rate, etc.
See TR 21.905 [1] for the definition of bearer.

IP-CAN session: association between a UE and an IP network.
The association is identified by one or more UE Ipv4 addresses/ and/or Ipv6 prefix together with a UE identity information, if available, and a PDN represented by a PDN ID (e.g. an APN). An IP-CAN session incorporates one or more IP-CAN bearers. Support for multiple IP-CAN bearers per IP-CAN session is IP-CAN specific. An IP-CAN session exists as long as the related UE Ipv4 address and/or Ipv6 prefix are assigned and announced to the IP network.
IP flow: unidirectional flow of IP packets with the same source IP address and port number and the same destination IP address and port number and the same transport protocol.
Port numbers are only applicable if used by the transport protocol.
Gateway Control Session: An association between a BBERF and a PCRF (when GTP is not used in the EPC), used for transferring access specific parameters, BBERF events and QoS rules between the PCRF and BBERF. In the context of this specification this is implemented by use of the Gxx procedures.

GC1 signalling: Signalling between the GCS AS and the application client on the UE over the GC1 reference point as defined in TS 23.468 [50].

Monitoring key: Identifies a usage monitoring control instance.
TDF session: An association between an IP-CAN session and the assigned TDF for the purpose of application detection and control by the PCRF. The association is identified by one UE Ipv4 address and/or Ipv6 prefix together with optionally a PDN represented by a PDN ID and a set of ADC rules to be applied by the TDF.
Usage monitoring control instance: the monitoring and reporting of the usage threshold for input, output or total data volume or time of usage for the IP-CAN session/TDF session or the service data flows/application's traffic associated with the same monitoring key.
Presence Reporting Area: An area defined within 3GPP Packet Domain for the purposes of reporting of UE presence within that area due to policy control and/or charging reasons. There are two types of Presence Reporting Area: "UE-dedicated Presence Reporting Area", and "Core Network pre-configured Presence Reporting Area". 
RAN user plane congestion: RAN user plane congestion occurs when the demand for RAN resources exceeds the available RAN capacity to deliver the user data for a prolonged period of time.
Service data flow: An aggregate set of packet flows carried through the PCEF that matches a service data flow template (from TS 23.203 [7]).

Service data flow filter: a set of packet flow header parameter values/ranges used to identify one or more of the packet flows (from TS 23.203 [7]).
Service data flow template: The set of service data flow filters in a PCC rule or an application identifier in a PCC rule referring to an application detection filter, required for defining a service data flow (from TS 23.203 [7]).
(S)Gi-LAN: The network infrastructure connected to the 3GPP network over the SGi or Gi reference point that provides various IP-based services. 

(S)Gi-LAN service function: A function located in the (S)Gi-LAN that provides value-added IP-based services e.g. NAT, anti-malware, parental control, DDoS protection.
*** Next Change ***

3.2
Abbreviations

For the purpose of the present document, the abbreviations given in TR 21.905 [1] and the following apply:

ADC
Application Detection and Control

AF
Application Function

AMBR
Aggregate Maximum Bit Rate

BBERF
Bearer Binding and Event Reporting Function 
CCA
Credit-Control-Answer (CC-Answer)

CCR
Credit-Control-Request (CC-Request)
CSG
Closed Subscriber Group

CSG-ID
Closed Subscriber Group Identity 
DCC
Diameter Credit Control
GBR
Guaranteed Bit Rate
GCS
Group Communication Service

GCS AS
Group Communication Service Application Server

MPS
Multimedia Priority Service
OCS
Online charging system

OFCS
Offline charging system

PCEF
Policy and Charging Enforcement Function

PCRF
Policy and Charging Rule Function
RAA
Re-Auth-Answer (RA-Answer)

RAB
Radio Access Bearer
RAR
Re-Auth-Request (RA-Request)

RCAF
RAN Congestion Awareness Function
RUCI
RAN User Plane Congestion Information
SUPL
Secure User Plane for Location
TDF
Traffic Detection Function 
TSA
TDF-Session-Answer

TSR
TDF-Session-Request
TSSF
Traffic Steering Support Function
UDC
User Data Convergence

UDR
User Data Repository
*** Next Change ***

4.3.1
PCC Rule Definition

The purpose of the PCC rule is to:

-
Detect a packet belonging to a service data flow.

-
The service data flow templates within the PCC rule are used for the selection of downlink IP CAN bearers.

-
The service data flow filters within the PCC rule are used for the enforcement that uplink IP flows are transported in the correct IP CAN bearer.
NOTE 1:
For aPCC rule that contains an application identifier referencing an application detection filter, the PCRF can inspect traffic on multiple bearers in the uplink direction. Such detected traffic counts as detection by that PCC rule.
-
Identify the service the service data flow contributes to.

-
Provide applicable charging parameters for a service data flow.

-
Provide policy control for a service data flow.

The PCEF shall check each received packet against the service data flow filters of each PCC rule in the order of the precedence of the PCC rules. When a packet matches a service data flow filter, the packet matching process for that packet is completed, and the corresponding PCC rule shall be applied. For PCC rules that contain an application identifier referencing an application detection filter, the precedence is only relevant for the rule enforcement, i.e. when the detected application packet matches multiple PCC rules, only the enforcement, reporting of application starts and stops, usage monitoring, and charging actions of the PCC rule with the highest precedence shall be applied.
There are two different types of PCC rules as defined in TS 23.203 [7]:

-
Dynamic PCC rules. Dynamically provisioned by the PCRF to the PCEF via the Gx interface. These PCC rules may be either predefined or dynamically generated in the PCRF. Dynamic PCC rules can be installed, modified and removed at any time.
-
Predefined PCC rules. Preconfigured in the PCEF. Predefined PCC rules can be activated or deactivated by the PCRF at any time. Predefined PCC rules within the PCEF may be grouped allowing the PCRF to dynamically activate a set of PCC rules over the Gx reference point.

NOTE 2:
The operator can define a predefined PCC rule, to be activated by the PCEF. Such a predefined rule is not explicitly known in the PCRF.

A PCC rule consists of:

-
a rule name;

-
service identifier;

-
service data flow filter(s);
-
application identifier;
-
precedence;

-
gate status;

-
QoS parameters;
-
indication for PS to CS session continuity; 
-
charging key (i.e. rating group);
-
other charging parameters;

-
monitoring key;
-
sponsor identity;

-
application service provider identity;
-
indication of access network information reporting;
-
redirect;

-
traffic steering policy identifier(s).
The rule name shall be used to reference a PCC rule in the communication between the PCEF and the PCRF.

The service identifier shall be used to identify the service or the service component the service data flow relates to.

The service data flow filter(s) or the application detection filter shall be used to select the traffic for which the rule applies. Either service data flow filter(s) or application identifier shall exist in a PCC rule. It shall be possible to define wildcarded service data flow filter(s), both for the dynamic and predefined PCC rules.
The application identifier shall be used to reference an application detection filter, which is predefined in the PCEF. The same application identifier value can occur in more than one PCC rule. If so, the PCRF shall ensure that there is at most one PCC rule active per application identifier value and IP CAN session at any time.
NOTE 3:
The application identifier can only be used for PCEF enhanced with ADC. The same application identifier value could be used for a dynamic PCC rule and a pre-defined PCC rule or for multiple pre-defined PCC rules.
The gate status indicates whether the service data flow may pass (gate is open) or shall be discarded (gate is closed) in uplink and/or in downlink direction.

The QoS information includes the QoS class identifier (authorized QoS class for the service data flow), the Allocation and Retention Priority (ARP) and authorized bitrates for uplink and downlink.
The PS to CS session continuity indicates that the service data flow may be handed over to the CS domain as defined in TS 23.216 [40].
The charging parameters define whether online and offline charging interfaces are used, what is to be metered in offline charging, on what level the PCEF shall report the usage related to the rule, etc.

For different PCC rules with overlapping service data flow filter, the precedence of the rule determines which of these rules is applicable. For PCC rules with application detection filter, the precedence of the rule is only relevant for the enforcement or charging of the detected application.When a dynamic PCC rule and a predefined PCC rule have the same precedence, the dynamic PCC rule takes precedence. For dynamic PCC rules that contain an application identifier, the precedence shall be either preconfigured at the PCEF or provided dynamically by the PCRF within the PCC Rules.
NOTE 4:
Whether precedence for dynamic PCC rules that contain an application identifier is preconfigured in PCEF or provided in the PCC rule from the PCRF depends on network configuration.
PCC rule also includes Application Function record information for enabling charging correlation between the application and bearer layer if the AF has provided this information via the Rx interface. For IMS this includes the IMS Charging Identifier (ICID) and flow identifiers.

The monitoring key for a PCC rule identifies a monitoring control instance that shall be used for usage monitoring control of the service data flows controlled by the predefined PCC rule or dynamic PCC rule.
If sponsored data connectivity is supported, the sponsor identity for a PCC rule identifies the 3rd party organization (the sponsor) willing to pay for the operator's charge for connectivity required to deliver a service to the end user.

If sponsored data connectivity is supported, the application service provider identity for a PCC rule identifies the 3rd party organization (the ASP) that is delivering the service to the end user.
If Access Network Information Reporting is supported, the value of Required-Access-Info AVP for a PCC rule identifies the Access Network Information parameters requested by the AF.
The redirect indicates whether the uplink part of the detected application traffic shall be redirected to a controlled address. The target redirect address may also be included.
NOTE 5:
The redirect is applicable when application identifier exists in the PCC rule.
The traffic steering policy identifier(s) is a reference to a pre-configured traffic steering policy at the PCEF as defined in subclause 4.4.2.
*** Start of Change ***

4.4.1
PCRF
The PCRF (Policy Control and Charging Rules Function) is a functional element that encompasses policy control decision and flow based charging control functionalities. These 2 functionalities are the heritage of the release 6 logical entities PDF and CRF respectively. The PCRF provides network control regarding the service data flow detection, gating, QoS and flow based charging (except credit management) towards the PCEF. The PCRF receives session and media related information from the AF and informs AF of traffic plane events.

The PCRF shall provision PCC Rules to the PCEF via the Gx reference point. Particularities for the Gxx reference point are specified in clause 4a.4.1. Particularities for the Sd reference point are specified in clause 4b.4.1.
If IP flow mobility applies, the PCRF shall, based on IP flow mobility routing rules received from the PCEF, provide the authorized PCC/QoS rules to the applicable BBF.
The PCRF PCC Rule decisions may be based on one or more of the following:

-
Information obtained from the AF via the Rx reference point, e.g. the session, media and subscriber related information.

-
Information obtained from the PCEF via the Gx reference point, e.g. IP-CAN bearer attributes, request type, subscriber related information, IP flow mobility routing rules (if IP flow mobility is supported) and detected application's traffic information, if the PCEF supports Application Detection and Control feature.

-
Information obtained from the SPR via the Sp reference point, e.g. subscriber and service related data.
-
Information obtained from the TDF via the Sd reference point, e.g. report on application's traffic detection start/stop.
NOTE:
The details associated with the Sp reference point are not specified in this Release. The SPR's relation to existing subscriber databases is not specified in this Release.

-
Information obtained from the BBERF via the Gxx reference point.

-
Own PCRF pre-configured information.

If the information from the PCEF contains traffic mapping information not matching any service data flow filter known to the PCRF, and the PCRF allows the UE to request enhanced QoS for services not known to the PCRF, the PCRF shall add this traffic mapping information as service data flow filters to the corresponding authorized PCC Rule. The PCRF may wildcard missing filter parameters, e.g. missing uplink TFT address and port information in case of GPRS.
The PCRF shall report events to the AF via the Rx reference point.
The PCRF shall inform the PCEF through the use of PCC rules on the treatment of each service data flow that is under PCC control, in accordance with the PCRF policy decisions.

The PCRF shall be able to select the bearer control mode that will apply for the IP-CAN session and provide it to the PCEF via the Gx reference point.

Upon subscription to loss of AF signalling bearer notifications by the AF, the PCRF shall request the PCEF to notify the PCRF of the loss of resources associated to the PCC Rules corresponding with AF Signalling IP Flows, if this has not been requested previously.
If permitted by the subscriber's profile configuration received from the SPR, the PCRF may invoke the application's traffic detection and control at the PCEF supporting Application Detection and Control feature, by providing the corresponding PCC Rules.
The PCRF may use one or more pieces of information defined in the subclause as input for the selection of traffic steering policies used to control the steering of the subscriber’s traffic to appropriate (S)Gi-LAN service functions.
NOTE X: In order to allow the PCRF to select and provision an application based traffic steering policy, the reporting of detected applications to the PCRF or any other information defined in this sub-clause can be used.
*** Next Change ***

4.4.2
PCEF

The PCEF (Policy and Charging Enforcement Function) is the functional element that encompasses policy enforcement and flow based charging functionalities. These 2 functionalities are the heritage of the release 6 logical entities PEP and TPF respectively. This functional entity is located at the Gateway (e.g. GGSN in the GPRS case, P-GW in the EPS case and PDG in the WLAN case). It provides control over the user plane traffic handling at the Gateway and its QoS, and provides service data flow detection and counting as well as online and offline charging interactions.

For a service data flow that is under policy control the PCEF shall allow the service data flow to pass through the Gateway if and only if the corresponding gate is open.

For a service data flow that is under charging control the PCEF shall allow the service data flow to pass through the Gateway if and only if there is a corresponding active PCC rule and, for online charging, the OCS has authorized the applicable credit with that Charging key. The PCEF may let a service data flow pass through the Gateway during the course of the credit re-authorization procedure.

If requested by the PCRF, the PCEF shall report to the PCRF when the status of the related service data flow changes. This procedure can be used to monitor an IP-CAN bearer dedicated for AF signalling traffic.
In case the SDF is tunnelled at the BBERF, the PCEF shall inform the PCRF about the mobility protocol tunnelling header of the service data flows at IP-CAN session establishment or IP-CAN session modification when the tunnelling header information is changed.
If requested by PCRF, a PCEF, which supports Application Detection and Control feature, shall:

-
Perform application's traffic detection and control.
-
Report the detected application's traffic start/stop events to the PCRF along with TDF application instance identifier and service data flow descriptions when service data flow descriptions are deducible.
A PCEF shall ensure that an IP packet, which is discarded at the PCEF as a result of PCC rule enforcement, is neither reported for offline charging nor cause credit consumption for online charging.
If requested by the PCRF, a PCEF, which supports policy provisioning and enforcement of authorized QoS for service data flows that share resources, shall:

-
For PCC rules bound to the same bearer perform resource sharing among PCC rules marked for resource sharing.
When the PCRF provides a traffic steering policy identifier(s) in a PCC rule, the PCEF shall behave as specified in sub-clause 6.2.2.X of 3GPP TS 23.203 [7].
*** End of Change ***

