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9.1.2.2
Authorization Procedures when using PMIPv6 or GTPv2
9.1.2.2.1
General

The following authorization procedures take place upon a reception of a PBU at the PDN GW from the MAG or upon a reception of a Create Session Request at the PDN GW from the trusted non-3GPP access network or from the ePDG.

The PDN GW shall update its identity to the 3GPP AAA Server and HSS. Static QoS profile information may also be downloaded at the same time. If the PDN GW reports to the 3GPP AAA server that GTPv2 is used over the S2a or S2b interface, the 3GPP AAA Server may decide not to download parameters to the PDN GW on the S6b interface which are already provided to the PGW via the trusted non-3GPP access network through the STa and GTPv2 based S2a interfaces or via the ePDG through the SWm and the GTPv2 based S2b interfaces (e.g, static QoS profile, Trace Information, APN-AMBR).
The procedures are based on the reuse of NASREQ IETF RFC 4005 [4] AAR and AAA commands and the Diameter extensions defined for PMIP in IETF RFC 5779 [2].

Table 9.1.2.2.1/1: Authorization request

	Information Element Name
	Mapping to Diameter AVP
	Cat.
	Description

	Permanent User Identity
	User-Name
	M
	This information element shall contain the permanent identity of the user. The identity shall be represented in NAI form as specified in IETF RFC 4282 [15] and shall be formatted as defined in clause 19 of 3GPP TS 23.003 [14]; this IE shall not include the leading digit prepended in front of the IMSI used to differentiate between authentication schemes.

	Authentication Request Type
	Auth-Request-Type
	M
	This IE shall defines whether the UE is to be authenticated only, authorized only or both. AUTHORIZE_ONLY shall be used in this case.

	PDN GW Identity
	MIP6-Agent-Info
	C
	If present, this IE shall contain the identity of the selected PDN GW for the UE and the corresponding PDN connection. It shall be present on the first authorization request sent by the PGW to the 3GPP AAA Server for a given APN.

	PGW PLMN ID
	Visited-Network-Identifier
	C
	This IE shall contain the identifier that allows the home network to identify the PLMN where the PGW is located. It shall be present when the PGW Identity is present and does not contain an FQDN.

	Mobility features
	MIP6-Feature-Vector
	M
	This IE shall contain the mobility features used by the PDN GW. The PDN GW shall set the PMIP6_SUPPORTED flag or the GTPv2_SUPPORTED flag according to the protocol variant used over the S2a or the S2b interface. 

	APN
	Service-Selection
	M
	This IE shall contain the Network Identifier part of the APN extracted from the PBU or the Create Session Request message.

	QoS capabilities
	QoS-Capability
	O
	If included in the request message, this IE shall indicate to the 3GPP AAA server that the PDN GW requests downloading a static QoS profile for the UE. The PDN GW may include this IE only at the initial attach of the UE. The PDN GW should not include this IE if GTPv2 is used over the S2a or the S2b interface.

	Supported Features

(See 3GPP TS 29.229 [24])
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host for the lifetime of the Diameter session.

	Origination Time Stamp
	Origination-Time-Stamp
	C
	The PGW shall include this IE if it received the Origination Time Stamp from the MME/SGSN or TWAN/ePDG and if the PGW supports the procedure specified in subclause X.2 of 3GPP TS 29.274 [38]. 
If included in the request message, this IE shall contain the Origination Time Stamp value provided to the PGW in the Create Session Request or PBU message. This indicates the time at which the originating entity initiated the request. 

	Maximum Wait Time
	Maximum-Wait-Time
	C
	The PGW shall include this IE if it received the Maximum Wait Time from the MME/SGSN or TWAN/ePDG, and the PGW supports the procedure specified in subclause X.3 of 3GPP TS 29.274 [38], and the 3GPP AAA Server pertains to the same PLMN as the PGW or if the 3GPP AAA Server pertains to a different PLMN and operator policy in the PGW allows to use this procedure towards this PLMN. 

If included in the request message, this IE shall contain the Maximum Wait Time provided to the PGW in the Create Session Request or PBU message.This indicates the duration during which the originator of the request waits for a response.


Table 9.1.2.2.1/2: Authorization answer

	Information Element Name
	Mapping to Diameter AVP
	Cat.
	Description

	Result code
	Result-Code
	M
	This IE shall contain the result of the operation. The possible values of the Result-Code AVP are defined in IETF RFC 3588 [7].  This IE shall be set to DIAMETER_SUCCESS if the update of the PDN GW identity succeeded. It shall be set to DIAMETER_AUTHORIZATION_REJECTED if the update of the PDN GW identity failed.

	Authentication Request Type
	Auth-Request-Type
	M
	It shall contain the value AUTHORIZE_ONLY. See IETF RFC 4072 [5].

	Authorized mobility features
	MIP6-Feature-Vector
	C
	The 3GPP AAA Server shall insert this AVP if the authorization was successful. The PMIP6_SUPPORTED or the GTPv2_SUPPORTED flag shall be set according to the value received in the Authorization request.

	Session time
	Session-Timeout
	C
	If the authorization succeeded, then this IE shall contain the time this authorization is valid for.

	APN and PGW Data
	APN-Configuration
	C
	This information element shall only be sent if the Result-Code AVP is set to DIAMETER_SUCCESS.

This AVP shall contain the user profile information.

APN-Configuration is a grouped AVP and shall include the following information elements:

- APN

- Authorized 3GPP QoS profile

- APN-AMBR 

This information element may not be included in the Authorization answer, if the MIP6-Feature-Vector in the Authorization request indicates that GTPv2 is used over S2a or S2b.

	QoS resources
	QoS-Resources
	C
	This AVP shall be included only if the QoS-Capability AVP was received in the authorization request and the authorization succeeded. Then the 3GPP AAA server shall include a static QoS profile in this IE during the UE initial attach if the PDN GW included a QoS-Capabilities AVP in the request message and the UE has been provisioned with a static QoS profile. The QoS profile template value in this IE shall be set to 0.

	3GPP AAA Server URI
	Redirect-Host
	C
	This information element shall be sent if the Result-Code value is set to DIAMETER_REDIRECT_INDICATION. When the user has previously been authenticated by another 3GPP AAA Server, it shall contain the Diameter URI of the 3GPP AAA Server currently serving the user. The node receiving this IE shall behave as defined in the Diameter Base Protocol (IETF RFC 3588 [7]). The command shall contain zero or more occurrences of this information element. When choosing a destination for the redirected message from multiple Redirect-Host AVPs, the receiver shall send the Diameter request to the first 3GPP AAA Server in the ordered list received in the Diameter response. If no successful response to the Diameter request is received, the receiver shall send the Diameter request to the next 3GPP AAA Server in the ordered list. This procedure shall be repeated until a successful response is received from a 3GPP AAA Server.

	Trace information
	Trace-Info
	C
	This AVP shall be included if the MIP6-Feature-Vector in the Authorization request indicates that PMIPv6 is used over S2a or S2b and if the subscriber and equipment trace has been activated or deactivated for the user in the HSS GW and signalling based activation is used to download the trace (de)activation from the HSS to the PDN GW.

In an authorization response sent during the authorization procedure at PDN connection setup, the Trace-Data AVP shall be included.
In an authorization response sent during the service authorization information update procedure, 

- the Trace-data AVP shall be included if trace activation is requested

- the Trace-Reference AVP shall be included, if trace deactivation is requested.

If the Trace-Data AVP is included, it shall contain the following AVPs:

- Trace-Reference

- Trace-Depth
- Trace-Event-List, for PGW 

- Trace-Collection-Entity

The following AVPs may also be included in the Trace-Data AVP:

- Trace-Interface-List,for PGW, if this AVP is not present, trace report generation is requested for all interfaces for PGW listed in 3GPP TS 32.422 [32] 

- Trace-NE-Type-List, with the only allowed value being "PDN GW". If this AVP is not included, trace activation in PDN GW is required.

	Supported Features

(See 3GPP TS 29.229 [24])
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host for the lifetime of the Diameter session.


* * * Next Change * * * *

9.1.2.2.3
3GPP AAA Server Detailed Behaviour

Upon receipt of the Authorization Request message from the PDN GW, the 3GPP AAA Server shall update the PDN GW information for the APN for the UE on the HSS. 
The 3GPP AAA Server must check whether the user's profile is available. 

If the user's data exist in the 3GPP AAA Server, it shall check, whether it also has an active access authorization session for the user.

· If not, the 3GPP AAA Server shall reject the authorization request, including the Result-Code DIAMETER_AUTHORIZATION_REJECTED.

· If the 3GPP AAA Server has an existing authorization session,

-
If the APN requested by the PDN GW is included in the list of authorized APNs of the user, then the3GPP AAA Server shall include the Service-Selection AVP in the authorization answer and set the Result-Code to DIAMETER_SUCCESS.

-
If the APN requested by the PDN GW is not included in the list of authorized APNs, then the status code DIAMETER_AUTHORIZATION_REJECTED shall be returned to the PDN GW to indicate an unsuccessful authorization.

If the user's profile does not exist in the 3GPP AAA Server, it shall retrieve the Diameter identity of the 3GPP AAA Server currently serving the user from the HSS following the procedures for subscriber profile download as specified in section 8.1.2.2.2. Depending on the HSS response,

-
If the HSS indicates that the user is currently being served by a different 3GPP AAA Server, the 3GPP AAA Server shall respond to the PDG-GW with the Result-Code set to DIAMETER_REDIRECT_INDICATION and Redirect-Host set to the Diameter URI of the 3GPP AAA Server currently serving the user (this Diameter URI shall be constructed based on the Diameter Identity included in the 3GPP-AAA-Server-Name AVP returned in the SWx authentication response from the HSS). 
-
If the HSS returns DIAMETER_ERROR_USER_UNKNOWN, the 3GPP AAA Server shall return the same error to the PDN GW.

-
If the HSS sends the user's profile to the 3GPP AAA Server, the authorization shall be rejected by setting the Result-Code to DIAMETER_AUTHORIZATION_REJECTED. The 3GPP AAA Server shall delete the downloaded user profile.
NOTE:
The last outcome corresponds to the case that the user has no active access authorization procedure. This is considered as an error situation, e.g. the Trusted Non-3GPP access network may have sent PBU without authorizing the user.

If the 3GPP AAA Server supports the detection and handling of late arriving requests as specified in subclause X.2 of 3GPP TS 29.274 [38], upon receipt of an Authorization Request which collides with an existing session context, for the same UE and APN but a different PGW (i.e. different Origin-Host AVP), the 3GPP AAA Server shall accept the new Authorization Request only if it contains a more recent Origination Time Stamp than the Origination Time Stamp stored for the existing S6b session. An incoming Authorization Request not including the Origination Time Stamp information shall be considered as more recent than an existing session. The 3GPP AAA Server shall reject an incoming Authorization Request whose Origination Time Stamp is less recent than the Origination Time Stamp of the existing session by setting the Experimental-Result-Code to DIAMETER_ERROR_LATE_OVERLAPPING_REQUEST.

If the 3GPP AAA Server supports the detection and handling of late arriving requests as specified in subclause X.3 of 3GPP TS 29.274 [38], upon receipt of  an Authorization Request which contains the Origination Time Stamp and the Maximum Wait Time parameters, the 3GPP AAA Server should check that the request has not already timed out at the originating entity. The 3GPP AAA Server may perform additional similar checks before sending the answer, e.g. upon receipt of a response from the HSS. The 3GPP-AAA Server should reject an Authorization Request that is known to have timed out by setting the Experimental-Result-Code to DIAMETER_ERROR_TIMED_OUT_REQUEST. 
* * * Next Change * * * *

9.2.2.2
Commands for S6b PMIPv6, GTPv2 or DSMIPv6 Authorization Procedures

9.2.2.2.1
AA-Request (AAR) Command

The AA-Request (AAR) command, indicated by the Command-Code field set to 265 and the "R" bit set in the Command Flags field, is sent from the PDN GW to the 3GPP AAA Server. The Command Code value and ABNF are re-used from the IETF RFC 4005 [4] AA-Request command. New AVPs are added using the *[AVP] extension mechanism in the original ABNF.

NOTE:
This command is used for the S6b Authorization Procedure for PMIPv6 or GTPv2, and also for the S6b Service Authorization Information Update procedure for PMIPv6, GTPv2 or DSMIPv6 following a previous RAR/RAA command exchange initiated by the 3GPP AAA Server.

<AA-Request> ::= 



< Diameter Header: 265, REQ, PXY, 16777272 >

< Session-Id >

{ Auth-Application-Id }

{ Origin-Host }

{ Origin-Realm }

{ Destination-Realm }

{ Auth-Request-Type }

[ User-Name ]

[ MIP6-Agent-Info ]

[ MIP6-Feature-Vector ] 
[ Visited-Network-Identifier ]
[ QoS-Capability ]

[ Service-Selection ]

[ OC-Supported-Features ]
[ Origination-Time-Stamp ]

[ Maximum-Wait-Time ]
*[ Supported-Features ]
*[ AVP ]

* * * Next Change * * * *

9.2.3.2
S6b PMIPv6 or GTPv2 procedures

9.2.3.2.1
General
The following table describes the Diameter AVPs defined for the S6b interface protocol in PMIPv6 or GTPv2 mode, their AVP Code values, types, possible flag values and whether or not the AVP may be encrypted.
Table 9.2.3.2.1/1: Diameter S6b AVPs for PMIPv6 or GTPv2
	
	AVP Flag rules

	Attribute Name
	AVP Code
	Section defined
	Value Type
	Must
	May
	Should not
	Must not

	MIP6-Agent-Info
	486
	9.2.3.2.2
	Grouped
	M
	
	
	V,P

	MIP6-Feature-Vector
	124
	9.2.3.2.3
	Unsigned64
	M
	
	
	V,P

	QoS-Capability
	578
	9.2.3.2.4
	Grouped
	M
	
	
	V,P

	QoS-Resources
	508
	9.2.3.2.5
	Grouped
	M
	
	
	V,P

	Trace-Info
	1505
	8.2.3.13
	Grouped
	V
	
	
	M,P

	Service-Selection
	493
	5.2.3.5
	UTF8String
	M
	
	
	V,P

	Visited-Network-Identifier
	600
	9.2.3.1.2
	OctetString
	M,V
	
	
	P

	Origination-Time-Stamp
	xxx
	9.2.3.2.x
	Unsigned64
	V
	
	
	M,P

	Maximum-Wait-Time
	yyy
	9.2.3.2.y
	Unsigned32
	V
	
	
	M,P

	NOTE 1:
The AVP header bit denoted as "M", indicates whether support of the AVP is required. The AVP header bit denoted as "V", indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see IETF RFC 3588 [4]. 

NOTE 2:
If the M-bit is set for an AVP and the receiver does not understand the AVP, it shall return a rejection. If the M-bit is not set for an AVP, the receiver shall not return a rejection, whether or not it understands the AVP. If the receiver understands the AVP but the M-bit value does not match with the definition in this table, the receiver shall ignore the M-bit.


* * * Next Change * * * *

9.2.3.2.x
Origination-Time-Stamp

The Origination-Time-Stamp is of type Unsigned64. It indicates the UTC time when the originating entity initiated the request. It represents the number of milliseconds since 00:00:00 on 1 January 1900 and is encoded as the 64-bit NTP timestamp format defined in IETF RFC 5905 [x], where binary encoding of the integer part is in the first 32 bits and binary encoding of the fraction part in the last 32 bits. 
* * * next Change * * * *

9.2.3.2.y
Maximum-Wait-Time
The Maximum-Wait-Time is of type Unsigned32. It indicates the number of milliseconds since the Origination-Time-Stamp during which the originator of a request waits for a response. See 3GPP TS 29.274 [38].
* * * next Change * * * *

10.3
Permanent Failures

10.3.1
General
Errors that fall within the Permanent Failures category shall be used to inform the peer that the request has failed, and should not be attempted again. The Result-Code AVP values defined in Diameter Base Protocol RFC 3588 [7] shall be applied. When one of the result codes defined here is included in a response, it shall be inside an Experimental-Result AVP and the Result-Code AVP shall be absent.
10.3.2
DIAMETER_ERROR_USER_UNKNOWN (5001)

This result code shall be sent by the HSS to indicate that the user identified by the IMSI is unknown (see 3GPP TS 29.229 [24]).

10.3.3
DIAMETER_ERROR_IDENTITY_NOT_REGISTERED (5003)

This result code shall be sent by the HSS to indicate that there is currently no 3GPP AAA Server registered for the user (see 3GPP TS 29.229 [24]).
10.3.4
DIAMETER_ERROR_ROAMING_NOT_ALLOWED (5004)

This result code shall be sent by the HSS to indicate that the subscriber is not allowed to roam in a certain non-3GPP V-PLMN (see 3GPP TS 29.229 [24]).
10.3.5
DIAMETER_ERROR_IDENTITY_ALREADY_REGISTERED (5005)

This result code shall be sent by the HSS to indicate that the node identity trying to be registered by a 3GPP AAA Server is already registered for a specific user (see 3GPP TS 29.229 [24]).
10.3.6
DIAMETER_ERROR_USER_NO_NON_3GPP_SUBSCRIPTION (5450)

This result code shall be sent by the HSS to indicate that no non-3GPP subscription is associated with the IMSI.
10.3.7
DIAMETER_ERROR_USER_NO_APN_SUBSCRIPTION (5451)

This result code shall be sent by the 3GPP AAA Server to indicate that the requested APN is not included in the user's profile, and therefore is not authorized for that user.
10.3.8
DIAMETER_ERROR_RAT_TYPE_NOT_ALLOWED (5452)

This result code shall be sent by the HSS to indicate the RAT type the UE is using is not allowed for the IMSI.
10.3.x
DIAMETER_ERROR_LATE_OVERLAPPING_REQUEST (54xx)

This result code shall be sent by the 3GPP AAA Server to indicate that the incoming request collides with an existing session which has a more recent time stamp than the time stamp of the new request.

10.3.y
DIAMETER_ERROR_TIMED_OUT_REQUEST (54yy)

This result code shall be sent by the 3GPP AAA Server to indicate that the incoming request is known to have already timed out at the originating entity.

* * * End of Changes * * * *

