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	Reason for change:
	For web-based authentication, the authorization token created by the WWSF/WAF contains information that indicates the lifetime of the authorization information. The lifetime is used by the WWSF, so that the WWSF knows when an IMPI-IMPU from its pool can be reassigned to another user. TS 23.228 indicates:

· The lifetime of the security should be coordinated between the IMS provider and the WWSF provider; otherwise, the WWSF cannot know when a Public User Identity IMPU-IMPI pair from its pool can be re-assigned to another user.
· Alternatively, as an implementation specific option, eP-CSCF may indicate to the WWSF when a certain Public User Identity can be re-assigned.
This coordination can be achieved quite naturally by the IMS provider and the WWSF provider agreeing that the registration expiration interval (i.e. the value contained in the "Expires" header field of the REGISTER) is set to a value equal to the lifetime of the authorization token if the registration expiration interval is set to a value greater than the lifetime of the authorization token (similar to the S-CSCF's functionality where the S-CSCF is not allowed to increase the value of the expires, but it can reduce the value of the expires and provide it in the 200 OK).
This will allow the WWSF service provider to re-assign the IMPU-IMPI to another user. 

Additionally, for web authentication, currently it states that the eP-CSCF will insert the retrieved public user identity in the To header field of the SIP REGISTER, but nothing is said about the From header field (which must also contain the public user identity).



	
	

	Summary of change:
	Allow the eP-CSCF to set the registration expiration interval to a value equal to the value of the lifetime of the authorization token.
Clarify that the eP-CSCF also sets the From header field value to the public user identity in the SIP REGISTER. 

	
	

	Consequences if not approved:
	WWSF does not know when the IMPU-IMPI can be re-assigned to another user. Prevents the need for real-time co-ordination between the eP-CSCF and the WAF over W5 when the IMPU-IMPI pair is allowed to be re-assigned. 
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***** Begin change *****
6.4.2
WIC registration of individual public user identity using web credentials
In this subclause it is assumed that SIP over Websockets is used as the signalling protocol on the W2 interface. Upon receiving the SIP REGISTER request from the WIC, the eP-CSCF shall extract the authorization token and validate it as specified in 3GPP TS 33.203 [9] Annex X. If the authorization token is verified valid, the eP-CSCF obtains the associated authorization information, including the private user identity and public user identity of the associated user, the WWSF identity, and the authorization information scope.

The eP-CSCF inserts the obtained private user identity and public user identity in the SIP REGISTER request, where the Authorization header in SIP REGISTER request, as specified in 3GPP TS 33.203 [9] Annex U, contains the private user identity, and the To and From header fields in the SIP REGISTER request contains the public user identity.

NOTE:
The eP-CSCF will overwrite the To header field and From header field values received in the SIP REGISTER request from the WIC.
Then the eP-CSCF performs as the trusted node in TNA scheme specified in 3GPP TS 33.203 [9] Annex U. The eP-CSCF forwards the SIP REGISTER request to the S-CSCF as specified in 3GPP TS 24.229 [3], where the Authorization header in SIP REGISTER request, as specified in 3GPP TS 33.203 [9] Annex U, contains the user’s private user identity, an "integrity-protected" header field set to "auth-done ", and an empty "response" header field.

If the WAF, which authorizes the WIC to access the IMS core and issues the authorization token, is located in third party domain, the eP-CSCF shall also include the WAF identity in the REGISTER request, using the Authorization header field, with the "authorization-entity" header field parameter set to the value of the WAF identity.

Editor's note: How to include the WWSF identity in the register request is ffs.
Upon receiving the SIP 200 (OK) response from the S-CSCF, the eP-CSCF forwards SIP 200 (OK) response to the WIC. When TLS is used between the WIC and the eP-CSCF, the eP-CSCF shall additionally create an association between the UE and the TLS connection as specified in 3GPP TS 24.229 [3] subclause 5.2.2.4.
6.4.3
WIC registration of individual public user identity from a pool of public user identities
As specified in subclause 6.4.2 with the following addition:
-
An as option, upon receiving the SIP REGISTER request from the WIC, if the registration expiration interval (specified in 3GPP TS 24.229 [3]) contains a value higher than the lifetime of the authorization token, then in order to allow the WWSF to know when to re-assign a public user identity and private user identity to another user, the eP-CSCF may set a value for the registration expiration interval in the SIP REGISTER request equal to the lifetime of the authorization token. Other options may exist.
***** End change *****
