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6.2.1
User Equipment (UE)

The UE implements the XCAP client role as described in subclause 6.3.1. 
For accessing presence servers in 3GPP system:
1)
The UE shall implement HTTP digest AKA (see RFC 3310 [20]) and it shall initiate a bootstrapping procedure with the bootstrapping server function located in the home network, as described in 3GPP TS 24.109 [7].

2)
The UE shall acquire the subscriber's certificate from PKI portal by using a bootstrapping procedure, as described in 3GPP TS 24.109 [7];
3)
The UE shall implement HTTP digest authentication (see RFC 2617 [15A]); and
4)
The UE shall implement Transport Layer Security (TLS) according to the TLS profile specified in 3GPP TS 33.310 [r33310] annex E. The UE shall be able to authenticate the network application function based on the received certificate during TLS handshaking phase.
For accessing presence servers in 3GPP2 system, the subscriber shall be authenticated by the presence server. subscriber authentication may be performed by the operator using proprietary or non-3G standardized methods. GBA defined in 3GPP2 S.S0109 [48] may also be used. If GBA based subscriber authentication is used, then the following shall apply:

1)
The UE shall implement bootsrapping procedures as specified in 3GPP2 S.S0109 [48]; and

2)
The UE shall implement TLS with pre-shared keys method specified in clause 5 of 3GPP2 S.S0114 [49].
***** Next change *****
6.2.2
Application Server (AS)

If an AS implements the role of a PS (see subclause 5.3.3) or of a RLS (see subclause 5.3.4), then the AS shall also implement the role of a XCAP server (see subclause 6.3.2).

If there is no authentication proxy in the network, then the AS in 3GPP system shall:

1)
implement the role of a network application function, as described in 3GPP TS 24.109 [7]; 

2)
implement TLS according to the TLS profile specified in 3GPP TS 33.310 [r33310] annex E;

3)
implement HTTP digest authentication (see RFC 2617 [15A]); and 

4)
support certificate authentication.
For 3GPP2 system, the authentication proxy does not apply. If GBA based authentication is used by an AS in 3GPP2 system, then the AS shall:

1)
implement the role of a network application function, as described in 3GPP2 S.S0114 [49]; and
2)
implement TLS with pre-shared keys method specified in clause 5 of 3GPP2 S.S0114 [49]. 
