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3GPP TS 29.229: "Cx and Dx interfaces based on the Diameter protocol; protocol details".
[11]
IETF RFC 5234: "Augmented BNF for Syntax Specifications: ABNF".

[12]
IETF RFC 4072: "Diameter Extensible Authentication Protocol (EAP) Application".
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[15]
3GPP TS 29.273: "Evolved Packet System (EPS); 3GPP EPS AAA interfaces".
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Editor's note:
The above document cannot be formally referenced until it is published as an RFC
[22]
3GPP TS 24.334: "Proximity-services (ProSe) User Equipment (UE) to ProSe function protocol aspects; Stage 3".
[xx]
3GPP TS 24.333: "Proximity-services (ProSe) Management Objects (MO)".
* * * * Next Change * * * *
5.2
ProSe Service Authorization
5.2.1
General

The ProSe Service Authorization Procedure shall be used between the ProSe Function in Local PLMN or VPLMN and the ProSe Function in the HPLMN to obtain service authorization information for ProSe Direct Discovery, ProSe Direct Communication or both. The procedure shall be invoked by the ProSe Function in the local PLMN or VPLMN contacted by the UE and is used:

-
to request ProSe service authorization information related to the UE from the ProSe Function in the HPLMN;

-
to provide the ProSe Function in the local PLMN or VPLMN with the UE identity (IMSI or MSISDN) in order to allow to perform charging.
This procedure is mapped to the commands ProSe-Authorization-Request/Answer (PAR/PAA) in the Diameter application specified in clause 6. 

Table 5.2.1-1 specifies the involved information elements for the request.

Table 5.2.1-2 specifies the involved information elements for the answer.

Table 5.2.1-1: ProSe Service Authorization Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	UE Identity

(See 6.3.28)
	User-Identifier
	M
	This information element shall contain either the user IMSI, formatted according to 3GPP TS 23.003 [4], subclause 2.2, or the user MSISDN, formatted according to 3GPP TS 29.329 [5].

	PLMN Id

(See 6.3.29)
	Visited-PLMN-Id
	M
	This IE shall contain the PLMN-Id (3GPP TS 23.003 [4]) of the network in which the ProSe Function is located.

	Supported Features

(See 6.3.24)
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.


Table 5.2.1-2: ProSe Service Authorization Answer
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Supported Features

(See 6.3.24)
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.

	Result

(See 6.4)
	Result-Code / Experimental-Result
	M
	This IE shall contain the result of the operation.

The Result-Code AVP shall be used to indicate success / errors as defined in the Diameter Base Protocol.

The Experimental-Result AVP shall be used for PC6/PC7 errors. This is a grouped AVP which shall contain the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.

The following errors are applicable:

- User Unknown

- Unauthorized Service

- Unauthorized Service in this PLMN



	ProSe Permission List
(See 6.3.19)
	ProSe-Permission-List
	C
	This Information Element shall contain the ProSe authorization information of the user. It shall be present if success is reported.

	Authorized Discovery Range 

(See 3GPP TS 29.344 [14])
	Authorized-Discovery-Range
	C
	This information element shall contain the authorised range (short/medium/long) at which the UE is allowed to announce in the given PLMN according to the defined announcing authorisation policy for this UE. It shall be present if the discovery authorization type is for announcing. Otherwise it shall be absent.


* * * * Next Change * * * *
5.2.3
Detailed behaviour of the ProSe Function in the HPLMN
When receiving a ProSe Service Authorization request, the ProSe Function in the HPLMN shall, in the following order:

1.
Check whether the UE Identity (IMSI or MSISDN) exists. If not, a Result Code of DIAMETER_ERROR_USER_UNKNOWN shall be returned.
2.
Check whether ProSe service is authorized for this UE Identity. If not, a Result Code of DIAMETER_ERROR_UNAUTHORIZED_SERVICE shall be returned.
3.
Check whether the UE is authorized to use ProSe Direct Discovery in the PLMN identified by the PLMN-id indicated in the request. If not, a Result Code of DIAMETER_ERROR_UNAUTHORIZED_SERVICE_IN_THIS_PLMN shall be returned. No authorization data shall be present in the message.

If there is an error in any of the above steps then the ProSe Function shall stop processing the request and shall return the error code specified in the respective step. 

If the ProSe Function cannot fulfil the received request for reasons not stated in the above steps, e.g. due to a database error or any of the required actions cannot be performed, it shall stop processing the request and set the Result Code to "DIAMETER_UNABLE_TO_COMPLY".

Otherwise, when the UE is authorized to use ProSe Direct Discovery in this PLMN, the ProSe Function shall return the authorization data in the response, according to the supported/unsupported features of the ProSe Function in the Local PLMN or VPLMN, and the authorised announcing range (short/medium/long) at which and if the UE is allowed to announce in the VPLMN according to the defined announcing authorisation policy for this UE (see 3GPP TS 24.333 [xx] for the possible values of the range) and shall set the Result Code to "DIAMETER_SUCCESS".
* * * * Next Change * * * *
6.3.1
General
The following table (table 6.3.1-1) specifies the Diameter AVPs defined for the PC6/PC7 interfaces, their AVP Code values, types, possible flag values and whether or not the AVP may be encrypted. The Vendor-ID header of all AVPs defined in this specification shall be set to 3GPP (10415).
For all AVPs which contain bit masks and are of the type Unsigned32 e.g., PRR-Flags, bit 0 shall be the least significant bit. For example, to get the value of bit 0, a bit mask of 0x0001 shall be used.
Table 6.3.1-1: PC6/PC7 specific Diameter AVPs

	
	AVP Flag rules
	

	Attribute Name
	AVP Code
	Clause

 defined
	Value Type
	Must
	May
	Should not
	Must not
	May Encr.

	App-Layer-User-Id
	3801
	6.3.2
	UTF8String
	M, V
	
	
	
	No

	Assistance-info
	3802
	6.3.3
	Grouped
	M, V
	
	
	
	No

	Assistance-Info-Validity-Timer
	3803
	6.3.4
	Unsigned32
	M, V
	
	
	
	No

	Discovery-Type
	3804
	6.3.5
	Unsigned32
	M, V
	
	
	
	No

	Filter-Id
	3805
	6.3.9
	OctetString
	M, V
	
	
	
	No

	MAC-Address
	3806
	6.3.11
	UTF8String
	M, V
	
	
	
	No

	Match-Report
	3807
	6.3.12
	Grouped
	M, V
	
	
	
	No

	Operating-Channel
	3808
	6.3.14
	Unsigned32
	M, V
	
	
	
	No

	P2P-Features
	3809
	6.3.15
	Unsigned32
	M, V
	
	
	
	No

	ProSe-App-Code
	3810
	6.3.16
	OctetString
	M, V
	
	
	
	No

	ProSe-App-Id
	3811
	6.3.17
	UTF8String
	M, V
	
	
	
	No

	ProSe-App-Mask
	3812
	6.3.18
	OctetString
	M, V
	
	
	
	No

	ProSe-Discovery-Filter
	3813
	6.3.20
	Grouped
	M, V
	
	
	
	No

	PRR-Flags
	3814
	6.3.21
	Unsigned32
	M, V
	
	
	
	No

	ProSe-Validity-Timer
	3815
	6.3.22
	Unsigned32
	M, V
	
	
	
	No

	Requesting-EPUID
	3816
	6.3.23
	UTF8String
	M, V
	
	
	
	No

	Targeted-EPUID
	3817
	6.3.26
	UTF8String
	M, V
	
	
	
	No

	Time-Window
	3818
	6.3.27
	Unsigned32
	M, V
	
	
	
	No

	WiFi-P2P-Assistance-Info
	3819
	6.3.30
	Grouped
	M, V
	
	
	
	No

	WLAN-Assistance-Info
	3820
	6.3.31
	Grouped
	M, V
	
	
	
	No

	WLAN-Link-Layer-Id
	3821
	6.3.32
	OctetString
	M, V
	
	
	
	No

	WLAN-Link-Layer-Id-List
	3822
	6.3.33
	Grouped
	M, V
	
	
	
	No

	NOTE 1:
The AVP header bit denoted as "M", indicates whether support of the AVP is required. The AVP header bit denoted as "V" indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see IETF RFC 3588 [7]. 

NOTE 2:
If the M-bit is set for an AVP and the receiver does not understand the AVP, it shall return a rejection. If the M-bit is not set for an AVP, the receiver shall not return a rejection, whether or not it understands the AVP. If the receiver understands the AVP but the M-bit value does not match with the definition in this table, the receiver shall ignore the M-bit.


The following table (table 6.3.1-2) specifies the Diameter AVPs re-used by the PC6/PC7 interfaces from existing Diameter Applications, including a reference to their respective specifications and when needed, a short description of their use within PC6/PC7 interfaces. 
Any other AVPs from existing Diameter Applications, except for the AVPs from Diameter Base Protocol, do not need to be supported. The AVPs from Diameter Base Protocol are not included in table 6.3.1-2.
Table 6.3.1-2: PC6/PC7 re-used Diameter AVPs

	Attribute Name
	Reference
	Comments
	M-bit

	Supported-Features
	3GPP TS 29.229 [10]
	
	

	EAP-Master-Session-Key
	IETF RFC 4072 [12]
	
	

	Feature-List-ID
	3GPP TS 29.229 [10]
	
	

	Feature-List
	3GPP TS 29.229 [10]
	See subclause 7.3.10
	

	MSISDN
	3GPP TS 29.329 [5]
	
	

	User-Name
	IETF RFC 3588 [7]
	
	

	Location-Estimate
	3GPP TS 32.299 [13]
	
	

	ProSe-Permission-List
	3GPP TS 29.344 [14]
	
	

	Authorized-Discovery-Range
	3GPP TS 29.344 [14]
	
	

	SSID
	3GPP TS 29.273 [15]
	
	

	Visited-PLMN-Id
	3GPP TS 29.272 [16]
	
	

	User-Identifier
	3GPP TS 29.336 [18]
	
	

	OC-Supported-Features
	IETF draft-ietf-dime-ovli-04 [21]
	See subclause 6.3.34
	Must set

	OC-OLR
	IETF draft-ietf-dime-ovli-04 [21]
	See subclause 6.3.35
	Must set

	NOTE 1: 
The M-bit settings for re-used AVPs override those of the defining specifications that are referenced. Values include: "Must set", "Must not set". If the M-bit setting is blank, then the defining specification applies. 

NOTE 2:
If the M-bit is set for an AVP and the receiver does not understand the AVP, it shall return a rejection. If the M-bit is not set for an AVP, the receiver shall not return a rejection, whether or not it understands the AVP. If the receiver understands the AVP but the M-bit value does not match with the definition in this table, the receiver shall ignore the M-bit.


* * * * Next Change * * * *
6.3.x
Authorized-Discovery-Range
The Authorized-Discovery-Range AVP is of type Unsigned32 and it shall contain a value that indicates the authorised announcing range (short/medium/long) at which the UE is allowed to announce in the given PLMN according to the defined announcing authorisation policy for this UE. This AVP is defined in the 3GPP TS 29.344 [14].

* * * * End of Changes * * * *
