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* * * First Change * * * *

6.2
Call Related Procedures
6.2.1
Gate Control & Local NA(P)T procedure

The session establishment and session release procedures are specified in 3GPP TS 23.228 [2] Annex G.4.3 and G.4.4.
Figure 6.2.1.2 depicts the signalling flow for a session setup from the IMS access network towards the IMS core network when the P‑CSCF invokes the IMS-ALG function for a session. The same signalling flow applies for a session setup from the IMS core network towards the IMS access network with the exception that terminations T1 and T2 are then exchanged. 
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Figure 6.2.1.1: H.248 Context Model
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Figure 6.2.1.2: IMS-ALG and IMS-AGW interaction at session establishment
Upon receipt of a session initiation request, the IMS-ALG shall extract the offerer's destination network address(es) and port number(s) from the signalling message body received from the calling party endpoint. It shall then request the IMS-AGW to allocate transport resources (T2) via the Reserve AGW Connection Point procedure. Upon receipt of the response from the IMS-AGW, the IMS-ALG shall modify the offerer's destination address(es) and/or port(s) contained in the application signalling message body and propagate the session establishment toward the terminating party. 
On receipt of the terminating end SDP in the session establishment response, the IMS-ALG shall pass the information to the IMS-AGW in the Configure AGW Connection Point procedure and shall request the IMS-AGW to allocate transport resources (T1) via the Reserve and Configure AGW Connection Point. Upon receiving the response from the IMS-AGW, the IMS-ALG shall modify the answerer's destination address(es) and/or port(s) contained in the application signalling message body and pass the information to the originating party.  

On session termination, the IMS-ALG shall request the IMS-AGW to release its transport resources via the Release AGW Termination procedure.   

* * * * Next Change * * * *
6.2.10.4.2
Session establishment from IMS access network for T.38 fax using "UDP/TLS/UDPTL"

Upon receipt of an SDP offer from the IMS access network containing T.38 fax media using the "UDP/TLS/UDPTL" transport protocol with the associated: 

-
3ge2ae SDP attribute, as defined in 3GPP TS 24.229 [11], with a value "requested"; 

-
fingerprint SDP attribute as defined in IETF RFC 4572 [37]; and 

-
setup SDP attribute as defined in IETF RFC 4145 [30]; 

the IMS-ALG shall:

-
check the received value of the setup SDP attribute to determine if the IMS-AGW needs to act as DTLS client or DTLS server. When the received value is equal to:  

a) "active" the IMS-AGW needs to act as DTLS server;

b) "passive" the IMS-AGW needs to act as DTLS client; or

c) "actpass" the IMS-ALG shall decide if the IMS-AGW needs to act as DTLS client or DTLS server; 

-
when reserving the transport addresses/resources towards the IMS access network:

a)
indicate to the IMS-AGW "UDP/DTLS" as transport protocol;

b)
if the IMS-AGW needs to act as DTLS client, include the Establish (D)TLS session information element to request the IMS-AGW to start the DTLS session setup; 

c)
include the Notify (D)TLS session establishment Failure Event information element to request the IMS-AGW to report the unsuccessful DTLS session setup; 

d)
include the Remote certificate fingerprint information element with the value of the received fingerprint SDP attribute; and

e)
include the Local certificate fingerprint Request information element to request the certificate fingerprint of the IMS-AGW; and

-
indicate to the IMS-AGW "UDP" as transport protocol when reserving the transport addresses/resources towards the IMS core network.

-
remove the setup SDP attribute and indicate the transport protocol "UDPTL" in the SDP offer towards the IMS core network.
Upon receipt of an SDP answer from the IMS core network, the IMS-ALG shall:

-
in the "m=" line indicating T.38 fax using UDPTL, change the transport protocol to "UDP/TLS/UDPTL";

-
insert the fingerprint SDP attribute with the value of the Local certificate fingerprint information element received from the IMS-AGW; and

-
insert the setup SDP attribute with the value:

a) "active" if the IMS-ALG requested the IMS-AGW to act as DTLS client; or 

b) "passive" if the IMS-AGW shall take the DTLS server role.

The message sequence chart shown in the figure 6.2.10.4.2.1 gives an example of a session establishment from the IMS access network with an emphasis on the additional aspects for the IMS-ALG and the IMS-AGW for the e2ae protection of the T.38 fax media using UDPTL over DTLS.
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Figure 6.2.10.4.2.1: Session setup from the IMS access network with e2ae protection of T.38 fax

* * * * Next Change * * * *
6.2.10.4.3
Session establishment towards IMS access network for T.38 fax using "UDP/TLS/UDPTL"

Upon receipt of an SDP offer from the IMS core network containing T.38 fax media using the "UDPTL" transport protocol the IMS-ALG shall:

-
when reserving the transport addresses/resources towards the IMS access network:

a)
indicate to the IMS-AGW "UDP/DTLS" as transport protocol; 

b)
include the Notify (D)TLS session establishment Failure Event information element to request the IMS-AGW to report the unsuccessful DTLS session setup; and

NOTE 1:
The IMS-ALG may omit this information element when reserving resources and instead send it to the IMS-AGW when modifying the resources towards the IMS access network.

c)
include the Local certificate fingerprint Request information element to request the certificate fingerprint of the IMS-AGW; and

-
when reserving the transport addresses/resources towards the IMS core network indicate to the IMS-AGW "UDP" as transport protocol.

-
modify the SDP offer that will be sent to the IMS access network by:

-
in the "m=" line indicating T.38 fax using UDPTL, changing the transport protocol to "UDP/TLS/UDPTL";

-
inserting the 3ge2ae SDP attribute, as defined in 3GPP TS 24.229 [11], with a value "applied"; 

-
inserting the fingerprint SDP attribute, as defined in IETF RFC 4572 [37], with the value of the Local certificate fingerprint information element received from the IMS-AGW; and

-
inserting the setup SDP attribute, as defined in IETF RFC 4145 [30], e.g. with the value "actpass". 
NOTE 2:
Alternatively, the IMS-ALG can set the value of the setup SDP attribute to "active" if the IMS-ALG wants that the IMS-AGW provides the DTLS client role or to "passive" if the IMS-ALG wants that the IMS-AGW provides the DTLS server role e.g. for NAT traversal.

Upon receipt of an SDP answer from the IMS access network containing T.38 fax media using the "UDP/TLS/UDPTL" transport protocol with the associated fingerprint and setup SDP attributes, the IMS-ALG shall:

-
check the value of the received setup SDP attribute to determine if the IMS-AGW needs to act as DTLS client or DTLS server. When the received value is equal to:  

a) "active" the IMS-AGW needs to act as DTLS server; or

b) "passive" the IMS-AGW needs to act as DTLS client; and

-
when modifying the transport addresses/resources towards the IMS access network:

a)
if the IMS-AGW needs to act as DTLS client, include the Establish (D)TLS session information element to request the IMS-AGW to start the DTLS session setup; 

b)
include the Remote certificate fingerprint information element with the value of the received fingerprint SDP attribute; and

c)
if not already provided, include the Notify (D)TLS session establishment Failure Event information element to request the IMS-AGW to report the unsuccessful DTLS session setup. 

-
remove the setup SDP attribute and indicate the transport protocol "UDPTL" in the SDP answer sent towards the IMS core network.

The message sequence chart shown in the figure 6.2.10.4.3.1 gives an example of a session establishment towards the IMS access network with an emphasis on the additional aspects for the IMS-ALG and the IMS-AGW for the e2ae protection of the T.38 fax media using UDPTL over DTLS.
NOTE 3:
In the shown example it is assumed that the IMS-ALG requested the IMS-AGW at step 2 to latch onto the address of the received media packets to determine the corresponding destination address. Otherwise, the DTLS ClientHello message received at the step 10 will be dropped until the IMS-AGW receives a repeated DTLS ClientHello message after the step 13.


[image: image4.emf]IMS-ALG IMS-AGW

3. Create outgoing termination T

1

1. SDP offer (c=IP1o, 

m=P1o udptl)

2. H.248 ADD req (C=?, T=?, m=UDP/DTLS, 

Notify_DTLS_Est_failure,LAddr=?, LPort=?, 

a=fingerprint?)

4. H.248 ADD resp (C=C1, T=T

1

, LAddr=IP2o, 

LPort=P2o, a=fingerprint:cagw)

 

6. Create incoming termination T

2

5. H.248 ADD req (C=C1, T=?, m=UDP, LAddr=?, 

LPort=?, RAddr=IP1o, RPort=P1o)

7. H.248 ADD resp (C=C1, T=T

2

, LAddr=IP2a, 

LPort=P2a, RAddr=IP1o, RPort=P1o)

 

8. Modify SDP offer 

9. SDP offer (c=IP2o, m=P2o UDP/TLS/UDPTL, a=3ge2ae:applied, 

a=setup:actpass, a=fingerprint:cagw)

10. DTLS ClientHello

12. SDP answer (c=IP1a, m=P1a UDP/TLS/UDPTL, a=setup:active, 

a=fingerprint:cue-b)

14. Configure outgoing termination T

1

13. H.248 MOD req (C=C1, T=T

1

, RAddr=IP1a, 

RPort=P1a, a=fingerprint:cue-b)

15. H.248 MOD resp (C=C1, T=T

1

)

 

16. Modify SDP answer 

17. SDP answer 

(c=IP2a, m=P2a udptl)

Reserve AGW

Connection Point

(, Change Through-

Connection)

Reserve and 

Configure AGW

Connection Point

(, Change Through-

Connection)

Configure AGW

Connection Point

(, Change Through-

Connection)

11. Remaining messages of 

DTLS handshake 


Figure 6.2.10.4.3.1: Session setup towards the IMS access network with e2ae protection of T.38 fax

* * * * Next Change * * * *
6.2.10.5
End-to-access-edge security for RTP based media using DTLS-SRTP
Editor's Note: There are two served user instances of the DTLS service within WebRTC: the data channel and the key exchange for SRTP. Thus, there are either two DTLS connections behind a single DTLS session, or two separate DTLS sessions.
The procedures are similar to that of subclause 6.2.1 apart from the IMS-ALG optionally requesting the eIMS-AGW to provide IMS media plane security using DTLS. 

Upon receipt of an SDP offer from the IMS access network, the IMS-ALG shall:
-
check the received value of the setup SDP attribute to determine if the IMS-AGW needs to act as DTLS client or DTLS server. When the received value is equal to:  

a) "active" the IMS-AGW needs to act as DTLS server;

b) "passive" the IMS-AGW needs to act as DTLS client; or

c) "actpass" the IMS-ALG shall decide if the IMS-AGW needs to act as DTLS client or DTLS server; 
-
when reserving the transport addresses/resources towards the IMS access network:

a)
indicate to the eIMS-AGW "UDP/TLS/RTP/SAVP" or "UDP/TLS/RTP/SAVPF" as transport protocol;

b)
include the Remote certificate fingerprint information element with the value of the received fingerprint SDP attribute from the WIC;

c)
include the Local certificate fingerprint Request information element to request the certificate fingerprint of the eIMS-AGW; and
d)
if the IMS-AGW needs to act as DTLS client, include the Establish (D)TLS session information element to request the IMS-AGW to start the DTLS session setup;
-
indicate to the eIMS-AGW "RTP/AVP" or "RTP/AVPF" over UDP as transport protocol when reserving the transport addresses/resources towards the IMS core network.

-
remove the setup SDP attribute and indicate the transport protocol "RTP/AVP" in the offer towards the IMS core network.
Upon receipt of an SDP answer from the IMS core network, the IMS-ALG shall:

-
in the "m=" line indicating the use of SRTP, change the transport protocol to "UDP/TLS/RTP/SAVP" or "UDP/TLS/RTP/SAVPF"; and
-
insert the fingerprint SDP attribute with the value of the Local certificate fingerprint information element received from the eIMS-AGW.
-
insert the setup SDP attribute with the value:

a) "active" if the IMS-ALG requested the IMS-AGW to act as DTLS client; or 

b) "passive" if the IMS-AGW shall take the DTLS server role.
Figure 6.2.10.5.1 shows the message sequence chart example of WIC originated procedure using DTLS-SRTP.
NOTE 1:
Below establishment procedures are based on the assumption that there wasn't yet any DTLS procedure triggered from WebRTC data channel side.
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Figure 6.2.10.5.1: WIC originated procedure using DTLS-SRTP
NOTE 2:
The WIC may receive the ClientHello prior the SDP answer, thus the handshake might be initiated, but the handshake will not complete until the SDP answer has been received by the WIC.

Upon receipt of an SDP offer from the IMS core network using the "RTP/AVP" or "RTP/AVPF" over UDP as transport protocol the IMS-ALG shall:

-
when reserving the transport addresses/resources towards the IMS access network:

a)
indicate to the eIMS-AGW "UDP/TLS/RTP/SAVP" or "UDP/TLS/RTP/SAVPF" as transport protocol; 

b)
include the Local certificate fingerprint Request information element to request the certificate fingerprint of the eIMS-AGW; and

-
when reserving the transport addresses/resources towards the IMS core network indicate to the eIMS-AGW "RTP/AVP" or "RTP/AVPF" over UDP as transport protocol.

-
modify the SDP offer that will be sent to the IMS access network by:

a)
in the "m=" line that is indicating the use of SRTP, changing the transport protocol to "UDP/TLS/RTP/SAVP" or "UDP/TLS/RTP/SAVPF";
b)
inserting the fingerprint SDP attribute with the value of the Local certificate fingerprint information element received from the eIMS-AGW; and
c)
inserting the setup SDP attribute, as defined in IETF RFC 4145 [30], with the value "actpass".
Upon receipt of an SDP answer from the IMS access network containing the use of the "UDP/TLS/RTP/SAVP" or "UDP/TLS/RTP/SAVPF" transport protocol with the associated fingerprint and setup SDP attributes, the IMS-ALG shall:
-
check the value of the received setup SDP attribute to determine if the IMS-AGW needs to act as DTLS client or DTLS server. When the received value is equal to:  

a) "active" the IMS-AGW needs to act as DTLS server; or

b) "passive" the IMS-AGW needs to act as DTLS client; and
-
when modifying the transport addresses/resources towards the IMS access network:
a)
if the IMS-AGW needs to act as DTLS client, include the Establish (D)TLS session information element to request the IMS-AGW to start the DTLS session setup; 
b)
include the Remote certificate fingerprint information element with the value of the received fingerprint SDP attribute. 
c)
if not already provided, include the Notify (D)TLS session establishment Failure Event information element to request the IMS-AGW to report the unsuccessful DTLS session setup. 
-
remove the setup SDP attribute and indicate the transport protocol "RTP/AVP" in the SDP answer towards the IMS core network.

The message sequence chart shown in the figure 6.2.10.5.2 shows the message sequence chart example of WIC terminated procedure using DTLS-SRTP.
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Figure 6.2.10.5.2: WIC terminated procedure using DTLS-SRTP
NOTE 3:
The eIMS-AGW might receive the ClientHello prior receiving the MOD-request, but the DTLS handshake will not finish before the MOD-request (more specific: the fingerprint from WIC-b) has been received.
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