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* * * Next Change * * * *

4.6.1
General design considerations

Facsimile over IP (FoIP) transmission is transported over the UDPTL/UDP transport in IMS, as specified in Annex L of 3GPP TS 26.114 [27]. 

3GPP TS 33.328 [2] specifies IMS media plane security mechanisms for T.38 fax over UDPTL/UDP transport (see ITU-T Recommendation T.38 [26]) for e2ae protection.  

The salient points of T.38 based media security are (see 3GPP TS 33.328 [2] for a comprehensive description): 

a)
e2ae security shall be supported in the same way as for MSRP (see clause 4.1.1), with the following differences:

-
e2ae security for T.38 fax uses individual indications "e2ae-security for T.38 supported by the UE" and "e2ae-security for T.38 supported by the network" during the IMS registration;

-
DTLS (see IETF RFC 6347 [28]) is used instead of TLS for confidentiality and integrity protection. In the SIP/SDP, security for a T.38 media stream is specified by using the transport "UDP/TLS/UDPTL"; the usage of UDPTL over DTLS is defined in IETF RFC 7345 [29].

* * * Next Change * * * *

4.6.2.2
Establishment directions of SIP session and DTLS session

The SDP offerer/answerer role and the DTLS client/server role are basically decoupled (in IETF).

IETF RFC 7345 [29]: 

 
"The offerer SHOULD assign the SDP "setup" attribute with a value of "actpass", unless the offerer insists on being either the sender or receiver of the DTLS ClientHello message, in which case the offerer can use either a value of "active" (the offerer will be the sender of ClientHello) or "passive" (the offerer will be the receiver of ClientHello). The offerer MUST NOT assign an SDP "setup" attribute with a "holdconn" value. If the offerer assigns the SDP "setup" attribute with a value of "actpass" or "passive", the offerer MUST be prepared to receive a DTLS ClientHello message before it receives the SDP answer.
If the answerer accepts the offered UDPTL over DTLS transport connection, in the associated SDP answer the answerer MUST assign an SDP "setup" attribute with a value of either "active" or "passive", according to the procedures in [RFC4145]. The answerer MUST NOT assign an SDP "setup" attribute with a value of "holdconn". If the answerer assigns an SDP "setup" attribute with a value of "active" value, the answerer MUST initiate a DTLS handshake by sending a DTLS ClientHello message on the negotiated media stream, towards the IP address and port of the offerer."

IETF RFC 7345 [29] mandates the SIP/SDP level negotiation of the entity that shall initiate the DTLS handshake (by using the IETF RFC 4145 [12] "a=setup" SDP attribute). The SDP offerer should request the SDP answerer to provide the DTLS client/server role assignment or it could select the DTLS client role or the DTLS server role. 

The SDP answerer can be the UE (UE terminated FoIP session) or the IMS-AGW (UE originated FoIP session). As a result, the IMS-AGW may act as a DTLS server or client.
* * * Next Change * * * *

4.6.2.3
Framework for e2ae security

The present study investigates e2ae security for FoIP implementations supporting DTLS per IETF RFC 6347 [28] in combination with IETF RFC 7345 [29].

* * * Next Change * * * *

5.1.3.1
General requirements
T.38 fax using UDPTL/UDP transport shall be secured e2ae between IMS UE and IMS-AGW by usage of DTLS (IETF RFC 6347 [28]). The transport protocol identifier "UDP/TLS/UDPTL" and the usage of UDPTL over DTLS are defined in IETF RFC 7345 [29].

The solution leverages IMS control plane security by using self-signed certificates and exchanging the certificate fingerprints via SIP/SDP. Usage of the "P-Asserted-Identity" header provides secure identification of the other endpoint. The solution is almost identical to MSRP e2ae security specified in this document, but uses DTLS instead of TLS for confidentiality and integrity protection.
* * * Next Change * * * *

5.1.3.2
Specific requirements for T.38 fax over UDPTL/UDP transport

The "mediasec" header field parameter may be used in the Security-Client, Security-Server, or Security-Verify header fields defined in IETF RFC 3329 [38] to indicate that a header field applies to the media plane. To support end-to-access-edge media security for UDPTL using DTLS and certificate fingerprints, the IMS-ALG is required to support udptl-dtls-name = "udptl-dtls" ; End-to-access-edge media security for UDPTL using DTLS and certificate fingerprints, as specified in in 3GPP TS 24.229 [5] clause 7.2A.7.
If the P-CSCF indicated support for the end-to-access-edge media security for UDPTL over DTLS and certificate fingerprints during registration under the conditions specified in 3GPP TS 24.229 [5], the P-CSCF (IMS-ALG) shall strip the SDP "a=3ge2ae:requested" attribute and the SDP fingerprint attribute from the UDPTL based media of the received SDP offer.

Upon sending an SDP answer to the SDP offer from the served UE, for each end-to-access-edge protected UDPTL based media of the SDP offer from the served UE which is accepted in the SDP answer, the P-CSCF (IMS-ALG) shall:

-
indicate the UDPTL over DTLS transport protocol according to IETF RFC 7345 [29] and the DTLS profile defined in 3GPP TS 33.328 [2]; and

-
include the SDP fingerprint attribute according to IETF RFC 4572 [14] and the DTLS profile defined in 3GPP TS 33.328 [2].

NOTE: the DTLS protocol profile is specified by 3GPP SA WG3.

If the served UE indicated support for the end-to-access-edge media security for UDPTL using DTLS and certificate fingerprints during registration, and the P-CSCF indicated support for the end-to-access-edge media security for UDPTL using DTLS and certificate fingerprints during registration:

1)
upon receiving an SDP offer from remote UE with an UDPTL based media, for each end-to-access-edge protected UDPTL based media, i.e. a UDPTL based media except those for which the result of the SDP offer / answer exchange results in the application of an end-to-end security mechanism, the P-CSCF (IMS-ALG) shall remove any SDP fingerprint attribute, offer UDPTL over DTLS transport protocol according to IETF RFC 7345 [29] and the profile defined in 3GPP TS 33.328 [2], include the SDP fingerprint attribute according to IETF RFC 4572 [14] and the profile defined in 3GPP TS 33.328 [2] and include the SDP "a=3ge2ae:applied" attribute; and

2)
upon receiving an SDP answer to the SDP offer from remote user, for each accepted end-to-access-edge protected UDPTL based media, the P-CSCF (IMS-ALG) shall remove the SDP fingerprint attribute.
* * * Next Change * * * *

5.2.3.2.2 
IMS UE originating procedures for e2ae

Figure 5.2.3.2.2.1 shows the originating session set-up procedure for one or more UDPTL media stream(s) using e2ae security. 


[image: image1.emf]P-CSCF (IMS-ALG) IMS-AGW UE-A

3. Create outgoing termination T

2

1. SDP offer (c=IP1o, m=P1o UDP/TLS/

UDPTL, a=3ge2ae:requested, 

a=setup:actpass, a=fingerprint:ue-a)

2. H.248 ADD req (C=?, T=?, m=UDP, LAddr=?, 

LPort=?)

4. H.248 ADD resp (C=C1, T=T

2

, LAddr=IP2o, 

LPort=P2o)

 

5. Modify SDP offer 

6. SDP offer (c=IP2o, m=P2o udptl)

7. SDP answer (c=IP1a, m=P1a udptl)

9. Configure outgoing termination T

2

8. H.248 MOD req (C=C1, T=T

2

, RAddr=IP1a, 

RPort=P1a)

10. H.248 MOD resp (C=C1, T=T

2

)

 

16. Modify SDP answer 

17. SDP answer (c=IP2a, m=P2a UDP/

TLS/UDPTL, a=setup:active, 

a=fingerprint:agw)

14. DTLS ClientHello

Reserve AGW

Connection Point

(, Change Through-

Connection)

Configure AGW

Connection Point

(, Change Through-

Connection)

15. Remaining messages of DTLS handshake

12. Create incoming termination T

1

11. H.248 ADD req (C=C1, T=?, m=UDP/DTLS, 

DTLS:EstablishBNC, LAddr=?, LPort=?, 

a=fingerprint?, RAddr=IP1o, RPort=P1o, 

a=fingerprint:ue-a)

13. H.248 ADD resp (C=C1, T=T

1

, LAddr=IP2a, 

LPort=P2a, a=fingerprint:agw, RAddr=IP1o, 

RPort=P1o)

 

Reserve and 

Configure AGW

Connection Point

(, Change Through-

Connection)


Figure 5.2.3.2.2.1: Originating example call flow for e2ae case
The IMS UE‑A and the P‑CSCF (IMS‑ALG) perform an IMS originating session set-up according to 3GPP TS 23.228 [3], with modifications as described in 3GPP TS 33.328 [2] and 3GPP TS 24.229 [5]. 

The procedure in the above figure for requesting e2ae‑security for a media stream is described step‑by‑step with an emphasis on the additional aspects for the P‑CSCF (IMS‑ALG) and IMS‑AGW of media protection using DTLS.

1.
The IMS UE‑A sends an SDP offer for a media stream containing cryptographic information, together with an "a=3ge2ae:requested" SDP attribute for the UDPTL related SDP m-line and with an "a=setup:actpass" SDP attribute, to the P‑CSCF (IMS‑ALG). For e2ae protection of UDPTL the cryptographic information contained in the SDP offer consists of the fingerprint of the certificate of IMS UE‑A in accordance to IETF RFC 4572 [14].


For each media stream that uses transport "UDP/TLS/UDPTL", the P‑CSCF (IMS‑ALG) checks for the presence of the "a=3ge2ae:requested" SDP attribute. If this indication is present and the P‑CSCF (IMS‑ALG) indicated support of e2ae‑security for UDPTL during registration, the P‑CSCF (IMS‑ALG) determines that e2ae security is applicable and proceeds as specified in this clause. 
NOTE 1: 
As specified in IETF RFC 7345 [29] the "setup" SDP attribute is used for negotiation of DTLS roles.
2.-4.
The P‑CSCF (IMS‑ALG) uses the "Reserve AGW Connection Point" procedure to request a termination for "UDP" media towards the core network.
NOTE 2: 
The bearer type indication for application-agnostic mode would be the result of an "UDPTL" (SIP call control) to "UDP" (gateway control) mapping.
5.
The P‑CSCF (IMS‑ALG) changes the transport from "UDP/TLS/UDPTL" to "UDPTL" in the SDP offer, removes the "a=3ge2ae:requested" SDP attribute, the fingerprint SDP attribute and the "a=setup" SDP attribute,  and inserts the address information received from the IMS‑AGW (see step 4).

6.
The P‑CSCF (IMS‑ALG) forwards the SDP offer.

7.
The P‑CSCF (IMS‑ALG) receives the SDP answer.

8.-10.
The P‑CSCF (IMS‑ALG) uses the "Configure AGW Connection Point" procedure to configure the termination towards the core network with remote address information.

11.-13.
The P‑CSCF (IMS‑ALG) uses the "Reserve and Configure AGW Connection Point" procedure to request a termination for "UDP/DTLS" media towards the access network. The P‑CSCF (IMS‑ALG) requests the IMS‑AGW to start DTLS security session and requests the fingerprint of the IMS‑AGW´s certificate. In the remote descriptor, the P‑CSCF (IMS‑ALG) provides the IP address, the port and the fingerprint attribute received from the IMS UE‑A containing the fingerprint of the UE´s certificate in accordance to IETF RFC 4572 [14]. This instructs the IMS‑AGW to verify during the subsequent DTLS handshake with the IMS UE‑A (see step 16) that the fingerprint of the certificate passed by the IMS UE‑A during the DTLS handshake matches the fingerprint passed by the P‑CSCF (IMS‑ALG) to the IMS‑AGW. In turn, the IMS‑AGW sends the fingerprint of the certificate it is going to use for setting up protection for this media stream to the P‑CSCF (IMS‑ALG).

NOTE 3: 
As specified in IETF draft-schwarz-mmusic-sdp-for-gw [45] the bearer type indication for application-agnostic mode would be the result of an "UDP/TLS/UDPTL" (SIP call control) to "UDP/DTLS" (gateway control) mapping.
14.
The IMS‑AGW starts the establishment of the DTLS session.

15.
The IMS UE‑A and the IMS‑AGW exchange the remaining messages of the DTLS handshake. When the IMS‑AGW receives the certificate of the IMS UE‑A via DTLS, the IMS‑AGW checks whether the fingerprint of the certificate of the IMS UE‑A received via DTLS matches the certificate fingerprint received in the a=fingerprint SDP attribute in step 11. In this message flow, the check is successful and thus session set‑up continues. 

16.
The P‑CSCF (IMS‑ALG) modifies the SDP answer before sending it to the IMS UE‑A. The P‑CSCF (IMS‑ALG) sets the transport to "UDP/TLS/UDPTL", includes the "a=setup:active" SDP attribute and includes the fingerprint of the IMS‑AGW´s certificate received in step 13.
17.
The P‑CSCF (IMS‑ALG) sends the updated SDP answer to the IMS UE‑A. Upon reception of SDP answer with the fingerprint of the IMS‑AGW´s certificate the IMS UE‑A completes the media security setup.

* * * Next Change * * * *

5.2.3.2.3 
IMS UE terminating procedures for e2ae
Figure 5.2.3.2.3.1 shows the terminating session set‑up procedures for one or more UDPTL media stream(s) using e2ae security. 
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Figure 5.2.3.2.3.1: Terminating example call flow for e2ae case

The P‑CSCF (IMS‑ALG) and IMS UE‑B perform an IMS terminating session set‑up according to 3GPP TS 23.228 [3], with modifications as described in 3GPP TS 33.328 [2] and 3GPP TS 24.229 [5]. 

The procedure in the above figure for requesting e2ae security for a media stream is described step‑by‑step with an emphasis on the additional aspects for P‑CSCF (IMS‑ALG) and IMS‑AGW of media protection using DTLS.

1.
The P‑CSCF (IMS‑ALG) receives an SDP offer for an UDPTL media stream. For each UDPTL media stream offered with transport "UDPTL", if both the IMS UE‑B and the P‑CSCF (IMS‑ALG) indicated support for e2ae‑security for UDPTL during registration, the P‑CSCF (IMS‑ALG) determines that e2ae security is applicable and proceeds as specified in this clause. 

2.-4.
The P‑CSCF (IMS‑ALG) uses the "Reserve AGW Connection Point" procedure to request a termination for "UDP/DTLS" media towards the access network. The P‑CSCF (IMS‑ALG) requests from the IMS‑AGW the fingerprint of the IMS‑AGW´s certificate. In turn, the IMS‑AGW communicates the fingerprint of the certificate it is going to use for setting up protection for this media stream to the P‑CSCF (IMS‑ALG).

NOTE 1: 
As specified in IETF draft-schwarz-mmusic-sdp-for-gw [45] the bearer type indication for application-agnostic mode would be the result of an "UDP/TLS/UDPTL" (SIP call control) to "UDP/DTLS" (gateway control) mapping.
5.-7.
The P‑CSCF (IMS‑ALG) uses the "Reserve and Configure AGW Connection Point" procedure to request a termination for "UDP" media towards the core network.

NOTE 2: 
The bearer type indication for application-agnostic mode would be the result of an "UDPTL" (SIP call control) to "UDP" (gateway control) mapping.
8.
The P‑CSCF (IMS‑ALG) changes the transport from "UDPTL" to "UDP/TLS/UDPTL" in the SDP offer, adds an "a=3ge2ae:applied" SDP attribute and an "a=setup:actpass" SDP attribute, inserts the address information and the fingerprint attribute with the IMS‑AGW´s certificate received from the IMS‑AGW in step 4.

NOTE 3: 
As specified in IETF RFC 7345 [29] the "setup" SDP attribute is used for negotiation of DTLS roles.
9.
The P‑CSCF (IMS‑ALG) forwards the SDP offer.

10.
The IMS UE‑B chooses to become the active party in the DTLS connection establishment and starts the establishment of the DTLS session.

11.
The IMS‑AGW and the IMS UE‑B exchange further the remaining messages of the DTLS handshake. The IMS‑AGW verifies during the subsequent DTLS handshake with the IMS UE‑B that the fingerprint of the certificate passed by the IMS UE‑B during this DTLS handshake matches the fingerprint passed by the P‑CSCF (IMS‑ALG) (see step 13).

12.
The P‑CSCF (IMS‑ALG) receives the SDP answer. It contains the fingerprint attribute with the IMS UE‑B´s certificate in accordance to IETF RFC 4572 [14] and the "a=setup:active" SDP attribute.

13.-15.
The P‑CSCF (IMS‑ALG) uses the "Configure AGW Connection Point" procedure to configure the termination towards the IMS UE‑B with remote address information. In the remote descriptor, it also provides fingerprint attribute received from the IMS UE‑B.

16.
The P‑CSCF (IMS‑ALG) modifies the SDP answer before sending it to the core network. The P‑CSCF (IMS‑ALG) sets the transport to "UDPTL" and removes the SDP fingerprint attribute and the SDP "setup" attribute from the SDP answer.

17.
The P‑CSCF (IMS‑ALG) sends the updated SDP answer to the core network. 

* * * End of Changes * * * *
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