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	RFC 7044 obsoletes RFC 4244.

There is a functional change from RFC 4244 to RFC 7044 that "Rather than recommending that entries be removed in the case of certain values of the Privacy header field, the entries are anonymized."
Hance, the IBCF procedures to either remove or anonymize the History-Info header field or hi-entries at the trust domain boundary are currently specified in subclause 5.10.8 of TS 24.229.

	
	

	Summary of change:
	The IBCF procedures regarding Privacy protection for History-Info header fields are removed.
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	Other comments:
	Relying on CR 5018 for updating references from RFC 4244 to RFC 7044.


***** First change *****
5.10.8
Privacy protection at the trust domain boundary
In order to ensure privacy IBCF shall additionally to what is specified in subclause 4.4 and before sending the SIP requests or SIP responses outside the trust domain boundary perform the privacy protection as specified in RFC 3323 [33] and RFC 4244 [66] applicable to header fields with the clarifications in this subclause.If there are any conflicts between topology hiding specified in subclause 5.10.4 and the procedures in this subclause, the topology hiding takes precedence over privacy protection.
NOTE:
The privacy protection for the History-Info header field is performed in accordance with RFC 7044 [66] subclause 10.1.2.
If a Privacy header field with a value different from "none" is received the IBCF shall:

1)
if "header" privacy is requested as specified in RFC 3323 [33]:

-
remove all received Via header fields and then add a single Via header field with a URI of its own as described in RFC 3323 [33] subclause 5.1;

-
if the Contact header field does not contain a GRUU or does not contain an isfocus media feature tag, replace the value of the URI of the Contact header field with a URI that does not dereference to the originator of the message as described in RFC 3323 [33] subclause 5.1; and
-
remove any Record-Route header fields as described in RFC 3323 [33] subclause 5.1;

2)
if "user" level privacy is requested as specified in RFC 3323 [33]:

-
anonymize the From header field. The convention for configuring an anonymous From header field described in RFC 3323 [33] and RFC 3325 [34] should be followed; i.e. From: "Anonymous" <sip:anonymous@anonymous.invalid>;tag= xxxxxxx; and


3)
if any modification of any dialog-matching headers for privacy protection reasons is done act as a transparent B2BUA as described in RFC 3323 [33] subclause 5.3.

If a Privacy header field is not received IBCF may based on local policy act as if "id", "user", "header" and "history" was received and perform privacy protection as specified in RFC 3325 [34], RFC 3323 [33] and RFC 4244 [66] with the clarifications above.

If a Privacy header field with the value "none" is received the IBCF should not protect the privacy of the identity information.

NOTE:
A local policy can regard a Privacy header field with the value "none" the same as if no Privacy header field was received.
***** End of changes *****
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