Page 1



3GPP TSG-CT WG1 Meeting #86 
(
C1-141482
Dubrovnik, Croatia, 31 March - 4 April 2014
	CR-Form-v11

	CHANGE REQUEST

	

	
	24.229
	CR
	4914
	rev
	1
	Current version:
	12.4.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	x


	

	Title:

	Issue with "Tokenized-by"

	
	

	Source to WG:
	NSN

	Source to TSG:
	C1

	
	

	Work item code:
	IMSProtoc6
	
	Date:
	2014-03-12

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-12

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)

	
	

	Reason for change:
	When hiding is applied, the IBCF employs the "tokenized-by" parameter. The "tokenized-by" parameter is defined as a header field parameter. This can cause problems as header field parameters may not be preserved when creating a Route Set. I.e. when a request is sent using the route set, then this route set may not contain the "tokenized-by" parameter and hence the IBCF will not detect that itself has performed the topology hiding.

Discussion:

The tokenized-by parameter is defined as a header field parameter as follows 

7.2A.3.1
Introduction

The "tokenized-by" header field parameter is an extension parameter appended to encrypted entries in various SIP header fields as defined in subclause 5.10.4.

7.2A.3.2
Syntax

The syntax for the "tokenized-by" header field parameter is specified in table 7.2A.3:

Table 7.2A.3: Syntax of tokenized-by-param

rr-param =  tokenized-by-param / generic-param

via-params =  via-ttl / via-maddr

             / via-received / via-branch

             / tokenized-by-param / via-extension

tokenized-by-param = "tokenized-by" EQUAL hostname

The BNF for rr-param and via-params is taken from RFC 3261 [26] and modified accordingly.

RR syntax from RFC 3261

Record-Route  =  "Record-Route" HCOLON rec-route *(COMMA rec-route)

rec-route     =  name-addr *( SEMI rr-param )

rr-param      =  generic-param

Route        =  "Route" HCOLON route-param *(COMMA route-param)

route-param  =  name-addr *( SEMI rr-param )

RFC3261 specifies how the Route header of subsequent requests within a dialog can be created (Route header from Path or Service-Route header follows the same logic): by using the so-called route set, which is a list of URIs. It is to note that header field parameter can never be copied into R-URI. 

12.1.1 UAS Behavior:

   The route set MUST be set to the list of URIs in the Record-Route

   header field from the request, taken in order and preserving all URI

   parameters.  If no Record-Route header field is present in the

   request, the route set MUST be set to the empty set.  This route set,

   even if empty, overrides any pre-existing route set for future

   requests in this dialog.  The remote target MUST be set to the URI

   from the Contact header field of the request.

So the header field parameters of Record-Route (Path/Service-Route) are not required to be preserved. The same behaviour is also specified for UAC, only the order shall be reversed:

12.1.2 UAC Behavior:

   The route set MUST be set to the list of URIs in the Record-Route

   header field from the response, taken in reverse order and preserving

   all URI parameters.  If no Record-Route header field is present in

   the response, the route set MUST be set to the empty set.  This route

   set, even if empty, overrides any pre-existing route set for future

   requests in this dialog.  The remote target MUST be set to the URI

   from the Contact header field of the response. 

This route set shall be used for subsequent request within a dialog:

12.2.1.1:

   If the route set is not empty, and the first URI in the route set

   contains the lr parameter (see Section 19.1.1), the UAC MUST place

   the remote target URI into the Request-URI and MUST include a Route

   header field containing the route set values in order, including all

   parameters.

I.e. parameters within the route set will be copied into Route header, but header field parameters are not required to be copied to the route set. 

So it cannot be ensured that a Route header field that is created based on Record-Route will contain the "tokenized-by" parameter, which is a header field parameter. Same problem appears for cases where Route is created based on Path or Service-Route.



	
	

	Summary of change:
	Specify that the IBCF when including a tokenized value, it shall ensure that it can detect from the token that itself has performed the encsyption.
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***** Next change *****
5.10.4.2
Encryption for network topology hiding

Upon receiving an outgoing request/response from the hiding network the IBCF shall perform the encryption for network topology hiding purposes, i.e. the IBCF shall:

1)
use the whole header field values which were added by one or more specific entity of the hiding network as input to encryption, besides the UE entry;

2)
not change the order of the header fields subject to encryption when performing encryption;

3)
use for one encrypted string all received consecutive header field entries subject to encryption, regardless if they appear in separate consecutive header fields or if they are consecutive entries in a comma separated list in one header field;

4)
construct a hostname that is the encrypted string in a way that allows to identify the encrypting network's name (i.e. the IBCF network);
NOTE 0:
This is to allow the IBCF to identify that itself has encrypted the string when subsequently receiving the encrypted string. The details of encoding the encrypting networks's name are not specified as the IBCF is the creator and consumer of this value. This is needed because header field parameters (like "tokenized-by") are not required to be preserved when creating a route set.
5)
append a "tokenized-by" header field parameter and set it to the value of the encrypting network's name, after the constructed hostname;

6)
form one valid entry for the specific header field out of the resulting NAI, e.g. prepend "SIP/2.0/UDP" for Via header fields or "sip:" for Path, Service-Route, Route and Record-Route header fields;

7)
if the IBCF encrypted an entry in the Route header field, then it also inserts its own URI before the topmost encrypted entry; and
8)
if the IBCF encrypted an entry in the Via header field, then it also inserts its own URI before the topmost encrypted entry.

NOTE 1:
Even if consecutive entries of the same network in a specific header field are encrypted, they will result in only one encrypted header field entry. For example:

Via: SIP/2.0/UDP ibcf1.home1.net;lr,

 SIP/2.0/UDP Token(
SIP/2.0/UDP scscf1.home1.net;lr,







SIP/2.0/UDP pcscf1.home1.net;lr)@home1.net;











tokenized-by=home1.net,

 SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

NOTE 2:
If multiple entries of the same network are within the same type of header fields, but they are not consecutive, then these entries will be tokenized to different strings. For example:

Record-Route:
sip:ibcf1.home1.net;lr,




sip:Token(sip:scscf1.home1.net;lr)@home1.net;tokenized-by=home1.net,





sip:as1.foreign.net;lr,




sip:Token(sip:scscf1.home1.net;lr,






  sip:pcscf1.home1.net;lr)@home1.net;tokenized-by=home1.net

NOTE 3:
If request will return to the hiding network (e.g. after visiting an AS), then the URI of IBCF is inserted. For example:

Route: sip:as1.foreign.net;lr,





sip:ibcf1.home1.net;lr,





sip:Token(sip:scscf1.home1.net;lr);tokenized-by=home1.net

***** Next change *****
5.10.4.3
Decryption for network topology hiding

Upon receiving and incoming requests/response to the hiding network the IBCF shall perform the decryption for network topology hiding purposes, i.e. the IBCF shall:

1)
identify hostnames encrypted by the network this IBCF belongs to within all header fields of the incoming message;

2)
use those hostnames that carry the identification of the hiding network as input to decryption;

3)
use as encrypted string the hostname which follows the sent-protocol (for Via header fields, e.g. "SIP/2.0/UDP") or the URI scheme (for Route and Record-Route header fields, e.g. "sip:");

4)
replace all content of the received header field which carries encrypted information with the entries resulting from decryption.

EXAMPLE:
An encrypted entry to a Via header field that looks like:

Via:

SIP/2.0/UDP Token(SIP/2.0/UDP scscf1.home1.net;lr,
SIP/2.0/UDP pcscf1.home1.net;lr);tokenized-by=home1.net

will be replaced with the following entries:

Via: SIP/2.0/UDP scscf1.home1.net;lr, SIP/2.0/UDP pcscf1.home1.net;lr

NOTE:
Motivations for these decryption procedures are e.g. to allow the correct routeing of a response through the hiding network, to enable loop avoidance within the hiding network, or to allow the entities of the hiding network to change their entries within e.g. the Record-Route header field.
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