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	Reason for change:
	1/ GTPv1 is ambiguous on whether up to 4 or 5 authentication vectors may be passed in the MM Context IE in Context Response message. 
The MM Context IE contains the notation "Authentication Quintuplet [0..4]", without further explanation on whether this means 0 up to 4 vectors, or 1 to 5 vectors (i.e. an array of vectors). 
An SGSN may query up to 5 vectors from the HLR (per TS 29.002). This gives a maximum of 5 (unused) vectors to pass on to the new MME/SGSN if none has been used, e.g. 

· if the SGSN decides to re-authenticate the UE (upon a new signalling transaction from the UE) and sends a request for new vectors to the HLR, but the UE then moves to another SGSN; 

· if the SGSN anticipates the request for new vectors when using the last one, and then the UE moves to another SGSN.

2/ The description related to the Quintuplets in the MM Context IE contains contradicting statements: 
The Quintuplet array shall be present if indicated in the Security Mode. If the quintuplet array is present, the Quintuplet length field indicates its length.

The first sentence mandates the inclusion of the Quintuplets, but the second sentence says that the quintuplets may be absent.

It is assumed that it was only meant to say that the MM Context may contain quintuplets if the Security Mode is set to the value 0, 2 or 3. 

Likewise, a similar statement exists mandating presence of Triplets when so indicated by the Security Mode. It is also assumed that it was only meant to say that the MM Context may contain Triplets if the Security Mode is set to the value 1.

3/ GTPv1 allows explicitly to pass on up to 5 authentication vectors in the Identification Response. There is no indication though on the maximum number of authentication triplets that may be returned in the Identification Response.



	
	

	Summary of change:
	The MM Context may contain 0 up to 5 authentication vectors. 


	
	

	Consequences if not approved:
	Ambiguous specification on whether up to 4 or 5 vectors may be sent in the MM Context, which may result in dropping an unused vector at the old or new SGSN.
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* * * First Change * * * *

7.5.2
Identification Response

The old SGSN shall send an Identification Response to the new SGSN as a response to a previous Identification Request.

For Intra Domain Connection of RAN Nodes to Multiple CN Nodes, if an old SGSN within an SGSN pool receives an Identification Request message that contains the optional parameter SGSN Address for Control Plane, the old SGSN shall use this address as destination IP address of the Identification Response message.

Possible Cause values are:

-
"Request Accepted".

-
"IMSI not known".

-
"System failure".

-
"Mandatory IE incorrect".

-
"Mandatory IE missing".

-
"Optional IE incorrect".

-
"Invalid message format".

-
"P-TMSI Signature mismatch".

Only the Cause information element shall be included in the response if the Cause contains another value than "Request accepted".

The IMSI information element is mandatory if the Cause contains the value "Request accepted".

At most 5 Authentication Triplet information elements or Authentication Quintuplet information elements may be included in the message if the Cause contains the value "Request accepted".

The optional Private Extension contains vendor or operator specific information.

Table 25: Information Elements in an Identification Response
	Information element
	Presence requirement
	Reference

	Cause
	Mandatory
	7.7.1

	IMSI
	Conditional
	7.7.2

	Authentication Triplet
	Conditional
	7.7.7

	Authentication Quintuplet
	Conditional
	7.7.35

	Private Extension
	Optional
	7.7.46


* * * Next Change * * * *

7.7.28
MM Context

The MM Context information element contains the Mobility Management, MS and security parameters that are necessary to transfer between SGSNs at the Inter SGSN Routeing Area Update procedure.

Security Mode indicates the type of security keys (GSM/UMTS) and Authentication Vectors (quintuplets/triplets) that are passed to the new SGSN.

Ciphering Key Sequence Number (CKSN) is described in 3GPP TS 24.008 [5]. Possible values are integers in the range [0; 6]. The value 7 is reserved. CKSN identifies Kc. During the Intersystem Change to 3G-SGSN, the KSI shall be assigned the value of CKSN.

Key Set Identifier (KSI) identifies CK and IK. During the Intersystem Change to 2G-SGSN, the CKSN shall be assigned the value of KSI.
Used Cipher indicates the GSM ciphering algorithm that is in use.

Kc is the GSM ciphering key of the GSM security context to be used by the new SGSN. This is the GSM security context agreed with the MS during the latest successful authentication procedure. Kc shall be present if GSM key is indicated in the Security Mode.
CK is the UMTS ciphering key of the UMTS security context to be used by the new SGSN. This is the UMTS security context agreed with the MS during the latest successful authentication procedure. CK shall be present if UMTS keys are indicated in the Security Mode.

IK is the UMTS integrity key of the UMTS security context to be used by the new SGSN. This is the UMTS security context agreed with the MS during the latest successful authentication procedure. IK shall be present if UMTS keys are indicated in the Security Mode.

The Triplet array contains triplets encoded as the value in the Authentication Triplet information element. The MM Context IE may contain a Triplet array if so indicated in the Security Mode. At most 5 Authentication Triplets may be included. The field 'No of Vectors' shall be set to the value '0'  if no Authentication Triplet is included (i.e. octets '14 to m' in Figure 40 are absent).
The Quintuplet array contains Quintuplets encoded as the value in the Authentication Quintuplet information element. The MM Context IE may contain a Quintuplet array if so indicated in the Security Mode. At most 5 Authentication Quintuplets may be included. The field 'No of Vectors' shall be set to the value '0'  if no Authentication Quintuplet is included (i.e. octets '40 to m' in Figure 41, octets '16 to m' in Figure 42, or octets '40 to m' in Figure 42A are absent). If the quintuplet array is present, the Quintuplet length field indicates its length.

The DRX parameter  carries the DRX settings that the UE is using within the network.

MS Network Capability provides the network with information concerning aspects of the MS related to GPRS. MS Network Capability and MS Network Capability Length are coded as in the value part described in 3GPP TS 24.008 [5]. If MS Network Capability is not included, its Length field value shall be set to 0.
DRX parameter is coded as described in 3GPP TS 24.008 [5], the value part only.

The two octets Container Length holds the length of the Container, excluding the Container Length octets.

Container contains one or several optional information elements as described in the clause "Overview", from the clause "General message format and information elements coding" in 3GPP TS 24.008 [5]. For the definition of the IEI see table 47a, "IEIs for information elements used in the container". The IMEISV shall, if available, be included in the Container. The IMEISV is included in the Mobile identity IE. If Container is not included, its Length field value shall be set to 0. If the MS is emergency attached and the MS is UICCless or the IMSI is unauthenticated, the International Mobile Equipment Identity (IMEI) shall be used as the MS identity.
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 
	Type = 129 (Decimal)
	

	
	2-3
	Length
	

	
	4
	Spare 1111
	CKSN
	

	
	5
	Security Mode
	No of Vectors
	Used Cipher
	

	
	6-13
	Kc
	

	
	14-m
	Triplet [1..5]
	

	
	(m+1)-(m+2)
	DRX parameter
	

	
	(m+3)
	MS Network Capability Length
	

	
	(m+4)-n
	MS Network Capability
	

	
	(n+1)-(n+2)
	Container length
	

	
	(n+3)-o
	Container
	

	
	
	
	

	
	
	
	


Figure 40: MM Context Information Element with GSM Key and Triplets

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 
	Type = 129 (Decimal)
	

	
	2-3
	Length
	

	
	4
	Spare 1111
	KSI 
	

	
	5
	Security Mode
	No of Vectors
	 Spare 111
	

	
	6-21
	CK
	

	
	22-37
	IK
	

	
	38-39
	Quintuplet Length
	

	
	40-m
	Quintuplet [1..5]
	

	
	(m+1)-(m+2)
	DRX parameter
	

	
	(m+3)
	MS Network Capability Length
	

	
	(m+4)-n
	MS Network Capability
	

	
	(n+1)-(n+2)
	Container length
	

	
	(n+3)-o
	Container
	

	
	
	
	

	
	
	
	


Figure 41: MM Context Information Element with UMTS Keys and Quintuplets

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 
	Type = 129 (Decimal)
	

	
	2-3
	Length
	

	
	4
	Spare 1111
	CKSN
	

	
	5
	Security Mode
	No of Vectors
	Used Cipher
	

	
	6-13
	Kc
	

	
	14-15
	Quintuplet Length
	

	
	16-m
	Quintuplet [1..5]
	

	
	(m+1)-(m+2)
	DRX parameter
	

	
	(m+3)
	MS Network Capability Length
	

	
	(m+4)-n
	MS Network Capability
	

	
	n+1-n+2
	Container length
	

	
	n+3-o
	Container
	

	
	
	
	

	
	
	
	


Figure 42: MM Context Information Element with GSM Keys and UMTS Quintuplets

	
	
	Bits


	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 
	Type = 129 (Decimal)
	

	
	2-3
	Length
	

	
	4
	Spare 1111
	CKSN/KSI
	

	
	5
	Security Mode
	No of Vectors
	Used Cipher
	

	
	6-21
	CK
	

	
	22-37
	IK
	

	
	38-39
	Quintuplet Length
	

	
	40-m
	Quintuplet [1..5]
	

	
	(m+1)-(m+2)
	DRX parameter
	

	
	(m+3)
	MS Network Capability length
	

	
	(m+4)-n
	MS Network Capability
	

	
	(n+1)-(n+2)
	Container length
	

	
	(n+3)-o
	Container
	

	
	
	
	

	
	
	
	


Figure 42A: MM Context Information Element with Used Cipher value,
UMTS Keys and Quintuplets

Table 46: Used Cipher Values

	Cipher Algorithm
	Value (Decimal)

	No ciphering
	0

	GEA/1
	1

	GEA/2
	2

	GEA/3
	3

	GEA/4
	4

	GEA/5
	5

	GEA/6
	6

	GEA/7
	7


Table 47: Security Mode Values
	Security Type
	Value (Decimal)

	GSM key and triplets
	1

	GSM key and quintuplets
	3

	UMTS key and quintuplets
	2

	Used cipher value, UMTS Keys and Quintuplets 
	0


Table 47A: IEIs for information elements used in the container
	IEI
	Information element

	0x23
	Mobile identity

	
	

	NOTE: 
In 3GPP TS 24.008 [5] the IEI definition is message dependent. The table is added to have a unique definition in the present document for the used IEI in the MMcontext.


* * * End of Changes * * * *

