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	Reason for change:
(
	There is misalignment between stage-2 and stage-3 on how the GBA mode is selected in case of HTTP digest authentication.

Stage-2 in 3GPP TS 33.222 v7.3.0 subclause 5.3 expects that NAF selects one GBA mode:

----------------------------------------------------------------------------------------

3)
In response to the HTTP request received from HTTPS client over the Ua reference point, the NAF shall invoke HTTP digest as specified in RFC 2617 [10] with the HTTPS client in order to perform client authentication using the shared key as specified in clauses 4.5.3 and 5.3.3 of TS 33.220 [3]. 

The NAF first verifies that the type of application received in the HTTP request ("3gpp-gba" for a ME-based application or "3gpp-gba-uicc" for a UICC-based application). Then the NAF verifies if the right  realm attribute within the WWW-Authenticate header field has been used i.e. the realm attribute shall contain the constant string "3GPP-bootstrapping" (in the case of a ME-based application) or "3GPP-bootstrapping-uicc" (in the case of a UICC-based application) and the FQDN of the NAF (for both cases), shall indicate GBA as the required authentication method.

If the NAF has been configured to forbid the access to the service for the requested GBA mode (e.g. the HTTP request contains "3gpp-gba" whilst the NAF configuration for this service requires that Ks_int_NAF shall be used) or if the NAF does not support the requested GBA mode (i.e. when a NAF, which is GBA_U unaware receives an HTTP request with "3gpp-gba-uicc" in "User-Agent" HTTP header) then the NAF shall respond with the appropriate error code and terminate the TLS connection with the UE.

----------------------------------------------------------------------------------------

It was made even more explicit in 3GPP TS 33.222 v11.2.2 subclause 5.3.0.
----------------------------------------------------------------------------------------
3)
In response to the HTTP request received from HTTPS client over the Ua reference point, the NAF shall invoke HTTP digest as specified in RFC 2617 [10] with the HTTPS client in order to perform client authentication using the shared key as specified in clauses 4.5.3 and 5.3.3 of TS 33.220 [3]. 

The NAF first verifies that the product tokens received in the HTTP request in step 2, if any, indicates a GBA mode acceptable to the NAF.. If so, the NAF selects one acceptable GBA mode and includes the corresponding realm attribute within the WWW-Authenticate header field i.e. the realm attribute shall contain the constant string "3GPP-bootstrapping" (in case "3gpp-gba" is the selected GBA mode ) , or "3GPP-bootstrapping-uicc" (in case "3gpp-gba-uicc" is the selected GBA mode ) , or "3GPP-bootstrapping-digest" (in case "3gpp-gba-digest" is the selected GBA mode),  and the FQDN of the NAF (for all cases) .,  In the selection of the GBA mode by the NAF, AKA-based modes shall take priority over GBA_Digest.

If the NAF has been configured to forbid the access to the service for all indicated GBA modes (e.g. the HTTP request contains "3gpp-gba" whilst the NAF configuration for this service requires that Ks_int_NAF shall be used) or if the NAF does not support any of the  indicated GBA modes (e.g. when a NAF, which is GBA_U unaware receives an HTTP request with "3gpp-gba-uicc" in "User-Agent" HTTP header) then the NAF shall respond with the appropriate error code and terminate the TLS connection with the UE.

----------------------------------------------------------------------------------------

However, stage-3 in 3GPP TS 24.109 subclause 5.2.2.1 expects that NAF can indicate two GBA modes in case of GBA_U:

----------------------------------------------------------------------------------------

In the case of GBA_U, the NAF shall indicate to the UE which NAF specific key can be used by setting the first part of the realm to  "3GPP-bootstrapping" (for the ME-based key i.e. Ks_ext_NAF), or to "3GPP-bootstrapping-uicc" (for the UICC-based key i.e. Ks_int_NAF). If the NAF allows both types of keys to be used then the "realm" parameter shall contain both indications separated by semi-colon ";" (e.g., "3GPP-bootstrapping@naf1.operator.com;3GPP-bootstrapping-uicc@naf1.operator.com").
----------------------------------------------------------------------------------------
The stage-3 text above contradicts the stage-2 requirement that the NAF selects the GBA mode in case of HTTP digest authentication. There is no reason why the NAF would not do the selection of GBA mode also in the case of GBA_U. Moreover, the current specification leaves it unclear which node selects the GBA mode in the case of GBA_U.

	
	

	Summary of change:
(
	Stage-3 aligned with stage-2, i.e. the NAF selects one GBA mode.

	
	

	Consequences if 
(
not approved:
	Service protected by GBA_U might not available due to failed GBA authentication
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5.2.2.1
General

HTTP Digest authentication [9] shall be used with previously bootstrapped security association as follows:

-
the "username" parameter shall be the bootstrapping transaction identifier;

-
the password used in the digest calculations shall be the NAF specific key material (Ks_NAF) in the case of GBA_ME, and the NAF specific ME based key material (Ks_ext_NAF) or the NAF specific UICC-based key material (Ks_int_NAF) in the case of GBA_U. The NAF specific key material (Ks_NAF or Ks_ext_NAF or Ks_int_NAF) is Base64 encoded as specified in RFC 3548 [10]; and

NOTE 1:
The NAF specific key material (Ks_NAF or Ks_ext_NAF or Ks_int_NAF) is derived from the key material (Ks) using key derivation function as specified in 3GPP TS 33.220 [1].

-
the "realm" parameter shall contain two parts delimited by "@" sign. The first part is the constant string "3GPP-bootstrapping" (in the case of a ME-based application) or "3GPP-bootstrapping-uicc" (in the case of a UICC-based application), and the latter part shall be the FQDN of the NAF (e.g. "3GPP-bootstrapping@naf1.operator.com" or "3GPP-bootstrapping-uicc@naf1.operator.com").

In the case of GBA_U, the NAF shall indicate to the UE which NAF specific key was selected to be used by setting the first part of the realm to  "3GPP-bootstrapping" (for the ME-based key i.e. Ks_ext_NAF), or to "3GPP-bootstrapping-uicc" (for the UICC-based key i.e. Ks_int_NAF).
Both the UE and the NAF shall verify upon receiving each of the HTTP responses and HTTP requests that the second part of the realm attribute is equal to the FQDN of the NAF.

In the case of GBA_U, if the HTTPS client application resides in the ME, then the application shall use only the ME-based key i.e. Ks_ext_NAF (the UICC-based key Ks_int_NAF is not available in the ME). If the NAF indicates to the ME-based HTTPS client application that only UICC-based key shall be used, the application must terminate the communication with the NAF. If the HTTP client application resides in the UICC, then the application shall use only the UICC-based key. If the NAF indicates to the UICC-based application that only ME-based key shall be used, the application must terminate the communication with the NAF.

In the case of GBA_U, the operator may indicate the type of the key to be used in the Ua reference point in the NAF specific USS as specified in 3GPP TS 29.109 [3]. If the NAF has requested an application specific USS, and the indication is present in the USS, the NAF shall use the indicated key type. If the type of the negotiated key is different from the type indicated in the USS, the NAF shall terminate the communication with the UE.

An example flow of a successful HTTP Digest authentication procedure can be found in clause B.3.

