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* * * First Change * * * *

5.1.2.1.1
General
These procedures are transported over Diameter, the Access (Re-)Authentication and Authorization between the trusted non-3GPP access network and the 3GPP AAA Proxy or Server. The STa interface and Diameter application shall be used for authenticating and authorizing the UE for EPC access in PMIPv6, GTPv2, MIPv4 FA-CoA mode or for TWAN access without EPC S2a access (i.e. non-seamless WLAN offload) via trusted non-3GPP accesses and non-3GPP accesses that are decided to be untrusted during the authentication and authorization procedure.

When EAP-AKA' is used in the STa access authentication and either EPC access in NBM (PMIPv6 or GTPv2) or TWAN access without EPC S2a access (i.e. non-seamless WLAN offload) is used, the trusted non-3GPP access network shall support also the role of the NAS. Specifically in the case where PMIPv6 is used, the network element of the non-3GPP access network acting as a MAG shall have also the role of the NAS. During the STa access authentication the NAS shall serve as pass-through EAP authenticator. 

Diameter usage over the STa interface:

-
When EAP is used, the trusted non-3GPP access authentication and authorization procedure shall be mapped to the Diameter-EAP-Request and Diameter-EAP-Answer command codes specified in IETF RFC 4072 [5].

-
For (re)authentication procedures, the messaging described below shall be reused.

During the STa Access Authentication and Authorization procedure the non-3GPP access network may provide information on its PMIPv6 or GTPv2 capabilities to the 3GPP AAA Server. 

During the STa Access Authentication and Authorization procedure the trusted non-3GPP access network shall provide information on the Access Network Identity (ANID) to the 3GPP AAA Server. Specifically the TWAN shall set the Access Network Identity as specified in subclause 8.1.1.2 of 3GPP TS 24.302 [26] for a WLAN access network.

For a trusted non-3GPP access, the 3GPP AAA Server may perform IP mobility mode selection between NBM and HBM. The 3GPP AAA Server may provide to the trusted non-3GPP access network an indication if either  NBM or local IP address assignment (for HBM) shall be used.

For a trusted WLAN access, if the user is successfully authenticated and authorized for this access, the 3GPP AAA Server may either only authorize the user to access to EPC via S2a (i.e. EPC-routed service only), or only authorize the user to access the TWAN without granting access to EPC via S2a (i.e. non-seamless WLAN offload service only), or authorize both EPC-routed and non-seamless WLAN offload services. The TWAN decides the S2a protocol variant to use if access to EPC is authorized and the TWAN decides to establish S2a.
When authorizing NBM to be used, the 3GPP AAA server shall return NBM related information back to the trusted non-3GPP access network.

During the STa Access Authentication and Authorization  procedure, when DSMIPv6 is used, the 3GPP AAA Server may provide a Home Agent IPv6 address (and optionally IPv4 address) or FQDN to the trusted non-3GPP access network. This is needed if the DHCPv6 option for Home Agent address discovery is chosen (see TS 24.303 [13] and IETF RFC 6611 [28]). If the Home Agent IPv6 address or FQDN is not included in the final Authentication and Authorization Answer by the 3GPP AAA server, the trusted non-3GPP access network shall not assign the Home Agent via DHCPv6.

During the STa Access Authentication and Authorization procedure for MIPv4 FA-CoA mode using trusted non-3GPP access, the 3GPP AAA Server may provide the mobility security parameters FA-RK and FA-RK-SPI to the trusted non-3GPP access network.

The User-Name AVP may contain a decorated NAI (as defined in 3GPP TS 23.003 [14]) in a roaming case. In this case the 3GPP AAA Proxy shall process the decorated NAI and support routing of the Diameter request messages based on the decorated NAI as  described in IETF RFC 5729 [37].

For UEs where the IMSI is not available, the Authentication and Authorization procedures shall not be used over the STa interface. For UEs receiving emergency services, where the IMSI is available, the Authentication and Authorization procedures shall be used, but if they fail, the procedures shall proceed as if they succeeded on the non-3GPP access network.
For PMIPv6, GTPv2 and MIPv4 FA-CoA mode trusted non-3GPP accesses, upon mobility between 3GPP and non-3GPP accesses, for the PDNs the UE is already connected, the PDN Gateway identity for each of the already allocated PDN Gateway(s) with the corresponding PDN information is provided to the trusted non-3GPP system. The PDN Gateway identity is a FQDN and/or IP address of the PDN GW. The non-3GPP access network shall use the received PDN Gateway identity for mobility with IP address preservation or in case of static PDN Gateway assignment. If a FQDN is provided, the trusted non-3GPP system shall then derive it to IP address according to the selected mobility management protocol.
NOTE:
Mobility with IP address preservation is not supported between TWAN and 3GPP access in this release of the specification. 

Table 5.1.2.1/1: STa Access Authentication and Authorization Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	User-Name
	M
	This information element shall contain the identity of the user. The identity shall be represented in NAI form as specified in IETF RFC 4282 [15] and shall be formatted as defined in clause 19 of 3GPP TS 23.003 [14].

	EAP payload
	EAP-payload
	M
	This IE shall contain the Encapsulated EAP payload used for the UE – 3GPP AAA Server mutual authentication

	Authentication Request Type
	Auth-Request-Type
	M
	This IE shall define whether the user is to be authenticated only, authorized only or both. AUTHORIZE_AUTHENTICATE shall be used in this case.

	UE Layer-2 address
	Calling-Station-ID
	M
	This IE shall contain the Layer-2 address of the UE.

	Supported 3GPP QoS profile
	QoS-Capability
	O
	If the non-3GPP access network supports QoS mechanisms, this information element may be included to contain the access network’s QoS capabilities as defined in IETF  RFC 5777 [9].

	Mobility Capabilities
	MIP6-Feature-Vector
	C
	This information element shall contain the mobility capabilities of the non-3GPP access network. This information shall be utilized if dynamic mobility mode selection is executed. This information may also be used to decide whether to authorize access to EPC to a user accessing a TWAN.
The PMIP6_SUPPORTED flag and/or the GTPv2 SUPPORTED flag shall be set if the non-3GPP access supports PMIPv6 and/or GTPv2. PMIP6_SUPPORTED flag is defined in  IETF RFC 5779 [2]. 

The flag MIP6_INTEGRATED shall be set if DHCPv6 based Home Agent address discovery is supported as defined in IETF RFC 5447 [6]. 

The MIP4_SUPPORTED flag shall be set if the non-3GPP access supports MIPv4 FA-CoA mode.

	Access Type 
	RAT-Type
	M
	This IE shall contain the non-3GPP access network technology type that is serving the UE.

The TWAN shall set the Access Type value to "WLAN".

	Access Network Identity 
	ANID
	M
	This IE shall contain the access network identifier used for key derivation at the HSS. (See 3GPP TS 24.302 [26] for all possible values)

	Full Name for Network
	Full-Network-Name
	O
	If present, this IE shall contain the full name for network as specified in 3GPP TS 24.302 [26]. This AVP may be inserted by the non-3GPP access network depending on its local policy and only when it is not connected to the UE's Home Network. If the Visited Network Identifier is present, this AVP shall be set.

	Short Name for Network
	Short-Network-Name
	O
	If present, this IE shall contain the short name for network as specified in 3GPP TS 24.302 [26]. This AVP may be inserted by the non-3GPP access network depending on its local policy and only when it is not connected to the UE's Home Network. If the Visited Network Identifier is present, this AVP shall be set.

	Visited Network Identifier
	Visited-Network-Identifier
	O
	If present, this IE shall contain the Identifier that allows the home network to identify the Visited Network. This AVP may be inserted by the non-3GPP access network depending on its local policy and only when it is not connected to the UE's Home Network.

	APN Id
	Service-Selection
	O
	If present, this information element shall contain the Network Identifier part of the APN the user wants to connect to (if available).

	Terminal Information
	Terminal-Information
	O
	If present, this information element shall contain information about the user’s mobile equipment. The type of identity carried depends on the access technology type. For an HRPD access network, the 3GPP2‑MEID AVP shall be included in this grouped AVP.

	Supported Features
(See 3GPP TS 29.229 [24])
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host for the lifetime of the Diameter session.

	Selected Trusted WLAN Identifier
	WLAN-Identifier
	O
	If present, this IE shall contain the WLAN Identifier selected by the UE to access the Trusted WLAN Access Network (see clause 16 of 3GPP TS 23.402 [3]).

	AAA Failure Indication
	AAA-Failure-Indication
	O
	If present, this information element shall indicate that the request is sent after the non-3GPP access network has determined that a previously assigned 3GPP AAA Server is unavailable.

	DER Flags
	DER-Flags
	O
	This Information Element contains a bit mask. See 5.2.3.20 for the meaning of the bits.


Table 5.1.2.1/2: Trusted non-3GPP Access Authentication and Authorization Answer

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	User-Name
	M
	This information element shall contain the identity of the user. The identity shall be represented in NAI form as specified in IETF RFC 4282 [15] and shall be formatted as defined in clause 19 of 3GPP TS 23.003 [14].

	EAP payload
	EAP payload
	M
	This IE shall contain the Encapsulated EAP payload used for UE- 3GPP AAA Server mutual authentication.

	Authentication Request Type
	Auth-Request-Type
	M
	It shall contain the value AUTHORIZE_AUTHENTICATE. See IETF RFC 4072 [5].

	Result code
	Result-Code /

Experimental Result Code
	M
	This IE shall contain the result of the operation. Result codes are as in Diameter Base Protocol (IETF RFC 3588 [7]). Experimental-Result AVP shall be used for STa errors. This is a grouped AVP which shall contain the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.

	Session Alive Time
	Session-Timeout
	O
	This AVP may be present if the Result-Code AVP is set to DIAMETER _SUCCESS; if present, it contains the maximum number of seconds the session is allowed to remain active.

	Accounting Interim  Interval
	Accounting Interim-Interval
	O
	If present, this IE shall contain the Charging duration.

	Pairwise Master Key
	EAP-Master-Session-Key
	C
	This IE shall be present if Result-Code AVP is set to DIAMETER_SUCCESS.

	Default APN
	Context-Identifier
	C
	This AVP shall indicate the default APN for the user. If the Access Network Identity received in the Authentication and Authorization Request indicates WLAN (see subclause 8.1.1.2 of 3GPP TS 24.302 [26]), this AVP shall be set to the Default APN for Trusted WLAN if received from the HSS; otherwise this AVP shall be set to the subscriber's Default APN for 3GPP and other non-3GPP accesses.

It shall only be included if NBM is authorized for use, the non-3GPP access network was decided to be trusted and the Result-Code AVP is set to DIAMETER_SUCCESS.

	APN-OI replacement
	APN-OI-Replacement
	C
	This AVP shall indicate the domain name to replace the APN-OI in the non-roaming case or in the home routed roaming case when constructing the PDN GW FQDN upon which a DNS resolution needs to be performed. See 3GPP TS 23.003 [3]. It shall only be included if NBM is authorized for use and the Result-Code AVP is set to DIAMETER_SUCCESS.

	APN and PGW Data
	APN-Configuration
	C
	This information element shall only be sent if the Result-Code AVP is set to DIAMETER_SUCCESS.

When NBM is authorized for use, this AVP shall contain the default APN, the list of authorized APNs, user profile information and PDN GW information.

When local IP address assignment is used (for HBM), this AVP shall only be present if DHCP based Home Agent discovery is used and contain the Home Agent Information for discovery purposes. 

The trusted non-3gpp access network knows if NBM is authorized for use or if a local IP address (for HBM) is assigned based on the flags in the MIP6-Feature-Vector. 

APN-Configuration is a grouped AVP, defined in 3GPP TS 29.272 [29]. When NBM is authorized for use, the following information elements per APN may be included:

- APN

- Authorized 3GPP QoS profile

- Statically allocated User IP Address (IPv4 and/or IPv6)

- Allowed PDN types

- PDN GW identity

- PDN GW allocation type

- VPLMN Dynamic Address Allowed

- APN-AMBR

- Visited Network Identifier (see subclause 5.1.2.1.4) 

- SIPTO permission
When DSMIPv6 is used, the following information elements per Home Agent may be included:

- HA-APN (Home Agent APN as defined in 3GPP TS 23.003 [14])
- Authorized 3GPP QoS profile

- PDN GW identity

When MIPv4 FACoA is used, the following information elements per APN may be included:

- APN

- Allowed PDN types

	Serving GW Address
	MIP6-Agent-Info
	O
	This AVP shall be used only in chained S2a-S8 cases and it shall be sent only if the Result-Code AVP is set to DIAMETER_SUCCESS.

	Mobility Capabilities
	MIP6-Feature-Vector
	C
	This information element shall only be sent if the Result-Code AVP is set to DIAMETER_SUCCESS.

It shall contain a AAA/HSS authorized set of mobility capabilities to the trusted non-3GPP access network, if dynamic mobility mode selection between NBM and HBM is done. It shall also be sent when authorizing access to EPC to a user accessing a TWAN.
The PMIP6_SUPPORTED and/or the GTPv2_SUPPORTED shall be set to indicate that NBM (PMIPv6 or GTPv2) is authorized for use.

Otherwise, ASSIGN_LOCAL_IP or MIP4_SUPPORTED flag shall be set by the 3GPP AAA Server to mandate which HBM mobility protocol is used. 

The MIP6_INTEGRATED flag shall be set if a Home Agent address is provided for DHCPv6 based Home Agent address discovery. In the latter case HA information for DHCPv6 discovery is provided via the APN-Configuration AVP.

	Permanent User Identity
	Mobile-Node-Identifier
	C
	This information element shall only be sent if NBM or MIPv4 is authorized for use, or when authorizing the user to access the TWAN without granting access to EPC S2a (i.e. non-seamless WLAN offload), and the Result-Code AVP is set to DIAMETER_SUCCESS and shall contain an AAA/HSS assigned identity (i.e. an IMSI in EPC root NAI format as defined in 3GPP TS 23.003 [14]) to be used: 

· by the MAG in subsequent PBUs as the MN-ID identifying the user in the EPS network, or 

· by the trusted non-3GPP access network in subsequent MIPv4 RRQs as the MN-NAI identifying the user in the EPS network, or

· by the trusted non-3GPP access network to derive the IMSI to be sent in subsequent Create Session Request on GTP S2a.

	3GPP AAA Server Name
	Redirect-Host
	C
	This information element shall be sent if the Result-Code value is set to DIAMETER_REDIRECT_INDICATION. When the user has previously been authenticated by another 3GPP AAA Server, it shall contain the Diameter identity of the 3GPP AAA Server currently serving the user. The node receiving this IE shall behave as defined in the Diameter Base Protocol (IETF RFC 3588 [7]). The command shall contain zero or more occurrences of this information element. When choosing a destination for the redirected message from multiple Redirect-Host AVPs, the receiver shall send the Diameter request to the first 3GPP AAA Server in the ordered list received in the Diameter response. If no successful response to the Diameter request is received, the receiver shall send the Diameter request to the next 3GPP AAA Server in the ordered list. This procedure shall be repeated until a successful response is received from a 3GPP AAA Server. 

	UE Charging Data
	3GPP-Charging-Characteristics
	O
	If present this information element shall contain the type of charging method to be applied to the user (see 3GPP TS 29.061 [31]).

	UE AMBR
	AMBR
	C
	This Information Element shall contain the UE AMBR of the user. It shall be present only if the non-3GPP access network was decided to be trusted, the Result-Code AVP is set to DIAMETER_SUCCESS and ANID is "HRPD". 

	Trust Relationship Indicator
	AN-Trusted
	C
	This AVP shall be included only in the first authentication and authorization response. If present, it shall contain the 3GPP AAA Server's decision on handling the non-3GPP access network trusted or untrusted. 
For the STa case, the value “TRUSTED” shall be used. 

	Supported Features
(See 3GPP TS 29.229 [24])
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host for the lifetime of the Diameter session.

	FA-RK 
	MIP-FA-RK
	C
	This AVP shall be present if MIPv4 FACoA mode is used, the MN-FA authentication extension is supported and the Result-Code AVP is set to DIAMETER_SUCCESS.

	FA-RK-SPI
	MIP-FA-RK-SPI
	C
	This AVP shall be present if MIP-FA-RK is present

	Trace information
	Trace-Info
	C
	This AVP shall be included if the subscriber and equipment trace has been activated for the user in the HSS and signalling based activation is used to download the trace activation from the HSS to the non-3GPP access network.

Only the Trace-Data AVP shall be included to the Trace-Info AVP and shall contain the following AVPs:

- Trace-Reference 

- Trace-Depth-List

- Trace-Event-List, for PGW
- Trace-Collection-Entity

The following AVPs may also be included in the Trace-Data AVP:

- Trace-Interface-List, for PGW, if this AVP is not present, trace report generation is requested for all interfaces for PGW listed in 3GPP TS 32.422 [32] 

- Trace-NE-Type-List, with the only allowed value being "PDN GW". If this AVP is not included, trace activation in PDN GW is required.

	MSISDN
	Subscription-ID
	C
	This AVP shall contain the MSISDN of the UE and shall be sent if it is available and the non-3GPP access network is trusted and the Result-Code AVP is set to DIAMETER_SUCCESS.

	DEA Flags
	DEA-Flags
	O
	This Information Element contains a bit mask. See 5.2.3.21 for the meaning of the bits.


* * * Next Change * * * *

6.1.2.1.1
Trusted Non-3GPP Access Authentication and Authorization

When used in connection with the STa interface, the SWd interface shall support the trusted non-3GPP access authentication and authorization procedure defined in clause 5.1.2.1. For this procedure, the 3GPP AAA Proxy shall forward the Diameter commands received from the 3GPP AAA Server and the trusted non-3GPP access network as a stateful Diameter proxy, with the following exceptions:

· The 3GPP AAA Proxy may reject an authentication and authorization request, if roaming is not allowed for the users of the given HPLMN.

· When forwarding an authentication and authorization request, the 3GPP AAA Proxy shall check the presence and value of the visited network identifier. If the AVP was missing, it shall insert it, if the AVP was present, it may overwrite the AVP value before forwarding the request. 

· The 3GPP AAA Proxy may modify the service authorization information in the authentication and authorization answer that it forwards to the trusted non-3GPP access network, in order to enforce the QoS limitations according to the local policies and the roaming agreement with the home operator.

· The 3GPP AAA Proxy may decide about the trustworthiness of the non-3GPP access from the VPLMN point of view and insert a trust relationship indicator to the authentication and authorization request. 

The 3GPP AAA Proxy shall decide about using the S2a-PMIP based S8 chaining and in case it has selected that option, it shall select the Serving GW to be invoked and it shall add the Serving GW address to the authentication and authorization answer that is sent upon successful completion of the authentication.

Table 6.1.2.1.1/1 describes the trusted non-3GPP access authentication and authorization request forwarded on the SWd interface.

Table 6.1.2.1.1-1: Trusted non-3GPP Access Authentication and Authorization Request on SWd

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	User-Name
	M
	This information element shall contain the identity of the user. The identity shall be represented in NAI form as specified in IETF RFC 4282 [15] and shall be formatted as defined in 3GPP TS 23.003 [14].

	EAP payload
	EAP-payload
	M
	This IE shall contain the Encapsulated EAP payload used for the UE – 3GPP AAA Server mutual authentication

	Authentication Request Type
	Auth-Request-Type
	M
	This IE shall define whether the user is to be authenticated only, authorized only or both. AUTHORIZE_AUTHENTICATE   shall be used  in this case.

	UE Layer-2 address
	Calling-Station-ID
	M
	This IE shall contain the Layer-2 address of the UE.

	Supported 3GPP QoS profile
	QoS-Capability
	O
	If the trusted non-3GPP Access supports QoS mechanisms, this information element may be included to contain the access network’s QoS capabilities as defined in IETF RFC 5777 [9].

	Mobility Capabilities
	MIP6-Feature-Vector
	C
	This information element shall contain the mobility capabilities of the trusted non-3GPP access network, if dynamic mobility mode selection is done. This information may also be used to decide whether to authorize access to EPC to a user accessing a TWAN.
The PMIP6_SUPPORTED flag and/or the GTPv2_SUPPORTED flag shall be set if the trusted non-3GPP access network supports PMIPv6 and/or GTPv2. PMIP6_SUPPORTED flag is defined in IETF RFC 5779 [2]. 

The flag MIP6_INTEGRATED shall be set if DHCPv6 based Home Agent address discovery is supported as defined in IETF RFC 5447 [6]. 

The MIP4_SUPPORTED flag shall be set if the trusted non-3GPP access supports MIPv4 FA-CoA mode.

	Access Type 
	RAT-Type
	M
	This IE shall contain the trusted non-3GPP access network technology type that is serving the UE.

	Access Network Identity 
	ANID
	M
	This IE shall contain the access network identifier used for key derivation at the HSS. (See 3GPP TS 24.302 [26] for all possible values)

	Visited Network Identifier
	Visited-Network-Identifier
	M
	This IE shall contain the Identifier that allows the home network to identify the Visited Network.

	Full Name for Network
	Full-Network-Name
	O
	This IE shall contain the full name for network as specified in 3GPP TS 24.302 [26]. This AVP may be inserted by the non-3GPP access network depending on its local policy and only when it is not connected to the UE's Home Network. If the Visited Network Identifier is present, this AVP shall be set.

	Short Name for Network
	Short-Network-Name
	O
	This IE shall contain the short name for network as specified in 3GPP TS 24.302 [26]. This AVP may be inserted by the non-3GPP access network depending on its local policy and only when it is not connected to the UE's Home Network. If the Visited Network Identifier is present, this AVP shall be set.

	APN Id
	Service-Selection
	O
	If present, this information element shall contain the Network Identifier part of the APN the user wants to connect to (if available).

	Terminal Information
	Terminal-Information
	O
	If present, this information element shall contain information about the user’s mobile equipment. The type of identity carried depends on the access technology type. For HRPD access network, the 3GPP2‑MEID AVP shall be included in this grouped AVP.

	Trust Relationship Indicator
	AN-Trusted
	O
	If present, This AVP shall express the trusted/untrusted decision about the non-3GPP IP access, from the VPLMN's point of view. The value “TRUSTED” shall be used in this case.

	Selected Trusted WLAN Identifier
	WLAN-Identifier
	O
	If present, this IE shall contain the Trusted WLAN Identifier selected by the UE to access the Trusted WLAN Access Network (see clause 16 of 3GPP TS 23.402 [3]).

	DER Flags
	DER-Flags
	O
	This Information Element contains a bit mask. See 5.2.3.20 for the meaning of the bits.


NOTE: 
For more details on the 3GPP AAA Proxy behaviour, refer to clause 5.1.2.1.3. 

* * * End of Changes * * * *
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