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	1st Change


5.3
Gx specific AVPs 

Table 5.3.1 describes the Diameter AVPs defined for the Gx reference point, their AVP Code values, types, possible flag values, whether or not the AVP may be encrypted, what access types (e.g. 3GPP-GPRS, etc.) the AVP is applicable to, the applicability of the AVPs to charging control, policy control or both, and which supported features the AVP is applicable to. The Vendor-Id header of all AVPs defined in the present document shall be set to 3GPP (10415).

Table 5.3.1: Gx specific Diameter AVPs 

	
	
	
	
	AVP Flag rules (NOTE 1)
	
	
	

	Attribute Name
	AVP Code
	Clause defined
	Value Type (NOTE 2)
	Must
	May
	Should not
	Must not
	May Encr.
	Acc. type
	Applicability (notes 3, 9)

	ADC-Revalidation-Time
	2801
	5.3.93
	Time
	V
	P
	
	M
	Y
	All
	ADC

	ADC-Rule-Install
	1092
	5.3.85
	Grouped
	V
	P
	
	M
	Y
	All
	ADC

	ADC-Rule-Remove
	1093
	5.3.86
	Grouped
	V
	P
	
	M
	Y
	All
	ADC

	ADC-Rule-Definition
	1094
	5.3.87
	Grouped
	V
	P
	
	M
	Y
	All
	ADC

	ADC-Rule-Base-Name
	1095
	5.3.88
	UTF8String
	V
	P
	
	M
	Y
	All
	ADC

	ADC-Rule-Name
	1096
	5.3.89
	OctetString
	V
	P
	
	M
	Y
	All
	ADC

	ADC-Rule-Report
	1097
	5.3.90
	Grouped
	V
	P
	
	M
	Y
	All
	ADC

	Application-Detection-Information
	1098
	5.3.91
	Grouped
	V
	P
	
	M
	Y
	All
	ADC

	Access-Network-Charging-Identifier-Gx
	1022
	5.3.22
	Grouped
	M,V
	P
	
	
	Y
	All
	CC

	Allocation-Retention-Priority
	1034
	5.3.32
	Grouped
	V
	P
	
	M
	Y
	All
	Both
Rel8

	AN-GW-Address
	1050
	5.3.49
	Address
	V
	P
	
	M
	Y
	All
	Both

Rel8
EPC-routed

	AN-GW-Status
	xxxx
	5.3.XX
	Enumerated
	V
	P
	
	M
	Y
	3GPP-EPS
	Both

SGW-Rest

	APN-Aggregate-Max-Bitrate-DL
	1040
	5.3.39
	Unsigned32
	V
	P
	
	M
	Y
	All


	PC

Rel8

	APN-Aggregate-Max-Bitrate-UL
	1041
	5.3.40
	Unsigned32
	V
	P
	
	M
	Y
	All


	PC

Rel8

	Bearer-Control-Mode
	1023
	5.3.23
	Enumerated
	M,V
	P
	
	
	Y
	3GPP-GPRS

3GPP-EPS

3GPP2 

Non-3GPP-EPS

(NOTE 6)
	PC

	Bearer-Identifier
	1020
	5.3.20
	OctetString
	M,V
	P
	
	
	Y
	3GPP-GPRS
	Both

	Bearer-Operation
	1021
	5.3.21
	Enumerated
	M,V
	P
	
	
	Y
	3GPP-GPRS
	Both

	Bearer-Usage
	1000
	5.3.1
	Enumerated
	M,V
	P
	
	
	Y
	3GPP-GPRS

3GPP-EPS
	Both

	Charging-Rule-Install
	1001
	5.3.2
	Grouped
	M,V
	P
	
	
	Y
	All
	Both

	Charging-Rule-Remove
	1002
	5.3.3
	Grouped
	M,V
	P
	
	
	Y
	All
	Both

	Charging-Rule-Definition
	1003
	5.3.4
	Grouped
	M,V
	P
	
	
	Y
	All
	Both

	Charging-Rule-Base-Name
	1004
	5.3.5
	UTF8String
	M,V
	P
	
	
	Y
	All
	Both

	Charging-Rule-Name
	1005
	5.3.6
	OctetString
	M,V
	P
	
	
	Y
	All
	Both

	Charging-Rule-Report
	1018
	5.3.18
	Grouped
	M,V
	P
	
	
	Y
	All
	Both

	Charging-Correlation-Indicator
	1073
	5.3.67
	Enumerated
	V
	P
	
	M
	Y
	All
	CC

Rel8

	CoA-IP-Address
	1035
	5.3.33
	Address
	V
	P
	
	M
	Y
	All
(NOTE 8)
	Both
Rel8

	CoA-Information
	1039
	5.3.37
	Grouped
	V
	P
	
	M
	Y
	All
(NOTE 8)
	Both
Rel8

	CSG-Information-Reporting
	1071
	5.3.64
	Enumerated
	V
	P
	
	M
	Y
	3GPP-GPRS

3GPP-EPS
	CC

Rel9

	Default-EPS-Bearer-QoS
	1049
	5.3.48
	Grouped
	V
	P
	
	M
	Y
	All

(NOTE 5)
	PC

Rel8

	Event-Report-Indication
	1033
	5.3.30
	Grouped
	V
	P
	
	M
	Y
	All
	Both

Rel8

	Event-Trigger
	1006
	5.3.7
	Enumerated
	M,V
	P
	
	
	Y
	All
	Both

	Flow-Direction
	1080
	5.3.65
	Enumerated
	V
	P
	
	M
	Y
	All
	Both

Rel9

	Flow-Information
	1058
	5.3.53
	Grouped
	V
	P
	
	M
	Y
	All
	Both

	Flow-Label
	1057
	5.3.52
	OctetString
	V
	P
	
	M
	Y
	All
	Both

	IP-CAN-Type
	1027
	5.3.27
	Enumerated
	M,V
	P
	
	
	Y
	All
	Both

	Guaranteed-Bitrate-DL
	1025
	5.3.25
	Unsigned32
	M,V
	P
	
	
	Y
	All
	PC

	Guaranteed-Bitrate-UL
	1026
	5.3.26
	Unsigned32
	M,V
	P
	
	
	Y
	All
	PC

	HeNB-Local-IP-Address
	2804
	5.3.95
	Address
	V
	P
	
	M
	Y
	3GPP-EPS
	PC

EPC-routed

	Metering-Method
	1007
	5.3.8
	Enumerated
	M,V
	P
	
	
	Y
	All
	CC

	Monitoring-Key
	1066
	5.3.59
	OctetString
	V
	P
	
	M
	Y
	All
	Both

Rel9

	Mute-Notification
	2809
	5.3.98
	Enumerated
	V
	P
	
	M
	Y
	All
	ADC

	Monitoring-Time
	2810
	5.3.99
	Time
	V
	P
	
	M
	Y
	All
	Both

UMCH

	Network-Request-Support
	1024
	5.3.24
	Enumerated
	M,V
	P
	
	
	Y
	3GPP-GPRS

3GPP-EPS

3GPP2 Non-3GPP-EPS (NOTE 6)
	PC

	Offline
	1008
	5.3.9
	Enumerated
	M,V
	P
	
	
	Y
	All
	CC

	Online
	1009
	5.3.10
	Enumerated
	M,V
	P
	
	
	Y
	All
	CC

	Packet-Filter-Content
	1059
	5.3.54
	IPFilterRule
	V
	P
	
	M
	Y
	All

(NOTE 5)
	Both

Rel8

	Packet-Filter-Identifier
	1060
	5.3.55
	OctetString
	V
	P
	
	M
	Y
	All

(NOTE 5)
	Both

Rel8

	Packet-Filter-Information
	1061
	5.3.56
	Grouped
	V
	P
	
	M
	Y
	All

(NOTE 5) 
	Both

Rel8

	Packet-Filter-Operation
	1062
	5.3.57
	Enumerated
	V
	P
	
	M
	Y
	All

(NOTE 5)
	Both

Rel8

	Packet-Filter-Usage
	1072
	5.3.66
	Enumerated
	V
	P
	
	M
	Y
	All
	Both

Rel9

	PDN-Connection-ID
	1065
	5.3.58
	OctetString
	V
	P
	
	
	Y
	All

(NOTE 7)
	Both
Rel9

	Precedence
	1010
	5.3.11
	Unsigned32
	M,V
	P
	
	
	Y
	All
	Both

	Pre-emption-Capability
	1047
	5.3.46
	Enumerated
	V
	P
	
	M
	Y
	3GPP- EPS, 3GPP-GPRS
	Both
Rel8

	Pre-emption-Vulnerability
	1048
	5.3.47
	Enumerated
	V
	P
	
	M
	Y
	3GPP- EPS, 3GPP-GPRS
	Both

Rel8

	Priority-Level
	1046
	5.3.45
	Unsigned32
	V
	P
	
	M
	Y
	All
	Both

Rel8

	Redirect-Information
	1085
	5.3.82
	Grouped
	V
	P
	
	M
	Y
	All
	ADC

	Redirect-Support
	1086
	5.3.83
	Enumerated
	V
	P
	
	M
	Y
	All
	ADC

	Reporting-Level
	1011
	5.3.12
	Enumerated
	M,V
	P
	
	
	Y
	All
	CC

	Routing-Filter
	1078
	5.3.72
	Grouped
	V
	P
	
	M
	Y
	3GPP-EPS , Non-3GPP-EPS 
	Both

IFOM

	Routing-IP-Address
	1079
	5.3.73
	Address
	V
	P
	
	M
	Y
	3GPP-EPS ,Non-3GPP-EPS 
	Both

IFOM

	Routing-Rule-Definition
	1076
	5.3.70
	Grouped
	V
	P
	
	M
	Y
	3GPP-EPS, Non-3GPP-EPS 
	Both

IFOM

	Routing-Rule-Identifier
	1077
	5.3.71
	OctetString
	V
	P
	
	M
	Y
	3GPP-EPS , Non-3GPP-EPS 
	Both

IFOM

	Routing-Rule-Install
	1081 
	5.3.68
	Grouped
	V
	P
	
	M
	Y
	3GPP-EPS ,Non-3GPP-EPS 
	Both

IFOM

	Routing-Rule-Remove
	1075
	5.3.69
	Grouped
	V
	P
	
	M
	Y
	3GPP-EPS , Non-3GPP-EPS 
	Both

IFOM

	PCC-Rule-Status
	1019
	5.3.19
	Enumerated
	M,V
	P
	
	
	Y
	All
	Both

	Session-Release-Cause
	1045
	5.3.44
	Enumerated
	M,V
	P
	
	
	Y
	All
	Both

	TDF-Information
	1087
	5.3.78
	Grouped
	V
	P
	
	M
	Y
	All


	PC

	TDF-Application-Identifier
	1088
	5.3.77
	OctetString
	V
	P
	
	M
	Y
	All


	PC
ADC

	TDF-Application-Instance-Identifier
	2802
	5.3.92
	OctetString
	V
	P
	
	M
	Y
	All


	ADC

	TDF-Destination-Host
	1089
	5.3.80
	DiameterIdentity
	V
	P
	
	M
	Y
	All


	PC

	TDF-Destination-Realm
	1090
	5.3.79
	DiameterIdentity
	V
	P
	
	M
	Y
	All


	PC

	TDF-IP-Address
	1091
	5.3.81
	Address
	V
	P
	
	M
	Y
	All


	PC

	QoS-Class-Identifier
	1028
	5.3.17
	Enumerated
	M,V
	P
	
	
	Y
	All
	Both

	QoS-Information
	1016
	5.3.16
	Grouped
	M.V
	P
	
	
	Y
	All
	Both

	QoS-Negotiation 
	1029
	5.3.28
	Enumerated
	M,V
	P
	
	
	Y
	3GPP-GPRS

	PC

	QoS-Upgrade
	1030
	5.3.29
	Enumerated
	M.V
	P
	
	
	Y
	3GPP-GPRS
	PC

	PS-to-CS-Session-Continuity
	1099
	5.3.84
	Enumerated
	V
	P
	
	
	Y
	3GPP-EPS
	Both

vSRVCC

	Resource-Allocation-Notification
	1063
	5.3.50
	Enumerated
	V
	P
	
	M
	Y
	All
	Both

Rel8

	Rule-Failure-Code
	1031
	5.3.38
	Enumerated
	M.V
	P
	
	
	Y
	All
	Both

	Security-Parameter-Index
	1056
	5.3.51
	OctetString
	V
	P
	
	M
	Y
	All
	Both

	TFT-Filter
	1012
	5.3.13
	IPFilterRule
	M,V
	P
	
	
	Y
	3GPP-GPRS
	Both

	TFT-Packet-Filter-Information
	1013
	5.3.14
	Grouped
	M,V
	P
	
	
	Y
	3GPP-GPRS
	Both

	ToS-Traffic-Class
	1014
	5.3.15
	OctetString
	M,V
	P
	
	
	Y
	All
	Both

	Tunnel-Header-Filter
	1036
	5.3.34
	IPFilterRule
	V
	P
	
	M
	Y
	All
(NOTE 8)
	Both
Rel8

	Tunnel-Header-Length
	1037
	5.3.35
	Unsigned32
	V
	P
	
	M
	Y
	All
(NOTE 8)
	Both
Rel8

	Tunnel-Information
	1038
	5.3.36
	Grouped
	V
	P
	
	M
	Y
	All
(NOTE 8)
	Both
Rel8

	RAT-Type
	1032
	5.3.31
	Enumerated
	V
	P
	
	M
	Y
	All

(NOTE 4)
	Both
Rel8

	Revalidation-Time
	1042
	5.3.41
	Time
	M,V
	P
	
	
	Y
	All
	Both

	Rule-Activation-Time
	1043
	5.3.42
	Time
	M,V
	P
	
	
	Y
	All
	Both

	UDP-Source-Port
	2806
	5.3.97
	Unsigned32
	V
	P
	
	M
	Y
	3GPP-EPS
Non-3GPP-EPS
	PC

EPC-routed

	UE-Local-IP-Address
	2805
	5.3.96
	Address
	V
	P
	
	M
	Y
	Non-3GPP-EPS
	PC

BBAI

	Usage-Monitoring-Information
	1067
	5.3.60
	Grouped
	V
	P
	
	M
	Y
	All
	Both

Rel9

	Rule-Deactivation-Time
	1044
	5.3.43
	Time
	M,V
	P
	
	
	Y
	All
	Both

	Usage-Monitoring-Level
	1068
	5.3.61
	Enumarated
	V
	P
	
	M
	Y
	All
	Both

Rel9

	Usage-Monitoring-Report
	1069
	5.3.62
	Enumerated
	V
	P
	
	M
	Y
	All
	Both

Rel9

	Usage-Monitoring-Support
	1070
	5.3.63
	Enumerated
	V
	P
	
	M
	Y
	All
	Both

Rel9

	NOTE 1:
The AVP header bit denoted as 'M', indicates whether support of the AVP is required. The AVP header bit denoted as 'V', indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see RFC 3588 [5].
NOTE 2:
The value types are defined in RFC 3588 [5].

NOTE 3:
AVPs marked with “CC” are applicable to charging control, AVPs marked with “PC” are applicable to policy control and AVPs marked with “Both” are applicable to both charging control and policy control. AVPs marked with “ADC” are applicable to application detection and control.
NOTE 4:
RAT-Type AVP applies to 3GPP, Non-3GPP-EPS, and 3GPP2 access types.
NOTE 5:
This AVP does not apply to 3GPP-GPRS access type.

NOTE 6:
The 3GPP2 usage is defined in 3GPP2 X.S0062 [30]. Non-3GPP-EPS usage applies to GTP based S2b,
NOTE 7:
This AVP only applies to case 2b as defined in 3GPP TS 29.213 [8].

NOTE 8:
This AVP only applies to case 2a as defined in 3GPP TS 29.213 [8].
NOTE 9: 
AVPs marked with "Rel8", "Rel9", "IFOM" or "EPC-routed" are applicable as described in subclause 5.4.1.


	2nd Change


5.3.XX
AN-GW-Status AVP (3GPP-EPS access type)

The AN-GW-Status AVP (AVP code xxxx) is of type Enumerated. It is sent from the PCEF to the PCRF to indicate the status of the S-GW. 
The following values are defined:

AN_GW_FAILED (0)

This value indicates that the AN-Gateway has failed and that the PCRF should refrain from sending policy decisions to the PCEF until it is informed that the AN-Gateway has been recovered. 
	3rd Change


5.4.1
Use of the Supported-Features AVP on the Gx reference point

The Supported-Features AVP is used during session establishment to inform the destination host about the required and optional features that the origin host supports. The client shall, in the first request in a Diameter session indicate the set of supported features. The server shall, in the first answer within the Diameter session indicate the set of features that it has in common with the client and that the server shall support within the same Diameter session. Any further command messages shall always be compliant with the list of supported features indicated in the Supported-Features AVPs during session establishment. Features that are not advertised as supported shall not be used to construct the command messages for that Diameter session. Unless otherwise stated, the use of the Supported-Features AVP on the Gx reference point shall be compliant with the requirements for dynamic discovery of supported features and associated error handling on the Cx reference point as defined in clause 7.2.1 of 3GPP TS 29.229 [14].
The base functionality for the Gx reference point is the 3GPP Rel-7 standard and a feature is an extension to that functionality. If the origin host does not support any features beyond the base functionality, the Supported-Features AVP may be absent from the Gx commands. As defined in clause 7.1.1 of 3GPP TS 29.229 [14], when extending the application by adding new AVPs for a feature, the new AVPs shall have the M bit cleared and the AVP shall not be defined mandatory in the command ABNF. 
As defined in 3GPP TS 29.229 [14], the Supported-Features AVP is of type grouped and contains the Vendor-Id, Feature-List-ID and Feature-List AVPs. On the Gx reference point, the Supported-Features AVP is used to identify features that have been defined by 3GPP and hence, for features defined in this document, the Vendor-Id AVP shall contain the vendor ID of 3GPP (10415). If there are multiple feature lists defined for the Gx reference point, the Feature-List-ID AVP shall differentiate those lists from one another. 

On receiving an initial request application message, the destination host shall act as defined in clause 7.2.1 of 3GPP TS 29.229 [14]. The following exceptions apply to the initial CCR/CCA command pair: 

-
If the PCEF supporting post-Rel-7 Gx functionality is able to interoperate with a PCRF supporting Rel-7, the CCR shall include the features supported by the PCEF within Supported-Features AVP(s) with the 'M' bit cleared. Otherwise, the CCR shall include the supported features within the Supported-Features AVP(s) with the M-bit set.
NOTE 1:
One instance of Supported-Features AVP is needed per Feature-List-ID.
-
If the CCR command does not contain any Supported-Features AVP(s) and the PCRF supports Rel-7 Gx functionality, the CCA command shall not include the Supported-Features AVP. In this case, both PCEF and PCRF shall behave as specified in the Rel-7 version of this document.

-
If the CCR command contains the Supported-Features AVP, the PCRF shall include the Supported-Features AVP in the CCA command, with the 'M' bit cleared, indicating only the features that both the PCRF and PCEF support.
NOTE 2:
The client will always declare all features that are supported according to table 5.4.1.1. When more than one feature identifying a release is supported by both PCEF and PCRF, the PCEF will work according to the latest common supported release.
Once the PCRF and PCEF have negotiated the set of supported features during session establishment, the set of common features shall be used during the lifetime of the Diameter session.
The table below defines the features applicable to the Gx interfaces for the feature list with a Feature-List-ID of 1. 

Table 5.4.1.1: Features of Feature-List-ID 1 used in Gx

	Feature bit
	Feature
	M/O
	Description

	0
	Rel8
	M
	This feature indicates the support of base 3GPP Rel-8 Gx functionality, including the AVPs and corresponding procedures supported by the base 3GPP Rel-7 Gx standard, but excluding those features represented by separate feature bits. AVPs introduced with this feature are marked with "Rel8" in table 5.3.1.

	1
	Rel9
	M
	This feature indicates the support of base 3GPP Rel-9 Gx functionality, including the AVPs and corresponding procedures supported by the Rel8 feature bit, but excluding those features represented by separate feature bits. AVPs introduced with this feature are marked with "Rel9" in table 5.3.1.

	2
	ProvAFsignalFlow
	O
	This feature indicates support for the feature of IMS Restoration as described in subclause 4.5.18. If PCEF supports this feature the PCRF may provision AF signalling IP flow information.

	3
	Rel10
	M
	This feature indicates the support of base 3GPP Rel-10 Gx functionality, including the AVPs and corresponding procedures supported by the Rel8 and Rel9 feature bit, but excluding those features represented by separate feature bits. AVPs introduced with this feature are marked with "Rel10" in table 5.3.1.

	4
	SponsoredConnectivity
	O
	This feature indicates support for sponsored data connectivity feature. If the PCEF supports this feature, the PCRF may authorize sponsored data connectivity to the subscriber.

	5
	IFOM
	O
	This feature indicates support for IP flow mobility feature. If the PCEF supports this feature, the PCRF shall behave as described in subclause 4a.5.7.3.

	6
	ADC
	O
	This feature indicates support for the Application Detection and Control feature.

	7
	vSRVCC
	O
	This feature indicates support for the vSRVCC feature (see 3GPP TS 23.216 [40]).

	8
	EPC-routed
	O
	This feature indicates support for interworking with Fixed Broad band Access networks when the traffic is routed via the EPC network as defined in Annex E.

	9
	rSRVCC
	O
	This feature indicates support for the CS to PS SRVCC feature (see 3GPP TS 23.216 [40]).

	10
	NetLoc
	O
	This feature indicates the support of the Access Network Information Reporting. If the PCEF supports this feature, the PCRF shall behave as described in subclause 4.5.22

	11
	UMCH
	O
	This feature indicates support for Usage Monitoring Congestion Handling. If the PCEF supports this feature, the benaviour shall be as specified in subclauses 4.5.17.6 and 4.6.5.7.

	12
	ExtendedFilter
	O
	This feature indicates the support for the local (i.e. UE) address and mask being present in filters signalled between network and UE.

	13
	Trusted-WLAN
	O
	This feature indicates the support for the Trusted WLAN access as defined in 3GPP TS 23.402 [23]

	xx
	SGW-Rest
	O
	This feature indicates the support of SGW Restoration procedures as defined in 3GPP TS 23.007 [43].

	Feature bit:The order number of the bit within the Feature-List AVP where the least significant bit is assigned number "0".

Feature: 
A short name that can be used to refer to the bit and to the feature, e.g. "EPS".

M/O: 
Defines if the implementation of the feature is mandatory ("M") or optional ("O") in this 3GPP Release. 

Description: A clear textual description of the feature.


	4th Change


5.5.4
Transient Failures

Errors that fall within the transient failures category are used to inform a peer that the request could not be satisfied at the time it was received, but may be able to satisfy the request in the future.

The Result-Code AVP values defined in Diameter Base RFC 3588 [5] are applicable. Also the following specific Gx Experimental-Result-Code value is defined for transient failures:
DIAMETER_PCC_BEARER_EVENT (4141)


This error shall be used when for some reason a PCC rule cannot be enforced or modified successfully in a network initiated procedure. Affected PCC-Rules will be provided in the Charging-Rule-Report AVP including the reason and status as described in Clause 4.5.12.
DIAMETER_AN_GW_FAILED (4yyy)


This error shall be used when the policy decisions received within a RAR initiated by the PCRF cannot be enforced by the PCEF because the AN-Gateway has failed. If one or more PCC Rules are affected, these PCC Rules will be provided in the Charging-Rule-Report AVP including the Rule-Failure-Code AVP set to AN_GW_FAILED (17), and PCC-Rule-Status AVP set to INACTIVE as described in Clause 4.5.12. Applicable only to 3GPP-EPS.
	5th Change


5.6.2
CC-Request (CCR) Command

The CCR command, indicated by the Command-Code field set to 272 and the 'R' bit set in the Command Flags field, is sent by the PCEF to the PCRF in order to request PCC rules for a bearer and provision IP flow mobility routing rules. The CCR command is also sent by the PCEF to the PCRF in order to indicate bearer, PCC rule or IP flow mobility routing rule related events or the termination of the IP CAN bearer and/or session.

Message Format:

<CC-Request> ::= < Diameter Header: 272, REQ, PXY >





 < Session-Id >





 { Auth-Application-Id }





 { Origin-Host }





 { Origin-Realm }





 { Destination-Realm }





 { CC-Request-Type }





 { CC-Request-Number }





 [ Destination-Host ]





 [ Origin-State-Id ]





*[ Subscription-Id ]





*[ Supported-Features ] 





 [ TDF-Information ]





 [ Network-Request-Support ]





*[ Packet-Filter-Information ]





 [ Packet-Filter-Operation ]




 [ Bearer-Identifier ]





 [ Bearer-Operation ]





 [ Framed-IP-Address ]





 [ Framed-IPv6-Prefix ]





 [ IP-CAN-Type ]





 [ 3GPP-RAT-Type ]





 [ RAT-Type ]





 [ Termination-Cause ]





 [ User-Equipment-Info ]





 [ QoS-Information ] 




 [ QoS-Negotiation ]





 [ QoS-Upgrade ]





 [ Default-EPS-Bearer-QoS ]







 




  0*2[ AN-GW-Address ]




 [ AN-GW-Status ]




 [ 3GPP-SGSN-MCC-MNC ]





 [ 3GPP-SGSN-Address ]




 [ 3GPP-SGSN-IPv6-Address ]




 [ 3GPP-GGSN-Address ]





 [ 3GPP-GGSN-IPv6-Address ]




 [ RAI ]





 [ 3GPP-User-Location-Info]




 [ TWAN-Identifier ]




 [ 3GPP-MS-TimeZone ]





 [ Called-Station-Id ]





 [ PDN-Connection-ID ]





 [ Bearer-Usage ]





 [ Online ]





 [ Offline ]




*[ TFT-Packet-Filter-Information ]





*[ Charging-Rule-Report] 
                *[ ADC-Rule-Report ]




*[ Application-Detection-Information ]




*[ Event-Trigger]





 [ Event-Report-Indication]





 [ Access-Network-Charging-Address ]





*[ Access-Network-Charging-Identifier-Gx ]




*[ CoA-Information ]





*[ Usage-Monitoring-Information ]


 


 [ Routing-Rule-Install ]





 [ Routing-Rule-Remove ]




[ HeNB-Local-IP-Address ]





[ UE-Local-IP-Address ]





 [ UDP-Source-Port ]




 [ Logical-Access-ID ]





 [ Physical-Access-ID ]




*[ Proxy-Info ]





*[ Route-Record ]





*[ AVP ]
NOTE:
Multiple instances of the Subscription-Id AVP in the CCR command correspond to multiple types of identifier for the same subscriber, for example IMSI and MSISDN.
	6th Change


B.3.14
S-GW Restoration Support

When the PCRF sends a RAR or CCA command with new policy decisions for a PDN connection maintained during a S-GW failure, the PCEF shall act as follows:

-
For MME/S4-SGSN triggered S-GW Restoration scenarios, if the policy decisions were received in a RAR command, the PCEF shall send a RAA command with the Experimental-Result-Code set to DIAMETER_AN_GW_FAILED (4yyy) indicating the failure to enforce all those policy decisions.
If the installation/modification/removal of one or more PCC rules fails the PCEF shall reject the procedure as described in clause 4.5.12. The Rule-Failure-Code AVP, for both PULL and PUSH mode shall be set to AN_GW_FAILED (17). 
If the PCRF sends a CCA that includes policy decision not related to a PCC Rule (e.g. change of APN-AMBR), the PCEF shall send a CCR that includes the event trigger related with the failure to enforce the corresponding policy decision (as per the existing procedures) and the AN-GW-Status AVP set to AN_GW_FAILED (0).
-
For P-GW triggered S-GW Restoration scenarios, the PCEF shall accept the procedure as per normal procedures. In the case, the PDN connection is not restored during an operator configured time period, the PCEF shall send a new CCR command when the related timer expires. If the RAR/CCA included policy decision related to a PCC Rule procedure, the CCR shallinclude the Charging-Rule-Report AVP with the Rule-Failure-Code AVP set to RESOURCE_ALLOCATION_FAILURE and with the PCC-Rule-Status set to INACTIVE.If the RAR/CCA included policy decision not related to the PCC Rules (e.g. change of APN-AMBR), the CCR shall include the event trigger related with the failure to enforce the corresponding policy decision according to the current procedures.
For MME/S4-SGSN triggered S-GW Restoration scenarios, while the S-GW restoration is in progress, if the PCEF sends a CCR command towards the PCRF that is triggered by a different event (e.g. internal event at PCEF or Gy interface related event), the PCEF shall include the AN-GW-Status AVP set to AN_GW_FAILED (0).
Upon reception of the Rule-Failure-Code set to AN_GW_FAILED (17), AN-GW-Status set to AN_GW_FAILED (0) or an Experimental-Result-Code set to DIAMETER_AN_GW_FAILED (4yyy) the PCRF shall not initiate any IP-CAN Session Modification procedure for the given IP-CAN session over Gx until the S-GW has recovered. 
If the PCEF indicated AN_GW_FAILED previously according to the procedures described above, the PCEF shall inform the PCRF when the S-GW has recovered using the Event-Trigger AVP set to AN_GW_CHANGE and including the AN-GW-Address AVP related to the restored or new S-GW. The PCRF may after this update the PCEF with PCC Rules if necessary.

NOTE 1:
The PCRF could reject requests from the AF and SPR when the Rule-Failure-Code set to AN_GW_FAILED (17), the AN-GW-Status AVP set to AN_GW_FAILED (0) or the Experimental-Result-Code set to DIAMETER_AN_GW_FAILED (4yyy) is received until the Event-Trigger AVP set to AN_GW_CHANGE is received.

The PCEF shall maintain the PDN connections affected by the S-GW failure and eligible for restoration for an operator configurable time period (see 3GPP TS 23.007 [43]). Up on expiry of that time period, the PCEF shall release the PDN connection and inform the PCRF about the IP-CAN Session Termination as specified in subclause 4.5.7.

NOTE 2:
The PCRF is not aware of which PDN connections are eligible for restoration. When the PCEF detects a S-GW failure, the PCEF requests the PCRF to terminate IP-CAN sessions associated to  PDN connections affected by the S-GW failure and not eligible for restoration.
The PCEF should maintain the GBR bearers of the PDN connections eligible for restoration for an operator configurable time period (see 3GPP TS 23.007 [43]). Upon expiry of that time period, the PCEF shall release GBR bearers that have not yet been restored and inform the PCRF about the PCC rule removal as specified in subclause 4.5.6.

The PCEF shall discard downlink packets received for a PDN connection maintained during a S-GW failure that has not yet been restored. 
The PCEF shall delete the PDN connection locally when it receives an IP-CAN session termination from the PCRF as described in subclause 4.5.9.

For the PMIP-based 3GPP access, when the PCRF detects a BBERF failure or restart, the PCRF shall maintain the IP-CAN sessions and delete locally the Gateway Control sessions affected by the BBERF failure. In this case, if the PCRF receives a request from the AF or SPR that requires to modify the IP-CAN session and no error indication was received from the PCEF, the PCRF may initiate the IP-CAN session modification towards the PCEF.

NOTE 3:
The method the PCRF uses to determine that a BBERF has failed or restarted is not specified in this release.
NOTE 4:
The PCRF can refrain from sending policy information within the RAR command since it is aware that the BBERF has failed or restarted via Gxx reference point. The PCRF will know that the BBERF has recovered when a new Gateway Control Session Establishment is received that is linked with the affected IP-CAN session.
	End of Changes
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