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****************** change 1 ******************

1
Scope

The present document specifies the discovery and network selection procedures for access to 3GPP Evolved Packet Core (EPC) via non-3GPP access networks and includes Authentication and Access Authorization using Authentication, Authorization and Accounting (AAA) procedures used for the interworking of the 3GPP EPC and the non-3GPP access networks.

The present document also specifies the Tunnel management procedures used for establishing an end-to-end tunnel from the UE to the ePDG to the point of obtaining IP connectivity and includes the selection of the IP mobility mode.

The non-3GPP access networks considered in this present document are cdma2000® HRPD and Worldwide Interoperability for Microwave Access (WiMAX), and any access technologies covered in 3GPP TS 23.402 [6]. The present document also specifies UE access to PLMN IP-based services via restrictive non-3GPP access networks covered in 3GPP TS 33.402 [15]. These non-3GPP access networks can be trusted or untrusted access networks.

The present document is applicable to the UE and the network. In this technical specification the network is the 3GPP EPC.

NOTE:
cdma2000® is a registered trademark of the Telecommunications Industry Association (TIA-USA).
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3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
Access Network Discovery and Selection Function: In this specification, Access Network Discovery and Selection Function (ANDSF) is a network element specified in 3GPP TS 23.402 [6]. Unless otherwise specified, the term ANDSF is used to refer to both Home and Visited ANDSF.
Emergency session: In this specification, an emergency session is an emergency PDN connection established in E-UTRAN and handed over to a S2a based cdma2000® HRPD access network.
Home ANDSF: In this specification, the Home ANDSF (H-ANDSF) is an ANDSF element located in the home PLMN of a UE.

Set of Access network discovery information: In this specification, a set of Access network discovery information is the access network discovery information from a single ANDSF.

Set of Inter-system mobility policy: In this specification, a set of Inter-system mobility policy is the inter-system policy information received from a single ANDSF.

Visited ANDSF: In this specification, the Visited ANDSF (V-ANDSF) is an ANDSF element located in the visited PLMN of a UE.
Restrictive non-3GPP access network type I: a non-3GPP access network forwarding IP packets of TCP connections initiated by a served UE, with destination port 443, and with destination address outside of the non-3GPP access network, and discarding IP packets of some or all other TCP connections initiated by the served UE, with destination address outside of the non-3GPP access network.

Restrictive non-3GPP access network type II: a non-3GPP access network discarding IP packets of TCP connections initiated by a served UE, with destination address outside of the non-3GPP access network, where the non-3GPP access network contains HTTP proxy supporting HTTP CONNECT method for URIs with port 443 and with host outside of the non-3GPP access network.

Restrictive non-3GPP access network: restrictive non-3GPP access network type I or restrictive non-3GPP access network type II.

Firewall traversal tunnel (FTT): a TCP connection with TLS session enabling passing of messages between UE in restrictive non-3GPP access network and ePDG.
Firewall traversal tunnel keep-alive time (FTT KAT): a maximum time between two subsequent messages sent by UE in the firewall traversal tunnel.
For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.122 [4] apply:
EHPLMN
Home PLMN
RPLMN
Visited PLMN
For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.402 [6] apply:
IFOM capable UE
Local Operating Environment Information
MAPCON capable UE

S2a
S2b
S2c
Non-seamless WLAN offload capable UE

For the purposes of the present document, the following terms and definitions given in 3GPP TS 29.273 [17] apply:
STa
For the purposes of the present document, the following terms and definitions given in 3GPP TS 24.301 [10] apply:
Evolved packet core network
Evolved packet system
For the purposes of the present document, the following terms and definitions given in WiMAX Forum Network Architecture Release 1.0 version 1.2 – Stage 3 [25] apply:
Network Access Provider

Network Service Provider
For the purposes of the present document, the following terms and definitions given in 3GPP TS 33.402 [15] apply:
External AAA server
****************** change 4 ******************

4.6
Restrictive non-3GPP access networks

An untrusted non-3GPP access network can be a restrictive non-3GPP access network. When the UE is served by a restrictive non-3GPP access network, the UE and the ePDG follow the additional procedures described in the annex J.
****************** change 5 ******************

Annex J (Normative):
Access to EPC via restrictive non-3GPP access network
J.1
General
This annex specifies protocol for access to EPC via restrictive non-3GPP access network.
The procedures are specified for UE and ePDG. The UE may support the procedures for access to EPC via restrictive non-3GPP access network. The ePDG may support the procedures for access to EPC via restrictive non-3GPP access network.
J.2
UE – EPC network protocols
J.2.1
General
In order to access to EPC via restrictive non-3GPP access network, the UE and the ePDG shall establish a firewall traversal tunnel (FTT) using the UE requested FTT establishment procedure according to subclause J.2.2. Once the FTT is established, the UE shall:

1)
determine the firewall traversal tunnel keep-alive time (FTT KAT) as a random number uniformly distributed between lower bound and higher bound. The default value for lower bound is 672 seconds and the default value for higher bound is 840 seconds; and
Editor's note: configuration of firewall traversal tunnel keep-alive time using lower bound and higher bound with values other than default is FFS.
2)
initiate establishment of an IPSec tunnel via an IKEv2 protocol exchange according to IETF RFC 5996 [28]. 
The UE and the ePDG shall send the IKEv2 messages using the IKEv2 message transport procedure according to subclause J.2.3. 
The UE and the ePDG shall send the encapsulating security payloads using the encapsulating security payload transport procedure according to subclause J.2.4. 
If the UE has not sent a message over the FTT in the last FTT KAT seconds, the UE shall perform the UE requested keep-alive procedure according to subclause J.2.5.
When all IKEv2 security associations are closed, the UE shall perform the UE requested FTT release procedure according to subclause J.2.6.
When all IKEv2 security associations are closed, the network can perform the network requested FTT release procedure according to subclause J.2.7.
J.2.2
UE requested FTT establishment procedure
J.2.2.1
General

The purpose of the UE requested FTT establishment procedure is to establish an FTT between the UE and the ePDG. 
J.2.2.2
UE requested FTT establishment procedure initiation
If the UE is not configured with an HTTP proxy address, the UE shall follow the procedures in subclause J.2.2.3. 
If the UE is configured with an HTTP proxy address, the UE shall follow the procedures in subclause J.2.2.4. 
NOTE:
UE configuation of an HTTP proxy address is is out of scope of 3GPP.
J.2.2.3
UE requested FTT establishment procedure initiation via restrictive non-3GPP access network type I

In order to establish an FTT, the UE shall establish a TCP connection to the ePDG address and destination port 443. If the ePDG address is a FQDN, the UE shall include a TLS extension of type "server_name" in the TLS client hello message according to IETF RFC 6066 [r6066].
If the TCP connection establishment is successful, the UE shall establish a TLS session over the TCP connection according to IETF RFC 5246 [r5246].

The ePDG shall handle the TCP connection setup and shall handle the TLS session establishment according to IETF RFC 5246 [r5246].

J.2.2.4
UE requested FTT establishment procedure initiation via restrictive non-3GPP access network type II
If the UE is configured with HTTP proxy address, in order to establish an FTT, the UE shall send HTTP CONNECT request to the HTTP proxy address according to IETF RFC 2817 [r2817]. The UE shall populate Request-URI of the HTTP CONNECT request with the ePDG address and port 443.

Upon receiving HTTP 2xx response to HTTP CONNECT request, the UE shall establish TLS session according to IETF RFC 5246 [r5246] over the TCP connection used for the HTTP CONNECT request transport. If the ePDG address is a FQDN, the UE shall include a TLS extension of type "server_name" in the TLS client hello message according to IETF RFC 6066 [r6066].
The ePDG shall handle the TCP connection setup and the TLS session establishment according to IETF RFC 5246 [r5246].
J.2.2.5
UE requested FTT establishment procedure accepted by the network
When TLS Finished message is sent over the TCP connection according to IETF RFC 5246 [r5246], the ePDG shall use the connection as the FTT.
When valid TLS Finished message is received over the TCP connection, the UE shall use the connection as the FTT.
J.2.3
IKEv2 message transport procedure
J.2.3.1
General

The purpose of the IKEv2 message transport procedure is to transport an IKEv2 message over an FTT. 
J.2.3.2
IKEv2 message transport procedure initiation

In order to send an IKEv2 message, the UE or the ePDG shall create an IKEv2 envelope as described in subclause J.3.2.2, shall populate the Non-ESP marker field with zero value and shall populate the IKEv2 message field of the IKEv2 envelope with the IKEv2 message. 
The UE shall send the IKEv2 envelope as TLS application data according to IETF RFC 5246 [r5246]:
-
if the IKEv2 message is an IKEv2 request, over an FTT of the UE; and
-
if the IKEv2 message is an IKEv2 response of an IKEv2 request, over the FTT over which the IKEv2 request was received.
The ePDG shall send the IKEv2 envelope as TLS application data according to IETF RFC 5246 [r5246]: 
-
if the IKEv2 message is an IKEv2 request of an IKEv2 security association, over the FTT associated with the IKEv2 security association; and
-
if the IKEv2 message is an IKEv2 response of an IKEv2 request, over the FTT over which the IKEv2 request was received.
J.2.3.3
IKEv2 message transport procedure accepted

Upon receiving the IKEv2 envelope as TLS application data over the FTT, the ePDG or the UE shall extract the IKEv2 message from the IKEv2 envelope as described in subclause J.3.2.2 and shall handle it according to IETF RFC 5996 [28]. If the IKEv2 message is a validated IKEv2 packet, the ePDG shall associate the FTT with the IKEv2 security association of the validated packet (replacing any FTT previously associated with the IKEv2 security association). 
J.2.4
Encapsulating security payload transport procedure
J.2.4.1
General

The purpose of the encapsulating security payload transport procedure is to transport an encapsulating security payload over an FTT. 
J.2.4.2
Encapsulating security payload transport initiation

In order to send an encapsulating security payload, the UE or the ePDG shall create a ESP envelope as described in subclause J.3.2.3 and shall populate the ESP message field of the ESP envelope with the encapsulating security payload. 
The UE shall send the ESP envelope as TLS application data according to IETF RFC 5246 [r5246] over an FTT of the UE. 

The ePDG shall send the ESP envelope as TLS application data according to IETF RFC 5246 [r5246] over the FTT associated with the IKEv2 security association which established the child security association of the encapsulating security payload.
J.2.4.3
Encapsulating security payload transport accepted

Upon receiving the ESP envelope over the FTT, the ePDG or the UE shall extract the encapsulating security payload from the ESP envelope as described in subclause J.3.2.3 and shall handle it according to IETF RFC 4303 [32].
J.2.5
UE requested keep-alive procedure

J.2.5.1
General

The purpose of the UE requested keep-alive procedure is to refresh binding in firewall (possibly including NAT) deployed between the restrictive non-3GPP access network and the EPC. 
J.2.5.2
UE requested keep-alive procedure initiation

In order to send a keep-alive, the UE shall create a keep-alive envelope as described in subclause J.3.2.4. 

The UE shall send the keep-alive envelope as TLS application data according to IETF RFC 5246 [r5246] over an FTT of the UE.
J.2.5.3
UE requested keep-alive procedure accepted by the network
The ePDG shall discard any keep-alive envelope received over the FTT.
J.2.6
UE requested FTT release procedure
J.2.6.1
General

The purpose of the UE requested FTT release procedure is to release an FTT when all IKEv2 security associations are closed. 
J.2.6.2
UE requested FTT release procedure initiation

In order to release the FTT, the UE shall send TLS close_notify alert according to IETF RFC 5246 [r5246].

J.2.6.3
UE requested FTT release procedure accepted by the network
The ePDG shall handle the TLS close_notify alert according to IETF RFC 5246 [r5246].

J.2.7
Network requested FTT release procedure

J.2.7.1
General

The purpose of the network requested FTT release procedure is to release an FTT when all IKEv2 security associations are closed. 
J.2.7.2
Network requested FTT release procedure initiation

In order to release the FTT, the ePDG shall send TLS close_notify alert according to IETF RFC 5246 [r5246].

J.2.7.3
Network requested FTT release procedure accepted by the UE
The UE shall handle the TLS close_notify alert according to IETF RFC 5246 [r5246].

J.3
PDUs and parameters specific to the present annex
J.3.1
General

When a field is a multi-octet field, the first octet of the field contains the most significant octet.

J.3.2
Message types of FTT messages
J.3.2.1
Generic FTT envelope
Generic FTT envelope is coded according to figure J.3.2.1-1 and table J.3.2.1-1.

	7
	6
	5
	4
	3
	2
	1
	0
	

	
Length
	octet 1
octet 2

	
Payload
	octet 3
octet n


Figure J.3.2.1-1: Generic FTT envelope
Table J.3.2.1-1: Generic FTT envelope
	Length field is in the octet 1 and the octet 2. The Length field indicates the length of the generic FTT envelope in octets.


	Payload field is in octets starting from octet 3 and its value depends on the message type.


J.3.2.2
IKEv2 envelope
IKEv2 envelope is coded according to figure J.3.2.2-1 and table J.3.2.2-1.

	7
	6
	5
	4
	3
	2
	1
	0
	

	
Length
	octet 1
octet 2

	
Non-ESP marker
	octet 3
octet 6

	
IKEv2 message
	octet 7
octet n


Figure J.3.2.2-1: IKEv2 envelope
Table J.3.2.2-1: IKEv2 envelope
	Length field is described in subclause J.3.2.1. The Length field value is bigger than 6.


	Non-ESP marker field is in the octet 3, the octet 4, the octet 5 and the octet 6. The Non-ESP marker field value is zero.


	IKEv2 message field is in octets starting from octet 7. The IKEv2 message contains the IKEv2 message as defined in IETF RFC 5996 [28], section 3.1 in format as for transmission from UDP port 500. 


J.3.2.3
ESP envelope
ESP envelope is coded according to figure J.3.2.3-1 and table J.3.2.3-1.

	7
	6
	5
	4
	3
	2
	1
	0
	

	
Length
	octet 1
octet 2

	
ESP message
	octet 3
octet n


Figure J.3.2.3-1: ESP envelope
Table J.3.2.3-1: ESP envelope
	Length field is described in subclause J.3.2.1. The Length field value is bigger than 6.


	ESP message field is in octets starting from octet 3. The ESP message contains the encapsulating security payload as defined in IETF RFC 4303 [32], section 2. The SPI field in the ESP header is not a zero value.


J.3.2.4
Keep-alive envelope
Keep-alive envelope is coded according to figure J.3.2.4-1 and table J.3.2.4-1.

	7
	6
	5
	4
	3
	2
	1
	0
	

	
Length
	octet 1
octet 2

	
Keep-alive payload
	octet 3




Figure J.3.2.4-1: keep-alive envelope
Table J.3.2.4-1: keep-alive envelope
	Length field is described in subclause J.3.2.1. The Length field value is 3.


	Keep-alive payload field is in octet 3. The Keep-alive payload field value is 255.


