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	Reason for change:
(

	The RANAP SECURITY MODE COMMAND message contains a Key Status IE that indicates to the RNC whether the integrity/encryption keys are "new" or "old".

The indication of "new" generated keys implies that the START value used by the RNC for integrity protection of signalling msgs to the UE shall be reset (i.e. set to zero) at start use of the new keys. Otherwise ("old" keys), the RNC uses the START value received from the UE during the setup of the RRC connection.

Per 3GPP TS 33.102 subclause 6.4.5, step 5, 

" the VLR/SGSN shall treat the keyset as "new" only if the authentication and security key generation was performed while in UTRAN, and the keyset has not been used for this UE in a previous successful RANAP Security Mode Control, BSSMAP Cipher Mode Control procedure or in a successful Handover/Relocation, otherwise the keyset shall be considered to be "old". "
Thus the VLR/SGSN needs to store the UMTS key status in order to set the IE consistently in the RANAP SECURITY MODE COMMAND message, in particular for scenarios where the MSC/VLR initiates the authentication and security mode procedures on different SCCP connections, e.g. as shown below: 

UE/RNC                                           MSC

  ------------Initial message--------------------->

 <-----------Authentication (successful)------>

 <------------Call release------------------------->

  -----------Initial message---------------------->

 <---------Security Mode(key status="new")------

The Key Status information is currently missing from TS 23.008.

Besides, during an inter-VLR location, the old VLR can not pass to the new VLR within MAP the key status (“new” or “old”) of the current security context. Thus the new VLR cannot know whether the keyset has been used previously and thus cannot correctly set the key status to the RNC. 

To solve this problem, it is proposed to preclude the old VLR to include the current security context in the MAP Send Identification Response if the associated keyset is "new". This will force the new MSC/VLR to trigger a new authentication procedure first (with the vectors transferred from the old VLR if available or retrieved from the HLR) after which it can perform a Security Mode Command (signaling “new” keys). 


	
	

	Summary of change:
(

	The old VLR shall not include the current security context in the MAP Send Identification Response if the associated keyset is "new".
If the current security context is present in this message, the new VLR shall assume that the keyset has already been used (i.e. the Key Status is "old"). 

	
	

	Consequences if 
(

not approved:
	Without the UMTS key status being passed to the new VLR, the new MSC/VLR cannot signal "new" keys in the RANAP SECURITY MODE COMMAND message if it does not perform a new authentication procedure before initiating a  security mode procedure. 
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	Other comments:
(

	Upon successful authentication, the UE resets its START value to zero when entering idle mode. But if the UE stays in connected mode in the above scenario, because of an on-going PS session, the UE and the RNC would use different START values (UE using value zero, RNC using the START value received at RRC connection setup), causing the failure of the integrity protection checking, if the MSC/VLR was not properly signalling "new" keys in the SECURITY MODE COMMAND message. 


* * * First Change * * * *

8.1.4
MAP_SEND_IDENTIFICATION service

8.1.4.1
Definition

The MAP_SEND_IDENTIFICATION service is used between a VLR and a previous VLR to retrieve IMSI and authentication data for a subscriber registering afresh in that VLR. 

It may also be used to send the MSC number from a VLR to a previous VLR.

The MAP_SEND_IDENTIFICATION service is a confirmed service using the service primitives defined in table 8.1/4.

8.1.4.2
Service primitives

Table 8.1/4: MAP_SEND_IDENTIFICATION

	Parameter name
	Request
	Indication
	Response
	Confirm

	Invoke Id
	M
	M(=)
	M(=)
	M(=)

	TMSI
	M
	M(=)
	
	

	Number of requested vectors
	M
	M(=)
	
	

	Segmentation prohibited indicator
	C
	C(=)
	
	

	MSC Number
	U
	C(=)
	
	

	Previous Location Area Id
	U
	C(=)
	
	

	Hop Counter
	U
	C (=)
	
	

	MTRF Supported
	U
	C(=)
	
	

	VLR Number
	U
	C(=)
	
	

	New LMSI
	U
	C(=)
	
	

	IMSI
	
	
	C
	C(=)

	Authentication set
	
	
	U
	C(=)

	Current Security Context
	
	
	U
	C(=)

	User error
	
	
	C
	C(=)

	Provider error
	
	
	
	O


8.1.4.3
Parameter definitions and use

Invoke Id

See definition in clause 7.6.1.

TMSI

See definition in clause 7.6.2. 

If multiple service requests are present in a dialogue then this parameter shall be present in every service request.

Number of requested vectors

A number indicating how many authentication vectors the new VLR is prepared to receive. The previous VLR shall not return more vectors than indicated by this parameter. 

This parameter shall be present in the first (or only) request of the dialogue. If multiple service requests are present in a dialogue then this parameter shall not be present in any service request other than the first one

Segmentation prohibited indicator

This parameter indicates if the new VLR or SGSN allows segmentation of the response at MAP user level. 

This parameter may be present only in the first request of the dialogue.

IMSI

See definition in clause 7.6.2. The IMSI is to be returned if the service succeeds. 

If multiple service requests are present in a dialogue and the service succeeds then this parameter shall not be present in any service response other than the first one

MSC Number

This is the ISDN number assigned to the MSC currently serving the MS. This parameter shall be present if the MTRF Supported flag is present.
Previous Location Area Id

See definition in clause 7.6.2. Together with the TMSI the Previous Location Area Id can be used to derive the IMSI.

Authentication set

See definition in clause 7.6.7. If the service succeeds a list of up to five authentication sets is returned, if there are any available.

Current Security Context 

See definition in clause 7.6.7. If the service succeeds, a list of either GSM or UMTS Security Context parameters can be returned. 
This parameter shall not be included if the Key Status associated to the current security context indicates this is a new keyset that has not been used yet. If this parameter is present in the message, the new VLR shall consider that the keyset has already been used (i.e. the key status is "old"). 
Hop Counter 

For the use of this parameter see 3GPP TS 23.012 [23]. 

MTRF Supported
See 3GPP TS 23.018 [97] for the use of this parameter and the conditions for its presence.

VLR Number

This is the ISDN number assigned to the VLR currently serving the MS. See definition in clause 7.6.2. The use and conditions of presence of this parameter are specified in 3GPP TS 23.018 [97] and 3GPP TS 23.012 [23]. This parameter shall be present if the MTRF Supported flag is present.

New LMSI

See definition in clause 7.6.2 for LMSI. This parameter may be present if the MTRF Supported flag is present.

User error

This parameter is mandatory if the service fails. The following error cause defined in clause 7.6.1 may be used, depending on the nature of the fault:

-
unidentified subscriber.

Provider error

For definition of provider errors see clause 7.6.1.
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