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* * * First Change * * * *

5.2.1.2
Detailed Behaviour of the HSS

When the Subscriber Information Retrieval request is received from the MTC-IWF, indicated by the S6m/S6n indicator, which shall be set, the HSS shall, in the following order:

1.
Check that the User Identity for whom data is asked exists in HSS. If not, Experimental-Result shall be set to DIAMETER_ERROR_USER_UNKNOWN in the Subscriber Information Retrieval Response.

2.
Check whether the requesting SCS is authorized to request the specified service for the UE. If not, Experimental-Result shall be set to DIAMETER_ERROR_UNAUTHORIZED_REQUESTING_ENTITY (5aaa) in the Subscriber Information Retrieval Response.

3.
Check that the requested service (e.g., device trigger) is authorized. If not, Experimental-Result shall be set to DIAMETER_ERROR_UNAUTHORIZED_SERVICE (5bbb) in the Subscriber Information Retrieval Response.

4.
Check whether the UE is currently registered in any serving node (MME, SGSN, VLR/MSC…). If the user is not registered in any serving node, the HSS shall answer successfully, but it shall not include any Serving Node or Additional Serving Node(s) in the response; also, it shall indicate to the MTC-IWF that the user is absent, in the Subscriber Information Retrieval Response, by setting the relevant bit in the HSS-Cause IE.

The HSS shall also check if the SMS-SC identity received from the MTC-IWF is already included in the MWD list and if the trigger delivery is requested with "non-priority"; if both are true, the HSS shall answer successfully, but it shall not include any Serving Node or Additional Serving Node(s) in the response, and it shall set the "Absent Subscriber" flag in the HSS-Cause IE.

5.
Check that the requested service can be delivered according to the user's provisioned teleservices and the user's active barring conditions. In the response, the HSS shall set accordingly the corresponding bits in the HSS-Cause IE (see clause 6.4.9).
If there is an error in any of the above steps then the HSS shall stop processing and shall return the error code specified in the respective step. 

If the HSS cannot fulfil the received request for reasons not stated in the above steps (e.g. due to a database error), it shall stop processing the request and set Result-Code to DIAMETER_UNABLE_TO_COMPLY.

Otherwise, the requested operation shall take place and the HSS shall return the Result-Code AVP set to DIAMETER_SUCCESS. The HSS returns the network addresses of the current MME, SGSN or VLR/MSC server, if available in the HSS, and the IMSI of the subscriber, and the corresponding data needed by the service requested by the SCS; if available, the MSISDN of the user shall also be returned by the HSS, along with the user's IMSI.
When the Subscriber Information Retrieval request is received from the MTC-AAA, indicated by the S6m/S6n indicator, which shall be cleared, the HSS shall check:

-
That the User Identity IE is included in the request, and that it contains an IMSI; if other IEs are included in the request, they may be ignored by the HSS.

-
Whether the user identified by that IMSI is known in the HSS. If it is known, the HSS shall answer successfully and return in the response one or several instances of the User Identity IE, each one containing either an External-Identifier or an MSISDN. If it is not known, Experimental-Result shall be set to DIAMETER_ERROR_USER_UNKNOWN in the Subscriber Information Retrieval Response.
* * * Next Change * * * *

6.1.8
Diameter Application Identifier

The S6m/S6n interface protocol shall be defined as an IETF vendor specific Diameter application, where the vendor is 3GPP. The vendor identifier assigned by IANA to 3GPP (http://www.iana.org/assignments/enterprise-numbers) is 10415.
The Diameter application identifier assigned to the S6m interface application is 16777310 (allocated by IANA).

* * * Next Change * * * *

6.2.2
Command-Code values

This section defines Command-Code values for the S6m/S6n interface application as allocated by IANA.
Every command is defined by means of the ABNF syntax IETF RFC 5234 [9], according to the rules in IETF RFC 3588 [3]. When the definition and use of an AVP is not specified in this document, the guidelines in IETF RFC 3588 [3] shall apply.

The following Command Codes are defined in this specification:
Table 6.2.2/1: Command-Code values for S6m/S6n
	Command-Name
	Abbreviation
	Code
	Section

	Subscriber-Information-Request
	SIR
	8388641
	6.2.3

	Subscriber-Information-Answer
	SIA
	8388641
	6.2.4


For these commands, the Application-ID field shall be set to 16777310 (application identifier of the S6m/S6n interface application, allocated by IANA).
6.2.3
Subscriber-Information-Request (SIR) Command

The Subscriber-Information-Request (SIR) command, indicated by the Command-Code field set to 8388641 and the "R" bit set in the Command Flags field, is sent from the MTC-IWF to the HSS or from the MTC-AAA to the HSS. 

Message Format:
< Subscriber-Information-Request> ::=
< Diameter Header: 8388641, REQ, PXY, 16777310 >

< Session-Id >
{ Auth-Session-State }
{ Origin-Host }

{ Origin-Realm }

[ Destination-Host ]
{ Destination-Realm }

{ User-Identifier }

[ Service-ID ]

[ SCS-Identity ]

[ Service-Parameters ]

{ SIR-Flags }

*[ Supported-Features ]

*[ Proxy-Info ]

*[ Route-Record ]
*[ AVP ]
6.2.4
Subscriber-Information-Answer (SIA) Command

The Subscriber-Information-Answer (SIA) command, indicated by the Command-Code field set to 8388641 and the "R" bit cleared in the Command Flags field, is sent from the HSS to the MTC-IWF or from the HSS to the MTC-AAA. 

Message Format:
< Subscriber-Information-Answer> ::=
< Diameter Header: 8388641, PXY, 16777310 >

< Session-Id >
[ Result-Code ]
[ Experimental-Result ]
{ Auth-Session-State }

{ Origin-Host }
{ Origin-Realm }
*[ Supported-Features ]
*[ User-Identifier ]

 [ Service-Data ]

*[ Failed-AVP ]
*[ Proxy-Info ]
*[ Route-Record ]
*[ AVP ]
* * * Next Change * * * *

6.3.3.2
DIAMETER_ERROR_UNAUTHORIZED_REQUESTING_ENTITY (5aaa)

This result code shall be sent by the HSS to indicate that the SCS is not allowed to request control plane services for an UE, to the MTC-IWF.

6.3.3.3
DIAMETER_ERROR_UNAUTHORIZED_SERVICE (5bbb)

This result code shall be sent by the HSS to indicate that the specific service requested by the SCS is not allowed for an UE, or that it cannot be delivered according to the current subscribed services of the UE.

* * * Next Change * * * *

6.4
AVPs

6.4.1
General

The following table specifies the Diameter AVPs defined for the S6m/S6n interface protocol, their AVP Code values, types, possible flag values and whether or not the AVP may be encrypted. The Vendor-ID header of all AVPs defined in this specification shall be set to 3GPP (10415).

Table 6.4.1/1: S6m/S6n specific Diameter AVPs

	
	AVP Flag rules
	

	Attribute Name
	AVP Code
	Section defined
	Value Type
	Must
	May
	Should not
	Must not
	May Encr.

	User-Identifier
	31aa
	6.4.2
	Grouped
	M,V
	
	
	
	No

	Service-ID
	31bb
	6.4.3
	Enumerated
	M,V
	
	
	
	No

	SCS-Identity
	31cc
	6.4.4
	OctetString
	M,V
	
	
	
	No

	Service-Parameters
	31dd
	6.4.5
	Grouped
	M,V
	
	
	
	No

	T4-Parameters
	31ee
	6.4.6
	Grouped
	M,V
	
	
	
	No

	Service-Data
	31ff
	6.4.7
	Grouped
	M,V
	
	
	
	No

	T4-Data
	31gg
	6.4.8
	Grouped
	M,V
	
	
	
	No

	HSS-Cause
	31hh
	6.4.9
	Unsigned32
	M,V
	
	
	
	No

	SIR-Flags
	31ii
	6.4.10
	Unsigned32
	M,V
	
	
	
	No

	External-Identifier
	31jj
	6.4.11
	UTF8String
	M,V
	
	
	
	No

	NOTE 1:
The AVP header bit denoted as "M" indicates whether support of the AVP is required. The AVP header bit denoted as "V" indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see IETF RFC 3588 [3].
NOTE 2:
If the M-bit is set for an AVP and the receiver does not understand the AVP, it shall return a rejection. If the M-bit is not set for an AVP, the receiver shall not return a rejection, whether or not it understands the AVP. If the receiver understands the AVP but the M-bit value does not match with the definition in this table, the receiver shall ignore the M-bit.


The following table specifies the Diameter AVPs re-used by the S6m/S6n interface protocol from existing Diameter Applications, including a reference to their respective specifications and when needed, a short description of their use within S6m/S6n. 
Any other AVPs from existing Diameter Applications, except for the AVPs from Diameter Base Protocol, do not need to be supported. The AVPs from Diameter Base Protocol are not included in table 6.4.1/2, but they may be re-used for the S6m/S6n protocol.
Table 6.4.1/2: S6m/S6n re-used Diameter AVPs

	Attribute Name
	Reference
	Comments

	User-Name
	IETF RFC 3588 [3]
	This AVP shall contain the IMSI of the UE, in the User-Identifier AVP.

	MSISDN
	3GPP TS 29.329 [10]
	

	LMSI
	3GPP TS 29.173 [8]
	

	Serving-Node
	3GPP TS 29.173 [8]
	

	Additional-Serving-Node
	3GPP TS 29.173 [8]
	

	Supported-Features
	3GPP TS 29.229 [7]
	

	Feature-List-ID
	3GPP TS 29.229 [7]
	

	Feature-List
	3GPP TS 29.229 [7]
	

	SC-Address
	3GPP TS 29.338 [12]
	

	SM-RP-SMEA
	3GPP TS 29.338 [12]
	

	Priority-Indication
	3GPP TS 29.368 [13]
	


* * * Next Change * * * *

6.4.2
User-Identifier

The User-Identifier AVP is of type Grouped and it contains the different identifiers used by the UE.

AVP format:

User-Identifier ::= <AVP header: 31aa 10415>

[ User-Name ] 
[ MSISDN ]

[ External-Identifier ]

[ LMSI ]

*[AVP]

This AVP shall contain at least one of the identifiers used by the UE, i.e., it shall not be empty. The IMSI of the UE shall be included (when applicable) in the User-Name AVP.

* * * Next Change * * * *

6.4.5
Service-Parameters

The Service-Parameters AVP is of type Grouped, and it contains the service-specific parameters related to the device triggering request handled by the MTC-IWF.

AVP format:

Service-Parameters ::= <AVP header: 31dd 10415>

[ T4-Parameters ] 

*[AVP]

6.4.6
T4-Parameters

The T4-Parameters AVP is of type Grouped.

AVP format:

T4-Parameters ::= <AVP header: 31ee 10415>

[ SC-Address ]

[ Priority-Indication ]

[ SM-RP-SMEA ]
*[AVP]
6.4.7
Service-Data

The Service-Data AVP is of type Grouped, and it contains the service-specific data related to the device triggering request handled by the MTC-IWF.

Service-Data ::= <AVP header: 31ff 10415>

[ T4-Data ] 

*[AVP]

6.4.8
T4-Data

The T4-Data AVP is of type Grouped and it shall contain information about the network node(s) serving the targeted user i.e. the name/number of the serving node (MME, SGSN, MSC/MSC server…) which allow the trigger delivery over T4. AVP format:
T4-Data ::= <AVP header: 31gg 10415>

[ HSS-Cause ]
[ Serving-Node ]

*[ Additional-Serving-Node ] 

*[AVP]

When the HSS-Cause indicates Absent Subscriber, via the corresponding flag in the bit mask, the Serving-Node and Additional-Serving-Node AVPs shall not be present.

* * * End of Changes * * * *
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