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5A.2.y
Fault Recovery Procedures 

5A.2.y.1
VCSG Reset
5A.2.y.1.1
General
The VCSG Reset Procedure shall be used by the CSS, after a restart, to indicate to the MME and to the SGSN that a failure has occurred.

This procedure is mapped to the commands Reset-Request/Answer (RSR/RSA) in the S7a/S7d Diameter application specified in chapter 7.

Table 5A.2.y.1.1/1 specifies the involved information elements for the request.

Table 5A.2.y.1.1/2 specifies the involved information elements for the answer.

Table 5A.2.y.1.1/1: VCSG Reset Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Supported Features
(See 3GPP TS 29.229 [9])
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.


Table 5A.2.y.1.1/2: VCSG Reset Answer

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Result

(See 7.4)
	Result-Code / Experimental-Result
	M
	This IE shall contain the result of the operation.

The Result-Code AVP shall be used to indicate success / errors as defined in the Diameter Base Protocol.

The Experimental-Result AVP shall be used for S7a/S7d errors. This is a grouped AVP which shall contain the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.

There are no Experimental-Result codes applicable for this command.

	Supported Features
(See 3GPP TS 29.229 [9])
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.


5A.2.y.1.2
Detailed behaviour of the MME and the SGSN
When receiving a VCSG Reset message, the MME or SGSN or combined MME/SGSN, for all roaming users for which they have a registration in CSS, shall mark "Location Information Confirmed in CSS" record as "Not Confirmed". The MME or SGSN or combined MME/SGSN shall make use of the CSS Identity received in the Origin-Host AVP (by comparing it with the value stored after successful ULA) in order to determine which user records are impacted.

When, as described in 3GPP TS 23.007 [xx], an event requiring the MME or SGSN to check the "CSG subscription data from CSS" occurs, and if the user record "Location Information Confirmed in CSS" is marked as "Not Confirmed", the restoration procedure shall be triggered.
5A.2.y.1.3
Detailed behaviour of the CSS
The CSS shall make use of this procedure in order to indicate to all relevant MMEs, SGSNs, and combined MME/SGSNs that the CSS has restarted and may have lost the current MME-Identity and SGSN-Identity of some of its users who may be currently roaming in the MME area and/or SGSN area, and to which the CSS, therefore, cannot send e.g. Insert VCSG Subscriber Data messages when needed.

The CSS should invoke this procedure towards a combined MME/SGSN only for a single time even if some of the impacted subscribers are attached to the combined MME/SGSN via UTRAN/GERAN and some of the impacted subscribers are attached to the combined MME/SGSN via E-UTRAN.
* * * Next Change * * * *

7.2.2
Command-Code values

This section defines Command-Code values for the S6a/S6d interface application and S13/S13' interface application as allocated by IANA in the IETF RFC 5516 [32].

Every command is defined by means of the ABNF syntax IETF RFC 2234 [7], according to the rules in IETF RFC 3588 [4]. In the case, the definition and use of an AVP is not specified in this document, the guidelines in IETF RFC 3588 [4] shall apply. 
NOTE:
For this release, the Vendor-Specific-Application-ID is included as an optional AVP in all commands in order to ensure interoperability with diameter agents following a strict implementation of IETF RFC 3588, by which messages not including this AVP will be rejected. IETF RFC 3588 indicates that the AVP shall be present in all proxiable commands, such as those specified here, despite that the contents of this AVP are redundant since the Application ID is already present in the command header. This AVP may be removed in subsequent revisions of this specification, once the diameter base protocol is updated accordingly.
The following Command Codes are defined in this specification:

Table 7.2.2/1: Command-Code values for S6a/S6d
	Command-Name
	Abbreviation
	Code
	Section

	Update-Location-Request
	ULR
	316
	7.2.3

	Update-Location-Answer
	ULA
	316
	7.2.4

	Cancel-Location-Request
	CLR
	317
	7.2.7

	Cancel-Location-Answer
	CLA
	317
	7.2.8

	Authentication-Information-Request
	AIR
	318
	7.2.5

	Authentication-Information-Answer
	AIA
	318
	7.2.6

	Insert-Subscriber-Data-Request
	IDR
	319
	7.2.9

	Insert-Subscriber-Data-Answer
	IDA
	319
	7.2.10

	Delete-Subscriber-Data-Request
	DSR
	320
	7.2.11

	Delete-Subscriber-Data-Answer
	DSA
	320
	7.2.12

	Purge-UE-Request
	PUR
	321
	7.2.13

	Purge-UE-Answer
	PUA
	321
	7.2.14

	Reset-Request
	RSR
	322
	7.2.15

	Reset-Answer
	RSA
	322
	7.2.16

	Notify-Request
	NOR
	323
	7.2.17

	Notify-Answer
	NOA
	323
	7.2.18


For these commands, the Application-ID field shall be set to 16777251 (application identifier of the S6a/S6d interface application, allocated by IANA).
Table 7.2.2/2: Command-Code values for S13/S13'
	Command-Name
	Abbreviation
	Code
	Section

	ME-Identity-Check-Request
	ECR
	324
	7.2.19

	ME-Identity-Check-Answer
	ECA
	324
	7.2.20


For these commands, the Application-ID field shall be set to 16777252 (application identifier of the S13/S13' interface application, allocated by IANA).

Table 7.2.2/x: Command-Code values for S7a/S7d
	Command-Name
	Abbreviation
	Code
	Section

	Reset-Request
	RSR
	322
	7.2.11

	Reset-Answer
	RSA
	322
	7.2.12


For these commands, the Application-ID field shall be set to xxxxx (application identifier of the S7a/S7d interface application, allocated by IANA).

* * * Next Change * * * *
7.2.15
Reset-Request (RSR) Command

The Reset-Request (RSR) command, indicated by the Command-Code field set to 322 and the 'R' bit set in the Command Flags field, is sent from HSS to MME or SGSN. 

Message Format when used over the S6a/S6d application:
< Reset-Request> ::=

< Diameter Header: 322, REQ, PXY, 16777251 >

< Session-Id >

[ Vendor-Specific-Application-Id ]

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

{ Destination-Host }
{ Destination-Realm }
*[ Supported-Features ]

*[ User-Id ]

*[ AVP ]

*[ Proxy-Info ]

*[ Route-Record ]
Message Format when used over the S7a /S7d application:
< Reset-Request> ::=

< Diameter Header: 322, REQ, PXY, xxxxxx >

< Session-Id >

[ Vendor-Specific-Application-Id ]

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

{ Destination-Host }
{ Destination-Realm }
*[ Supported-Features ]

*[ AVP ]

*[ Proxy-Info ]

*[ Route-Record ]
7.2.16
Reset-Answer (RSA) Command

The Authentication-Information-Answer (RSA) command, indicated by the Command-Code field set to 322 and the 'R' bit cleared in the Command Flags field, is sent from MME or SGSN to HSS. 

Message Format when used over the S6a/S6d application:
< Reset-Answer> ::=

< Diameter Header: 322, PXY, 16777251 >

< Session-Id >

[ Vendor-Specific-Application-Id ]
*[ Supported-Features ]

[ Result-Code ]

[ Experimental-Result ] 
{ Auth-Session-State }
{ Origin-Host }

{ Origin-Realm }

*[ AVP ]
*[ Failed-AVP ]
*[ Proxy-Info ]

*[ Route-Record ]

Message Format when used over the S7a /S7d application:
< Reset-Answer> ::=

< Diameter Header: 322, PXY, xxxxxx >

< Session-Id >

[ Vendor-Specific-Application-Id ]
*[ Supported-Features ]

[ Result-Code ]

[ Experimental-Result ] 
{ Auth-Session-State }
{ Origin-Host }

{ Origin-Realm }

*[ AVP ]
*[ Failed-AVP ]
*[ Proxy-Info ]

*[ Route-Record ]
* * * End of Changes * * * *
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