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****************First Change*****************
9.9.3.23
NAS security algorithms

The purpose of the NAS security algorithms information element is to indicate the algorithms to be used for ciphering and integrity protection.

The NAS security algorithms information element is coded as shown in figure 9.9.3.23.1 and table 9.9.3.23.1.

The NAS security algorithms is a type 3 information element with a length of 2 octets.

	8
	7
	6
	5
	4
	3
	2
	1
	

	NAS security algorithms IEI
	octet 1

	0

spare
	Type of ciphering algorithm
	0

spare
	Type of integrity protection algorithm
	octet 2


Figure 9.9.3.23.1: NAS security algorithms information element

Table 9.9.3.23.1: NAS security algorithms information element

	Type of integrity protection algorithm (octet 2, bit 1 to 3)

	Bits

	3
	2
	1
	
	

	0
	0
	0
	
	EPS integrity algorithm EIA0 (null integrity protection algorithm)

	0
	0
	1
	
	EPS integrity algorithm 128-EIA1

	0
	1
	0
	
	EPS integrity algorithm 128-EIA2

	0
	1
	1
	
	EPS integrity algorithm 128-EIA3

	1
	0
	0
	
	EPS integrity algorithm EIA4

	1
	0
	1
	
	EPS integrity algorithm EIA5

	1
	1
	0
	
	EPS integrity algorithm EIA6

	1
	1
	1
	
	EPS integrity algorithm EIA7

	

	Type of ciphering algorithm (octet 2, bit 5 to 7)

	Bits

	7
	6
	5
	
	

	0
	0
	0
	
	EPS encryption algorithm EEA0 (null ciphering algorithm)

	0
	0
	1
	
	EPS encryption algorithm 128-EEA1

	0
	1
	0
	
	EPS encryption algorithm 128-EEA2

	0
	1
	1
	
	EPS encryption algorithm 128-EEA3

	1
	0
	0
	
	EPS encryption algorithm EEA4

	1
	0
	1
	
	EPS encryption algorithm EEA5

	1
	1
	0
	
	EPS encryption algorithm EEA6

	1
	1
	1
	
	EPS encryption algorithm EEA7

	

	Bit 4 and 8 of octet 2 are spare and shall be coded as zero.

	


****************Second Change*****************
9.9.3.34
UE network capability

The purpose of the UE network capability information element is to provide the network with information concerning aspects of the UE related to EPS or interworking with GPRS. The contents might affect the manner in which the network handles the operation of the UE. The UE network capability information indicates general UE characteristics and it shall therefore, except for fields explicitly indicated, be independent of the frequency band of the channel it is sent on.

The UE network capability information element is coded as shown in figure 9.9.3.34.1 and table 9.9.3.34.1.

The UE network capability is a type 4 information element with a minimum length of 4 octets and a maximum length of 15 octets.

NOTE:
The requirements for the support of UMTS security algorithms in the UE are specified in 3GPP TS 33.102 [18], and the requirements for the support of EPS security algorithms in 3GPP TS 33.401 [19].

	8
	7
	6
	5
	4
	3
	2
	1
	

	UE network capability IEI
	octet 1

	Length of UE network capability contents
	octet 2

	EEA0
	128-

EEA1
	128-

EEA2
	128-
EEA3
	EEA4
	EEA5
	EEA6
	EEA7
	octet 3

	EIA0
	128-

EIA1
	128-

EIA2
	128-
EIA3
	EIA4
	EIA5
	EIA6
	EIA7
	octet 4

	UEA0
	UEA1
	UEA2
	UEA3
	UEA4
	UEA5
	UEA6
	UEA7
	octet 5*

	UCS2
	UIA1
	UIA2
	UIA3
	UIA4
	UIA5
	UIA6
	UIA7
	octet 6*

	0

spare
	0

spare
	H.245-ASH
	ACC-CSFB
	LPP
	LCS
	1xSR

VCC
	NF
	octet 7*

	0
	0
	0
	0
	0
	0
	0
	0
	octet 8* -15*

	Spare
	


Figure 9.9.3.34.1: UE network capability information element

Table 9.9.3.34.1: UE network capability information element

	EPS encryption algorithms supported (octet 3)

	

	EPS encryption algorithm EEA0 supported (octet 3, bit 8)

	0
	
	
	
	EPS encryption algorithm EEA0 not supported

	1
	
	
	
	EPS encryption algorithm EEA0 supported

	

	EPS encryption algorithm 128-EEA1 supported (octet 3, bit 7)

	0
	
	
	
	EPS encryption algorithm 128-EEA1 not supported

	1
	
	
	
	EPS encryption algorithm 128-EEA1 supported

	

	EPS encryption algorithm 128-EEA2 supported (octet 3, bit 6)

	0
	
	
	
	EPS encryption algorithm 128-EEA2 not supported

	1
	
	
	
	EPS encryption algorithm 128-EEA2 supported

	

	EPS encryption algorithm 128-EEA3 supported (octet 3, bit 5)

	0
	
	
	
	EPS encryption algorithm 128-EEA3 not supported

	1
	
	
	
	EPS encryption algorithm 128-EEA3 supported

	

	EPS encryption algorithm EEA4 supported (octet 3, bit 4)

	0
	
	
	
	EPS encryption algorithm EEA4 not supported

	1
	
	
	
	EPS encryption algorithm EEA4 supported

	

	EPS encryption algorithm EEA5 supported (octet 3, bit 3)

	0
	
	
	
	EPS encryption algorithm EEA5 not supported

	1
	
	
	
	EPS encryption algorithm EEA5 supported

	

	EPS encryption algorithm EEA6 supported (octet 3, bit 2)

	0
	
	
	
	EPS encryption algorithm EEA6 not supported

	1
	
	
	
	EPS encryption algorithm EEA6 supported

	

	EPS encryption algorithm EEA7 supported (octet 3, bit 1)

	0
	
	
	
	EPS encryption algorithm EEA7 not supported

	1
	
	
	
	EPS encryption algorithm EEA7 supported

	

	EPS integrity algorithms supported (octet 4)

	

	EPS integrity algorithm EIA0 supported (octet 4, bit 8)

	0
	
	
	
	EPS integrity algorithm EIA0 not supported

	1
	
	
	
	EPS integrity algorithm EIA0 supported

	

	EPS integrity algorithm 128-EIA1 supported (octet 4, bit 7)

	0
	
	
	
	EPS integrity algorithm 128-EIA1 not supported

	1
	
	
	
	EPS integrity algorithm 128-EIA1 supported

	

	EPS integrity algorithm 128-EIA2 supported (octet 4, bit 6)

	0
	
	
	
	EPS integrity algorithm 128-EIA2 not supported

	1
	
	
	
	EPS integrity algorithm 128-EIA2 supported

	

	EPS integrity algorithm 128-EIA3 supported (octet 4, bit 5)

	0
	
	
	
	EPS integrity algorithm 128-EIA3 not supported

	1
	
	
	
	EPS integrity algorithm 128-EIA3 supported

	

	EPS integrity algorithm EIA4 supported (octet 4, bit 4)

	0
	
	
	
	EPS integrity algorithm EIA4 not supported

	1
	
	
	
	EPS integrity algorithm EIA4 supported

	

	EPS integrity algorithm EIA5 supported (octet 4, bit 3)

	0
	
	
	
	EPS integrity algorithm EIA5 not supported

	1
	
	
	
	EPS integrity algorithm EIA5 supported

	

	EPS integrity algorithm EIA6 supported (octet 4, bit 2)

	0
	
	
	
	EPS integrity algorithm EIA6 not supported

	1
	
	
	
	EPS integrity algorithm EIA6 supported

	

	EPS integrity algorithm EIA7 supported (octet 4, bit 1)

	0
	
	
	
	EPS integrity algorithm EIA7 not supported

	1
	
	
	
	EPS integrity algorithm EIA7 supported

	

	UMTS encryption algorithms supported (octet 5)

	

	UMTS encryption algorithm UEA0 supported (octet 5, bit 8)

	0
	
	
	
	UMTS encryption algorithm UEA0 not supported

	1
	
	
	
	UMTS encryption algorithm UEA0 supported

	

	UMTS encryption algorithm UEA1 supported (octet 5, bit 7)

	0
	
	
	
	UMTS encryption algorithm UEA1 not supported

	1
	
	
	
	UMTS encryption algorithm UEA1 supported

	

	UMTS encryption algorithm UEA2 supported (octet 5, bit 6)

	0
	
	
	
	UMTS encryption algorithm UEA2 not supported

	1
	
	
	
	UMTS encryption algorithm UEA2 supported

	

	UMTS encryption algorithm UEA3 supported (octet 5, bit 5)

	0
	
	
	
	UMTS encryption algorithm UEA3 not supported

	1
	
	
	
	UMTS encryption algorithm UEA3 supported

	

	UMTS encryption algorithm UEA4 supported (octet 5, bit 4)

	0
	
	
	
	UMTS encryption algorithm UEA4 not supported

	1
	
	
	
	UMTS encryption algorithm UEA4 supported

	

	UMTS encryption algorithm UEA5 supported (octet 5, bit 3)

	0
	
	
	
	UMTS encryption algorithm UEA5 not supported

	1
	
	
	
	UMTS encryption algorithm UEA5 supported

	

	UMTS encryption algorithm UEA6 supported (octet 5, bit 2)

	0
	
	
	
	UMTS encryption algorithm UEA6 not supported

	1
	
	
	
	UMTS encryption algorithm UEA6 supported

	

	UMTS encryption algorithm UEA7 supported (octet 5, bit 1)

	0
	
	
	
	UMTS encryption algorithm UEA7 not supported

	1
	
	
	
	UMTS encryption algorithm UEA7 supported

	

	UCS2 support (UCS2) (octet 6, bit 8)

	This information field indicates the likely treatment of UCS2 encoded character strings by the UE.

	

	0
	
	
	
	The UE has a preference for the default alphabet (defined in 

	
	
	
	
	3GPP TS 23.038 [3]) over UCS2 (see ISO/IEC 10646 [29]).

	1
	
	
	
	The UE has no preference between the use of the default alphabet and 

	
	
	
	
	the use of UCS2.

	

	UMTS integrity algorithms supported (octet 6)

	

	UMTS integrity algorithm UIA1 supported (octet 6, bit 7)

	0
	
	
	
	UMTS integrity algorithm UIA1 not supported

	1
	
	
	
	UMTS integrity algorithm UIA1 supported

	

	UMTS integrity algorithm UIA2 supported (octet 6, bit 6)

	0
	
	
	
	UMTS integrity algorithm UIA2 not supported

	1
	
	
	
	UMTS integrity algorithm UIA2 supported

	

	UMTS integrity algorithm UIA3 supported (octet 6, bit 5)

	0
	
	
	
	UMTS integrity algorithm UIA3 not supported

	1
	
	
	
	UMTS integrity algorithm UIA3 supported

	

	UMTS integrity algorithm UIA4 supported (octet 6, bit 4)

	0
	
	
	
	UMTS integrity algorithm UIA4 not supported

	1
	
	
	
	UMTS integrity algorithm UIA4 supported

	

	UMTS integrity algorithm UIA5 supported (octet 6, bit 3)

	0
	
	
	
	UMTS integrity algorithm UIA5 not supported

	1
	
	
	
	UMTS integrity algorithm UIA5 supported

	

	UMTS integrity algorithm UIA6 supported (octet 6, bit 2)

	0
	
	
	
	UMTS integrity algorithm UIA6 not supported

	1
	
	
	
	UMTS integrity algorithm UIA6 supported

	

	UMTS integrity algorithm UIA7 supported (octet 6, bit 1)

	0
	
	
	
	UMTS integrity algorithm UIA7 not supported

	1
	
	
	
	UMTS integrity algorithm UIA7 supported

	

	Bits 8 to 6 of octet 7 are spare and shall be coded as zero.

	

	NF capability (octet 7, bit 1)

	0
	
	
	
	notification procedure not supported

	1
	
	
	
	notification procedure supported

	

	1xSRVCC capability (octet 7, bit 2)

	0
	
	
	
	SRVCC from E-UTRAN to cdma2000® 1x CS not supported

	1
	
	
	
	SRVCC from E-UTRAN to cdma2000® 1x CS supported

	
	
	
	
	(see 3GPP TS 23.216 [8])

	

	Location services (LCS) notification mechanisms capability (octet 7, bit 3)

	0
	
	
	
	LCS notification mechanisms not supported 

	1
	
	
	
	LCS notification mechanisms supported (see 3GPP TS 24.171 [13C])

	

	LTE Positioning Protocol (LPP) capability (octet 7, bit 4)

	0
	
	
	
	LPP not supported

	1
	
	
	
	LPP supported (see 3GPP TS 36.355 [22A])

	Access class control for CSFB (ACC-CSFB) capability (octet 7, bit 5)

	0
	
	
	
	eNodeB-based access class control for CSFB not supported

	1
	
	
	
	eNodeB-based access class control for CSFB supported

(see 3GPP TS 22.011 [1A]) 

	H.245 After SRVCC Handover capability (H.245-ASH) (octet 7, bit 6)

This bit indicates the capability for H.245 with support and use of pre-defined codecs, and if needed, H.245 codec negotiation after SRVCC handover.

	0
	
	
	
	H.245 after SRVCC handover capability not supported

	1
	
	
	
	H.245 after SRVCC handover capability supported
(see 3GPP TS 23.216 [8])

	

	All other bits in octet 8 to 15 are spare and shall be coded as zero, if the respective octet is included in the information element.

	


****************Third Change*****************
9.9.3.36
UE security capability

The UE security capability information element is used by the network to indicate which security algorithms are supported by the UE in S1 mode, Iu mode and Gb mode. Security algorithms supported in S1 mode are supported both for NAS and for AS security. If the UE supports S101 mode, then these security algorithms are also supported for NAS security in S101 mode.

The UE security capability information element is coded as shown in figure 9.9.3.36.1 and table 9.9.3.36.1.

The UE security capability is a type 4 information element with a minimum length of 4 octets and a maximum length of 7 octets.

Octets 5, 6, and 7 are optional. If octet 5 is included, then also octet 6 shall be included and octet 7 may be included.

If a UE did not indicate support of any security algorithm for Gb mode, octet 7 shall not be included. If the UE did not indicate support of any security algorithm for Iu mode and Gb mode, octets 5, 6, and 7 shall not be included.
If the UE did not indicate support of any security algorithm for Iu mode but indicated support of a security algorithm for Gb mode, octets 5, 6, and 7 shall be included. In this case octets 5 and 6 are filled with the value of zeroes.
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	1
	

	UE security capability IEI
	octet 1

	Length of UE security capability contents
	octet 2

	EEA0
	128-

EEA1
	128-

EEA2
	128-
EEA3
	EEA4
	EEA5
	EEA6
	EEA7
	octet 3

	EIA0
	128-

EIA1
	128-

EIA2
	128-
EIA3
	EIA4
	EIA5
	EIA6
	EIA7
	octet 4

	UEA0
	UEA1
	UEA2
	UEA3
	UEA4
	UEA5
	UEA6
	UEA7
	octet 5*

	0

spare
	UIA1
	UIA2
	UIA3
	UIA4
	UIA5
	UIA6
	UIA7
	octet 6*

	0

spare
	GEA1
	GEA2
	GEA3
	GEA4
	GEA5
	GEA6
	GEA7
	octet 7*


Figure 9.9.3.36.1: UE security capability information element

Table 9.9.3.36.1: UE security capability information element

	EPS encryption algorithms supported (octet 3)

	

	EPS encryption algorithm EEA0 supported (octet 3, bit 8)

	0
	
	
	
	EPS encryption algorithm EEA0 not supported

	1
	
	
	
	EPS encryption algorithm EEA0 supported

	

	EPS encryption algorithm 128-EEA1 supported (octet 3, bit 7)

	0
	
	
	
	EPS encryption algorithm 128-EEA1 not supported

	1
	
	
	
	EPS encryption algorithm 128-EEA1 supported

	

	EPS encryption algorithm 128-EEA2 supported (octet 3, bit 6)

	0
	
	
	
	EPS encryption algorithm 128-EEA2 not supported

	1
	
	
	
	EPS encryption algorithm 128-EEA2 supported

	

	EPS encryption algorithm 128-EEA3 supported (octet 3, bit 5)

	0
	
	
	
	EPS encryption algorithm 128-EEA3 not supported

	1
	
	
	
	EPS encryption algorithm 128-EEA3 supported

	

	EPS encryption algorithm EEA4 supported (octet 3, bit 4)

	0
	
	
	
	EPS encryption algorithm EEA4 not supported

	1
	
	
	
	EPS encryption algorithm EEA4 supported

	

	EPS encryption algorithm EEA5 supported (octet 3, bit 3)

	0
	
	
	
	EPS encryption algorithm EEA5 not supported

	1
	
	
	
	EPS encryption algorithm EEA5 supported

	

	EPS encryption algorithm EEA6 supported (octet 3, bit 2)

	0
	
	
	
	EPS encryption algorithm EEA6 not supported

	1
	
	
	
	EPS encryption algorithm EEA6 supported

	

	EPS encryption algorithm EEA7 supported (octet 3, bit 1)

	0
	
	
	
	EPS encryption algorithm EEA7 not supported

	1
	
	
	
	EPS encryption algorithm EEA7 supported

	

	EPS integrity algorithms supported (octet 4)

	

	EPS integrity algorithm EIA0 supported (octet 4, bit 8)

	0
	
	
	
	EPS integrity algorithm EIA0 not supported

	1
	
	
	
	EPS integrity algorithm EIA0 supported

	

	EPS integrity algorithm 128-EIA1 supported (octet 4, bit 7)

	0
	
	
	
	EPS integrity algorithm 128-EIA1 not supported

	1
	
	
	
	EPS integrity algorithm 128-EIA1 supported

	

	EPS integrity algorithm 128-EIA2 supported (octet 4, bit 6)

	0
	
	
	
	EPS integrity algorithm 128-EIA2 not supported

	1
	
	
	
	EPS integrity algorithm 128-EIA2 supported

	

	EPS integrity algorithm 128-EIA3 supported (octet 4, bit 5)

	0
	
	
	
	EPS integrity algorithm 128-EIA3 not supported

	1
	
	
	
	EPS integrity algorithm 128-EIA3 supported

	

	EPS integrity algorithm EIA4 supported (octet 4, bit 4)

	0
	
	
	
	EPS integrity algorithm EIA4 not supported

	1
	
	
	
	EPS integrity algorithm EIA4 supported

	

	EPS integrity algorithm EIA5 supported (octet 4, bit 3)

	0
	
	
	
	EPS integrity algorithm EIA5 not supported

	1
	
	
	
	EPS integrity algorithm EIA5 supported

	

	EPS integrity algorithm EIA6 supported (octet 4, bit 2)

	0
	
	
	
	EPS integrity algorithm EIA6 not supported

	1
	
	
	
	EPS integrity algorithm EIA6 supported

	

	EPS integrity algorithm EIA7 supported (octet 4, bit 1)

	0
	
	
	
	EPS integrity algorithm EIA7 not supported

	1
	
	
	
	EPS integrity algorithm EIA7 supported

	

	UMTS encryption algorithms supported (octet 5)

	

	UMTS encryption algorithm UEA0 supported (octet 5, bit 8)

	0
	
	
	
	UMTS encryption algorithm UEA0 not supported

	1
	
	
	
	UMTS encryption algorithm UEA0 supported

	

	UMTS encryption algorithm UEA1 supported (octet 5, bit 7)

	0
	
	
	
	UMTS encryption algorithm UEA1 not supported

	1
	
	
	
	UMTS encryption algorithm UEA1 supported

	

	UMTS encryption algorithm UEA2 supported (octet 5, bit 6)

	0
	
	
	
	UMTS encryption algorithm UEA2 not supported

	1
	
	
	
	UMTS encryption algorithm UEA2 supported

	

	UMTS encryption algorithm UEA3 supported (octet 5, bit 5)

	0
	
	
	
	UMTS encryption algorithm UEA3 not supported

	1
	
	
	
	UMTS encryption algorithm UEA3 supported

	

	UMTS encryption algorithm UEA4 supported (octet 5, bit 4)

	0
	
	
	
	UMTS encryption algorithm UEA4 not supported

	1
	
	
	
	UMTS encryption algorithm UEA4 supported

	

	UMTS encryption algorithm UEA5 supported (octet 5, bit 3)

	0
	
	
	
	UMTS encryption algorithm UEA5 not supported

	1
	
	
	
	UMTS encryption algorithm UEA5 supported

	

	UMTS encryption algorithm UEA6 supported (octet 5, bit 2)

	0
	
	
	
	UMTS encryption algorithm UEA6 not supported

	1
	
	
	
	UMTS encryption algorithm UEA6 supported

	

	UMTS encryption algorithm UEA7 supported (octet 5, bit 1)

	0
	
	
	
	UMTS encryption algorithm UEA7 not supported

	1
	
	
	
	UMTS encryption algorithm UEA7 supported

	

	UMTS integrity algorithms supported (octet 6)

	

	Bit 8 of octet 6 is spare and shall be coded as zero.

	

	UMTS integrity algorithm UIA1 supported (octet 6, bit 7)

	0
	
	
	
	UMTS integrity algorithm UIA1 not supported

	1
	
	
	
	UMTS integrity algorithm UIA1 supported

	

	UMTS integrity algorithm UIA2 supported (octet 6, bit 6)

	0
	
	
	
	UMTS integrity algorithm UIA2 not supported

	1
	
	
	
	UMTS integrity algorithm UIA2 supported

	

	UMTS integrity algorithm UIA3 supported (octet 6, bit 5)

	0
	
	
	
	UMTS integrity algorithm UIA3 not supported

	1
	
	
	
	UMTS integrity algorithm UIA3 supported

	

	UMTS integrity algorithm UIA4 supported (octet 6, bit 4)

	0
	
	
	
	UMTS integrity algorithm UIA4 not supported

	1
	
	
	
	UMTS integrity algorithm UIA4 supported

	

	UMTS integrity algorithm UIA5 supported (octet 6, bit 3)

	0
	
	
	
	UMTS integrity algorithm UIA5 not supported

	1
	
	
	
	UMTS integrity algorithm UIA5 supported

	

	UMTS integrity algorithm UIA6 supported (octet 6, bit 2)

	0
	
	
	
	UMTS integrity algorithm UIA6 not supported

	1
	
	
	
	UMTS integrity algorithm UIA6 supported

	

	UMTS integrity algorithm UIA7 supported (octet 6, bit 1)

	0
	
	
	
	UMTS integrity algorithm UIA7 not supported

	1
	
	
	
	UMTS integrity algorithm UIA7 supported

	

	GPRS encryption algorithms supported (octet 7)

	

	Bit 8 of octet 7 is spare and shall be coded as zero.

	

	GPRS encryption algorithm GEA1 supported (octet 7, bit 7)

	0
	
	
	
	GPRS encryption algorithm GEA1 not supported

	1
	
	
	
	GPRS encryption algorithm GEA1 supported

	

	GPRS encryption algorithm GEA2 supported (octet 7, bit 6)

	0
	
	
	
	GPRS encryption algorithm GEA2 not supported

	1
	
	
	
	GPRS encryption algorithm GEA2 supported

	

	GPRS encryption algorithm GEA3 supported (octet 7, bit 5)

	0
	
	
	
	GPRS encryption algorithm GEA3 not supported

	1
	
	
	
	GPRS encryption algorithm GEA3 supported

	

	GPRS encryption algorithm GEA4 supported (octet 7, bit 4)

	0
	
	
	
	GPRS encryption algorithm GEA4 not supported

	1
	
	
	
	GPRS encryption algorithm GEA4 supported

	

	GPRS encryption algorithm GEA5 supported (octet 7, bit 3)

	0
	
	
	
	GPRS encryption algorithm GEA5 not supported

	1
	
	
	
	GPRS encryption algorithm GEA5 supported

	

	GPRS encryption algorithm GEA6 supported (octet 7, bit 2)

	0
	
	
	
	GPRS encryption algorithm GEA6 not supported

	1
	
	
	
	GPRS encryption algorithm GEA6 supported

	

	GPRS encryption algorithm GEA7 supported (octet 7, bit 1)

	0
	
	
	
	GPRS encryption algorithm GEA7 not supported

	1
	
	
	
	GPRS encryption algorithm GEA7 supported
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