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* * * First Change * * * *

7.7.7 
Invalid Length Information Element

An information element has invalid length when the actual length of the IE is different from the value of the Length field in the IE header. Here, the actual length of the IE means the length of the content field of the received IE.
If a GTP message contains more than one information elements and one or more of them have invalid length, the receiving GTP entity can detect which of the IEs have invalid length only in the following cases:

-
If the Length value in the IE header is greater than the overall length of the message;

-
If the invalid length IE is the last one in the message.

If a receiving GTP entity detects information element with invalid length in a Request message, it shall send an appropriate error response with Cause IE value set to "Invalid length" together with the type and instance of the offending IE.

Other Length field handling cases are specified below:

-
If the received value of the Length field and the actual length of the fixed length IE are consistent, but the length is greater than that expected by the fixed number of octets, then the extra octets shall be discarded.

-
If the received value of the Length field and the actual length of the fixed length IE are consistent, but the length is less than that expected by the fixed number of octets, this shall be considered an error, IE shall be discarded and if the IE was received as a Mandatory IE or a verifiable Conditional IE in a Request message, an appropriate error response with Cause IE value set to "Invalid length" together with the type and instance of the offending IE shall be returned to the sender.
-
If the received value of the Length field and the actual length of the extendable length IE are consistent, but the length is greater than that expected by the fixed number of octets preceding the extended field(s), then the extra unknown octets shall be discarded.

-
If the received value of the Length field and the actual length of the extendable length IE are consistent, but the length is less than the number of fixed octets defined for that IE, preceding the extended field(s), this shall be considered an error, IE shall be discarded and if the IE was received as a Mandatory IE or a verifiable Conditional IE in a Request message, an appropriate error response with Cause IE value set to "Invalid length" together with the type and instance of the offending IE shall be returned to the sender. Please refer to Table 8.1-1 for determining the number of fixed octets of an IE.
* * * Next Change * * * *

8.1
Information Element Types

A GTP control plane (signalling) message may contain several information elements. In order to have forward compatible type definitions for the GTPv2 information elements, all of them shall be TLIV (Type, Length, Instance, Value) coded. GTPv2 information element type values are specified in the Table 8.1-1. The last column of this table indicates whether the information element is:

-
Fixed Length: the IE has a fixed set of fields, and a fixed number of octets.

-
Variable Length: the IE has a fixed set of fields, and has a variable number of octets.
For example, the last octets may be numbered similar to "5 to (n+4)". In this example, if the value of the length field, n, is 0, then the last field is not present.

-
Extendable: the IE has a variable number of fields, and has a variable number of octets.
The last fields are typically specified with the statement: "These octet(s) is/are present only if explicitly specified". The legacy receiving entity shall ignore the unknown octets.
In order to improve the efficiency of troubleshooting, it is recommended that the information elements should be arranged in the signalling messages as well as in the grouped IEs, according to the order the information elements are listed in the message definition table or grouped IE definition table in section 7. However the receiving entity shall be prepared to handle the messages with information elements in any order.

Within information elements, certain fields may be described as spare. These bits shall be transmitted with the value set to 0. To allow for future features, the receiver shall not evaluate these bits. GTPv2-C information elements that have similar semantics in GTPv1-C shall be converted into GTPv1-C format, as specified in TS 29.060 [4], before sending them to a pre-R8 GSN.

Table 8.1-1: Information Element types for GTPv2

	IE Type value

(Decimal)
	Information elements
	Comment / Reference
	Number of Fixed Octets

	0
	Reserved
	
	

	1
	International Mobile Subscriber Identity (IMSI)
	Variable Length / 8.3
	Not Applicable

	2
	Cause
	Variable Length / 8.4
	Not Applicable

	3
	Recovery (Restart Counter)
	Variable Length / 8.5
	Not Applicable

	4 to 50
	Reserved for S101 interface
	See 3GPP TS 29.276 [14]
	See 3GPP TS 29.276 [14]

	51
	STN-SR
	See 3GPP TS 29.280 [15]
	See 3GPP TS 29.280 [15]

	52 to 70
	Reserved for Sv interface
	See 3GPP TS 29.280 [15]
	See 3GPP TS 29.280 [15]

	71
	Access Point Name (APN)
	Variable Length / 8.6
	Not Applicable

	72
	Aggregate Maximum Bit Rate (AMBR)
	Fixed Length / 8.7
	8

	73
	EPS Bearer ID (EBI)
	Extendable / 8.8
	1

	74
	IP Address
	Variable Length / 8.9
	Not Applicable

	75
	Mobile Equipment Identity (MEI)
	Variable Length / 8.10
	Not Applicable

	76
	MSISDN
	Variable Length / 8.11
	Not Applicable

	77
	Indication
	Extendable / 8.12
	2

	78
	Protocol Configuration Options (PCO)
	Variable Length / 8.13
	Not Applicable

	79
	PDN Address Allocation (PAA)
	Variable Length / 8.14
	Not Applicable

	80
	Bearer Level Quality of Service (Bearer QoS)
	Extendable / 8.15
	22

	81
	Flow Quality of Service (Flow QoS)
	Extendable / 8.16
	21

	82
	RAT Type
	Extendable / 8.17
	1

	83
	Serving Network
	Extendable / 8.18
	3

	84
	EPS Bearer Level Traffic Flow Template (Bearer TFT)
	Variable Length / 8.19
	Not Applicable

	85
	Traffic Aggregation Description (TAD)
	Variable Length / 8.20
	Not Applicable

	86
	User Location Information (ULI)
	Extendable / 8.21
	"f+4-4" (See Figure 8.21-1)

	87
	Fully Qualified Tunnel Endpoint Identifier (F-TEID)
	Extendable / 8.22
	9/21/25

	88
	TMSI
	Variable Length / 8.23
	Not Applicable

	89
	Global CN-Id
	Variable Length / 8.24
	Not Applicable

	90
	S103 PDN Data Forwarding Info (S103PDF)
	Variable Length / 8.25
	Not Applicable

	91
	S1-U Data Forwarding Info (S1UDF)
	Variable Length/ 8.26
	Not Applicable

	92
	Delay Value
	Extendable / 8.27
	1

	93
	Bearer Context 
	Extendable / 8.28
	Not Applicable

	94
	Charging ID
	Extendable / 8.29
	4

	95
	Charging Characteristics
	Extendable / 8.30
	2

	96
	Trace Information
	Variable Length/ 8.31
	Not Applicable

	97
	Bearer Flags
	Extendable / 8.32
	1

	98
	Reserved
	
	

	99
	PDN Type
	Extendable / 8.34
	1

	100
	Procedure Transaction ID
	Extendable / 8.35
	1

	101
	DRX Parameter
	Variable Length/ 8.36
	Not Applicable

	102
	UE Network Capability
	Variable Length / 8.37
	Not Applicable

	103
	MM Context (GSM Key and Triplets)
	Extendable / 8.38
	"r+1-4" (See Figure 8.38-1)

	104
	MM Context (UMTS Key, Used Cipher and Quintuplets)
	Extendable / 8.38
	"r+1-4" (See Figure 8.38-2)

	105
	MM Context (GSM Key, Used Cipher and Quintuplets)
	Extendable / 8.38
	"r+1-4" (See Figure 8.38-3)

	106
	MM Context (UMTS Key and Quintuplets)
	Extendable / 8.38
	"r+1-4" (See Figure 8.38-4)

	107
	MM Context (EPS Security Context, Quadruplets and Quintuplets)
	Extendable / 8.38
	"s+64-4" (See Figure 8.38-5)

	108
	MM Context (UMTS Key, Quadruplets and Quintuplets)
	Extendable / 8.38
	"r+1-4" (See Figure 8.38-6)

	109
	PDN Connection
	Extendable / 8.39
	Not Applicable

	110
	PDU Numbers
	Extendable / 8.40
	9

	111
	P-TMSI
	Variable Length / 8.41
	Not Applicable

	112
	P-TMSI Signature
	Variable Length / 8.42
	Not Applicable

	113
	Hop Counter
	Extendable / 8.43
	1

	114
	UE Time Zone
	Extendable / 8.44
	2

	115
	Trace Reference
	Fixed Length / 8.45
	6

	116
	Complete Request Message
	Variable Length / 8.46
	Not Applicable

	117
	GUTI
	Variable Length / 8.47
	Not Applicable

	118
	F-Container
	Variable Length / 8.48
	Not Applicable

	119
	F-Cause
	Variable Length / 8.49
	Not Applicable

	120
	Selected PLMN ID
	Variable Length / 8.50
	Not Applicable

	121
	Target Identification
	Variable Length / 8.51
	Not Applicable

	122
	Reserved 
	
	

	123
	Packet Flow ID 
	Variable Length / 85.3
	Not Applicable

	124
	RAB Context 
	Fixed Length / 8.54
	9

	125
	Source RNC PDCP Context Info
	Variable Length / 8.55
	Not Applicable

	126
	UDP Source Port Number
	Extendable / 8.56
	2

	127
	APN Restriction
	Extendable / 8.57
	1

	128
	Selection Mode
	Extendable / 8.58
	1

	129
	Source Identification
	Variable Length / 8.59
	Not Applicable

	130
	Reserved
	
	

	131
	Change Reporting Action
	Variable Length / 8.61
	Not Applicable

	132
	Fully Qualified PDN Connection Set Identifier (FQ-CSID)
	Extendable/ 8.62
	"q+1-4" (See Figure 8.62-1)

	133
	Channel needed
	Variable Length / 8.63
	Not Applicable

	134
	eMLPP Priority
	Variable Length / 8.64
	Not Applicable

	135
	Node Type
	Extendable / 8.65
	1

	136
	Fully Qualified Domain Name (FQDN)
	Variable Length / 8.66
	Not Applicable

	137
	Transaction Identifier (TI)
	Variable Length / 8.68
	Not Applicable

	138
	MBMS Session Duration
	Extendable / 8.69
	3

	139
	MBMS Service Area
	Variable Length / 8.70
	Not Applicable

	140
	MBMS Session Identifier
	Extendable / 8.71
	1

	141
	MBMS Flow Identifier
	Extendable / 8.72
	2

	142
	MBMS IP Multicast Distribution
	Extendable / 8.73
	"m+1-4" (See Figure 8.73-1)

	143
	MBMS Distribution Acknowledge
	Extendable / 8.74
	1

	144
	RFSP Index
	Fixed Length / 8.77
	2

	145
	User CSG Information (UCI)
	Extendable / 8.75
	8

	146
	CSG Information Reporting Action
	Extendable / 8.76
	1

	147
	CSG ID
	Extendable / 8.78
	4

	148
	CSG Membership Indication (CMI)
	Extendable / 8.79
	1

	149
	Service indicator
	Fixed Length / 8.80
	1

	150
	Detach Type
	Fixed Length / 8.81
	1

	151
	Local Distiguished Name (LDN)
	Variable Length / 8.82
	Not Applicable

	152
	Reserved
	
	

	153
	MBMS Time to Data Transfer
	Extendable / 8.84
	1

	154
	Reserved
	
	

	155
	Reserved
	
	

	156
	Reserved
	
	

	157
	Reserved
	
	

	158
	Temporary Mobile Group Identity (TMGI)
	Extendable / 8.89
	6

	159
	Additional MM context for SRVCC
	Extendable / 8.90
	"e-4" (See Figure 8.90-1)

	160
	Additional flags for SRVCC
	Extendable / 8.91
	1

	161
	Reserved
	
	

	162
	Reserved
	
	

	163 to 254
	Spare. For future use.
	
	

	255
	Private Extension
	Variable Length / 8.67
	Not Applicable

	NOTE1: 
The size of the TLI (Type, Length and Instance) fields, i.e "4" octets, has been subtracted from the number of the fixed octets of the "Fixed Length" and "Extendable" IEs. Hence for some of the "Extendable" IEs, for which the length is defined in terms of variable number of octets, "4" is explicitly subtracted while defining the fixed number of octets. E.g. Length of User Location Information is defined as "f+4" and fixed number of octets for the same is defined as "f+4-4".


* * * Next Change* * * *

8.12
Indication

Indication is coded as depicted in Figure 8.12-1.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 77 (decimal)
	

	
	2 to 3
	Length = n
	

	
	4
	Spare
	Instance
	

	
	5
	DAF
	DTF
	HI
	DFI
	OI
	ISRSI
	ISRAI
	SGWCI
	

	
	6
	SQCI
	UIMSI
	CFSI
	CRSI
	P
	PT
	SI
	MSV
	

	
	7
	Spare
	Spare
	Spare
	Spare
	Spare
	Spare
	ISRAU
	CCRSI
	

	
	8 to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.12-1: Indication

For each message the applicable flags of the Indication IE shall be clearly specified in the individual message sub clause. The remaining flags of the Indication IE not so indicated shall be discarded by the receiver.

The receiver shall consider the value of the applicable flags as "0", if the Indication IE is applicable for the message but not included in the message by the sender.


The following bits within Octet 5 shall indicate:

-
Bit 8 – DAF (Dual Address Bearer Flag): This bit shall be set when the PDN Type, determined based on UE request and subscription record, is set to  IPv4v6 and all SGSNs which the UE may be handed over to are Release 8 or above supporting dual addressing, which is determined based on node pre-configuration by the operator..

-
Bit 7 – DTF (Direct Tunnel Flag): This bit shall be set when the UE is in UTRAN/GERAN network and Direct Tunnel is selected 

-
Bit 6 – HI (Handover Indication): If this bit is set to 1, it shall indicate that a UE handover from a non-3GPP access to a 3GPP access system. This bit is applicable during the E-UTRAN Initial Attach procedure or during the UE requested PDN connectivity procedure. 

-
Bit 5 – DFI (Direct Forwarding Indication): If this bit is set to 1, it shall indicate that the direct forwarding between the source eNodeB and the target eNodeB during the S1 based handover procedure is applied.

-
Bit 4 – OI (Operation Indication): 

-
If this bit is set to 1, it shall denote that the receiving SGW of a "Create Session Request" shall send a Modify Bearer Request immediately to the PGW. This allows the SGW to differentiate if the "Create Session Request" received on S4/S11 interface belongs to a TAU/RAU with an SGW relocation (OI = 1), or X2-based handover with SGW relocation (OI = 1) or S1-based handover with SGW relocation (OI = 0).  

-
It shall be set to 1 on S4/S11 interface if the SGW needs to forward the Delete Session Request message to PGW.

-
Bit 3 – ISRSI (Idle mode Signalling Reduction Supported Indication): If this is set to 1, it shall indicate that the old/source SGSN/MME and the associated SGW are capable to activate ISR.

-
Bit 2 – ISRAI (Idle mode Signalling Reduction Activation Indication): If this bit is set to 1, it shall indicate that the ISR is established between the MME and the S4 SGSN during a TAU/RAU without an SGW change procedure or during an Inter RAT handover without an SGW change procedure. The SGW shall retain the resources for the other CN node that has its bearer resources on the SGW reserved. The old/source SGSN/MME shall maintain the UE's contexts and activate ISR.
-
Bit 1 – SGWCI (SGW Change Indication): If this bit is set to 1, it shall indicate that the target MME/SGSN has selected a new SGW during a TAU/RAU or handover with an SGW change procedure.

The following bits within Octet 6 shall indicate:

-
Bit 8  – SQCI (Subscribed QoS Change Indication): If this bit is set to 1, it indicates that the subscribed QoS profile of the related PDN connection has changed in the old MME/SGSN when the UE is in ECM-IDLE state and ISR is activated. The new MME/SGSN shall trigger the Subscribed QoS Modification procedure. See 3GPP TS 23.401 [3], clause 5.3.9.2.
-
Bit 7 – UIMSI (Unauthenticated IMSI): If this bit is set to 1, it indicates that the IMSI present in the message is not authenticated and is for emergency attached UE.

-
Bit 6 – CFSI (Change F-TEID support indication): if this bit is set to 1, it indicates that the SGW can change the assigned GTP-U F-TEID in the current procedure. The MME/SGSN shall include this flag in the Modify Bearer Request message sent to the SGW in the Idle state UE initiated TAU/RAU procedure. The SGW shall include the new F-TEID in the Modify Bearer Response message if the CFSI flag is received in the corresponding Request message and the SGW needs to modify the GTP-U F-TEID. 

-
Bit 5 – CRSI (Change Reporting support indication): if this bit is set to 1, it indicates that the MME/S4 SGSN supporting Location Change Reporting mechanism.

-
Bit 4 – PS (Piggybacking Supported). This bit denotes whether the MME/SGW support piggybacking feature as described in Annex F of 3GPP TS 23.401 [3]. If set to 1, it indicates that the node is capable of processing two different GTP-C messages appearing back to back in a single UDP payload.

-
Bit 3 – PT (Protocol Type) If this bit set to 1, it shall indicate that the protocol type for the S5/S8 interface is PMIP; this bit is set to 0 to indicate that the protocol type for the S5/S8 interface is GTP.

-
Bit 2 – SI (Scope Indication): If this bit is set to 1, it indicates that all bearer resources of the UE shall be released by the SGW. This flag is set in messages during TAU/RAU/Handover/SRNS Relocation Cancel Using S4/Inter RAT handover Cancel procedure with SGW change/S1 Based handover Cancel procedure with SGW change.

-
Bit 1 – MSV (MS Validated): If this bit is set to 1, it shall indicate that the new MME/SGSN has successfully authenticated the UE.
The following bits within Octet 7shall indicate:

-
Bit 8 to 3 – Spare, for future use and set to zero.
-
Bit 1 – CCRSI (CSG Change Reporting support indication): if this bit is set to 1, it indicates that the MME/S4 SGSN support CSG Information Change Reporting mechanism. 
- 
Bit 2 - ISRAU (ISR is activated for the UE): if this bit is set to 1, it indicates that ISR is activated for the UE before the UE moving to the new SGSN/MME.
* * * Next Change* * * *

8.21
User Location Information (ULI)

User Location Information (ULI) is an extendable IE that is coded as depicted in Figure 8.21-1. The CGI, SAI, RAI, TAI, ECGI and LAI identity types are defined in 3GPP TS 23.003 [2].

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 86 (decimal)
	

	
	2 to 3
	Length = n
	

	
	4
	Spare
	Instance
	

	
	5
	Spare
	LAI
	ECGI
	TAI
	RAI
	SAI
	CGI
	

	
	a to a+6
	CGI
	

	
	b to b+6
	SAI
	

	
	c to c+6
	RAI
	

	
	d to d+4
	TAI
	

	
	 e to e+6
	ECGI
	

	
	f to f+4
	LAI
	

	
	g to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.21-1: User Location Information
The ULI IE shall contain only one identity of the same type (e.g. more than one CGI cannot be included), but ULI IE may contain more than one identity of a different type (e.g. ECGI and TAI). The flags LAI, ECGI, TAI, RAI, SAI and CGI in octet 5 indicate if the corresponding type shall be present in a respective field or not. If one of these flags is set to "0", the corresponding field shall not be present at all. If more than one identity of different type is present, then they shall be sorted in the following order: CGI, SAI, RAI, TAI, ECGI, LAI.

The following subclauses specify the coding of the fields representing different identities.

For each identity, if an Administration decides to include only two digits in the MNC, then "MNC digit 3" field of corresponding location shall be coded as "1111".

* * * Next Change* * * *

8.38
MM Context

The MM Context information element contains the Mobility Management, UE security parameters that are necessary to transfer over S3/S16/S10 interface.

All Spare bits are set to zeros by the sender and ignored by the receiver. Spare bits in MM Context IE shall be set to 1's before sending MM Context IE to pre-R8 SGSN.

Security Mode indicates the type of security keys (GSM/UMTS/EPS) and Authentication Vectors (quadruplets /quintuplets/triplets) that are passed to the new MME/SGSN.

The DRX parameter coding is specified in clause 10.5.5.6 of 3GPP TS 24.008 [5]. If DRXI (DRX Indicator), bit 4 of octet 5, is set to "1", then the DRX parameter field is present, otherwise its octets are not present.

Uplink/downlink Subscribed UE AMBR (Aggregate Maximum Bit Rate) is coded as Unsigned32 integer values in kbps (1000 bps) for all non-GBR bearers according to the subscription of the user. If SAMBRI (Subscribed UE AMBR Indicator), bit 1 of octet 6, is set to "1", then the Uplink/downlink Subscribed UE AMBR parameter field is present, otherwise these parameters are not present. If no Subscribed UE AMBR is received from the HSS, the SAMBRI shall be set to "0".
Uplink/downlink Used UE AMBR (Aggregate Maximum Bit Rate) is coded as Unsigned32 integer values in kbps (1000 bps) for all non-GBR bearers currently being used by the UE. If UAMBRI (Used UE AMBR Indicator), bit 2 of octet 6, is set to "1", then the Uplink/downlink Used UE AMBR parameter field is present, otherwise these parameters are not present.

The encoding of Mobile Equipment Identity (MEI) field shall be same as specified in clause 8.10 of this specification. If Length of Mobile Equipment Identity is zero, then the Mobile Equipment Identity parameter shall not be present. If the UE is emergency attached and the UE is UICCless or the IMSI is unauthenticated, Mobile Equipment Identity (MEI) shall be used as the UE identity.
The UE Network Capability coding is specified in clause 9.9.3.34 of 3GPP TS 24.301 [23]. If Length of UE Network Capability is zero, then the UE Network Capability parameter shall not be present.

The MS Network Capability coding is specified in clause 10.5.5.12 of 3GPP TS 24.008 [5]. If Length of MS Network Caapability is zero, then the MS Network Capability parameter shall not be present.

The Voice Domain Preference and UE's Usage Setting coding is specified in clause 10.5.5.28 of 3GPP TS 24.008 [5]. If Length of Voice Domain Preference and UE's Usage Setting is zero, then the Voice Domain Preference and UE's Usage Setting parameter shall not be present.
Used Cipher indicates the GSM ciphering algorithm that is in use.

Used NAS Cipher indicates the EPS ciphering algorithm that is in use.

The Access restriction data is composed of UNA(UTRAN Not Allowed), GENA(GERAN Not Allowed), GANA(GAN Not Allowed), INA(I-HSPA-Evolution Not Allowed), ENA(E-UTRAN Not Allowed) and HNNA(HO-To-Non-3GPP-Access Not Allowed).
If the SGSN support it, the Higher bitrates than 16 Mbps flag shall be included in the MM Context if the source S4-SGSN has received "Higher bitrates than 16 Mbps flag" in the RANAP Initial UE Message or in RANAP Relocation Complete as defined in TS 25.413 [33] from the RNC. The S4-SGSN shall set "the Higher bitrates than 16 Mbps flag" to "1" if the RNC indicates it is "allowed" and to "0" if the RNC indicates it is "not allowed". If Length of Higher bitrates than 16 Mbps flag is set to zero, it means the source S4-SGSN has not received "Higher bitrates than 16 Mbps flag" from an RNC, and the Higher bitrates than 16 Mbps flag shall not be present.
As depicted in Figure 8.38-1, the GSM Key, Used Cipher and Authentication Triplets that are unused in the old SGSN shall be transmitted to the new SGSN for the GSM subscribers.


The Authentication Triplet coding is specified in Figure 8.38-7.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 103 (decimal)
	

	
	2 to 3
	Length = n
	

	
	4
	Spare
	Instance
	

	
	5
	Security Mode
	Spare 
	DRXI
	CKSN
	

	
	6
	Number of Triplet
	Spare
	UAMBRI
	SAMBRI
	

	
	7
	Spare
	Used Cipher
	

	
	8 to 15
	Kc
	

	
	16 to h
	Authentication Triplet [0..4]
	

	
	(h+1) to (h+2)
	DRX parameter
	

	
	j to (j+3)
	Uplink Subscribed UE AMBR
	

	
	(j+4) to (j+7)
	Downlink Subscribed UE AMBR
	

	
	i to (i+3)
	Uplink Used UE AMBR
	

	
	(i+4) to (i+7)
	Downlink Used UE AMBR
	

	
	q
	Length of UE Network Capability
	

	
	(q+1) to k
	UE Network Capability
	

	
	k+1
	Length of MS Network Capability
	

	
	(k+2) to m
	MS Network Capability
	

	
	m+1
	Length of Mobile Equipment Identity (MEI)
	

	
	(m+2) to r
	Mobile Equipment Identity (MEI)
	

	
	r+1
	Spare
	HNNA
	ENA
	INA
	GANA
	GENA
	UNA
	

	
	r+2
	Length of Voice Domain Preference and UE's Usage Setting
	

	
	(r+3) to s
	Voice Domain Preference and UE's Usage Setting
	

	
	(s+1) to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.38-1: GSM Key and Triplets

As depicted in Figure 8.38-2, the UMTS Key, Used Cipher and Authentication Quintuplets that are unused in the old SGSN shall be transmitted to the new SGSN when the UMTS subscriber is attached to a GSM BSS in the old system, in case the user has a ME capable of UMTS AKA. 

The Authentication Quintuplet coding is specified in Figure 8.38-8.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 104 (decimal)
	

	
	2 to 3
	Length = n
	

	
	4
	Spare
	Instance
	

	
	5
	Security Mode
	Spare 
	DRXI
	CKSN/KSI
	

	
	6
	Number of Quintuplets
	Spare
	UAMBRI
	SAMBRI
	

	
	7
	Spare
	Used Cipher
	

	
	8 to 23
	CK
	

	
	24 to 39
	IK
	

	
	40 to h
	Authentication Quintuplet [0..4]
	

	
	(h+1) to (h+2)
	DRX parameter
	

	
	j to (j+3)
	Uplink Subscribed UE AMBR
	

	
	(j+4) to (j+7)
	Downlink Subscribed UE AMBR
	

	
	i to (i+3)
	Uplink Used UE AMBR
	

	
	(j+12) to (i+4)
	Downlink Used UE AMBR
	

	
	q
	Length of UE Network Capability
	

	
	(q+1) to k
	UE Network Capability
	

	
	k+1
	Length of MS Network Capability
	

	
	(k+2) to m
	MS Network Capability
	

	
	m+1
	Length of Mobile Equipment Identity (MEI)
	

	
	(m+2) to r
	Mobile Equipment Identity (MEI)
	

	
	r+1
	Spare
	HNNA
	ENA
	INA
	GANA
	GENA
	UNA
	

	
	r+2
	Length of Voice Domain Preference and UE's Usage Setting
	

	
	(r+3) to s
	Voice Domain Preference and UE's Usage Setting
	

	
	s+1
	Length of Higher bitrates than 16 Mbps flag
	

	
	s+2
	Higher bitrates than 16 Mbps flag
	

	
	(s+3) to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.38-2: UMTS Key, Used Cipher and Quintuplets

As depicted in Figure 8.38-3, the GSM Key, Used Cipher and Authentication Quintuplets that are unused in the old SGSN shall be transmitted to the new SGSN when the UMTS subscriber is attached to a GSM BSS in the old system, in case the user has a ME no capable of UMTS AKA. 

The Authentication Quintuplet coding is specified in Figure 8.38-8.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 105 (decimal)
	

	
	2 to 3
	Length = n
	

	
	4
	Spare
	Instance
	

	
	5
	Security Mode
	Spare 
	DRXI
	CKSN/KSI
	

	
	6
	Number of Quintuplets
	Spare
	UAMBRI
	SAMBRI
	

	
	7
	Spare
	Used Cipher
	

	
	8 to 15
	Kc
	

	
	16 to h
	Authentication Quintuplets [0..4]
	

	
	(h+1) to (h+2)
	DRX parameter
	

	
	j to (j+3)
	Uplink Subscribed UE AMBR
	

	
	(j+4) to (j+7)
	Downlink Subscribed UE AMBR
	

	
	i to (i+3)
	Uplink Used UE AMBR
	

	
	(i+4) to (i+7)
	Downlink Used UE AMBR
	

	
	q
	Length of UE Network Capability
	

	
	(q+1) to k
	UE Network Capability
	

	
	k+1
	Length of MS Network Capability
	

	
	(k+2) to m
	MS Network Capability
	

	
	m+1
	Length of Mobile Equipment Identity (MEI)
	

	
	(m+2) to r
	Mobile Equipment Identity (MEI)
	

	
	r+1
	Spare
	HNNA
	ENA
	INA
	GANA
	GENA
	UNA
	

	
	r+2
	Length of Voice Domain Preference and UE's Usage Setting
	

	
	(r+3) to s
	Voice Domain Preference and UE's Usage Setting
	

	
	s+1
	Length of Higher bitrates than 16 Mbps flag
	

	
	s+2
	Higher bitrates than 16 Mbps flag
	

	
	(s+3) to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.38-3: GSM Key, Used Cipher and Quintuplets

As depicted in Figure 8.38-4, the UMTS Key, KSI and unused Authentication Quintuplets in the old SGSN may be transmitted to the new SGSN/MME when the UMTS subscriber is attached to UTRAN/GERAN in the old system, but it is not allowed to send quintuplets to an MME in a different serving network domain (see 3GPP TS 33.401 [12] clause 6.1.6). The MME may forward the UMTS Key, KSI and unused Authentication Quintuplets which were previously stored back to the same SGSN, for further details, refer to 3GPP TS 33.401 [12].

The Authentication Quintuplet coding is specified in Figure 8.38-8.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 106 (decimal)
	

	
	2 to 3
	Length = n
	

	
	4
	Spare
	Instance
	

	
	5
	Security Mode
	Spare 
	DRXI
	KSI
	

	
	6
	Number of Quintuplets
	Spare
	UAMBRI
	SAMBRI
	

	
	7
	Spare
	

	
	8 to 23
	CK
	

	
	24 to 39
	IK
	

	
	40 to h
	Authentication Quintuplet [0..4]
	

	
	(h+1) to (h+2)
	DRX parameter
	

	
	j to (j+3)
	Uplink Subscribed UE AMBR
	

	
	(j+4) to (j+7)
	Downlink Subscribed UE AMBR
	

	
	i to (i+3)
	Uplink Used UE AMBR
	

	
	(i+4) to (i+7)
	Downlink Used UE AMBR
	

	
	q
	Length of UE Network Capability
	

	
	(q+1) to k
	UE Network Capability
	

	
	k+1
	Length of MS Network Capability
	

	
	(k+2) to m
	MS Network Capability
	

	
	m+1
	Length of Mobile Equipment Identity (MEI)
	

	
	(m+2) to r
	Mobile Equipment Identity (MEI)
	

	
	r+1
	Spare
	HNNA
	ENA
	INA
	GANA
	GENA
	UNA
	

	
	r+2
	Length of Voice Domain Preference and UE's Usage Setting
	

	
	(r+3) to s
	Voice Domain Preference and UE's Usage Setting
	

	
	s+1
	Length of Higher bitrates than 16 Mbps flag
	

	
	s+2
	Higher bitrates than 16 Mbps flag
	

	
	(s+3) to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.38-4: UMTS Key and Quintuplets

As depicted in Figure 8.38-5, the current EPS Security Context, a non-current EPS Security Context (if available), and unused Authentication Quadruplets in the old MME may be transmitted to the new MME. If the new MME is not in the same serving network domain then only the current EPS Security Context may be transmitted. Authentication Quintuplets shall not be transmitted to the new MME even if the old MME has the Authentication Quintuplets for this UE. The value in Number of Quintuplets field shall be set to '0'. The reasons for not sending Quintuplets are specified in3GPP TS 33.401 [12] clause 6.1.6.

The Authentication Quintuplet and Authentication Quadruplet codings are specified in Figure 8.38-8 and Figure 8.38-9 respectively. 

The value of the NAS Downlink Count shall be set to the value that shall be used to send the next NAS message. 

The value of the NAS Uplink Count shall be set to the largest NAS Uplink Count that was in a successfully integrity verified NAS message.

In Figure 8.38-5, the fields for the Old EPS Security Context (i.e. octets from s to s+64) may be present only in S10 Forward Relocation Request message according to the Rules on Concurrent Running of Security Procedures, which are specified in 3GPP TS 33.401 [12]. The octets for Old EPS Security Context shall be present if the OSCI (Old Security Context Indicator), bit 1 of octet 6) is set to "1"; otherwise they shall not be present.

If NHI_old (Next Hop Indicator for old EPS Security Context), bit 1 of octet s, is set to "1", then the parameters old NH (Next Hop) and old NCC (Next Hop Chaining Count) shall be present; otherwise the octets for old NH parameter shall not be present and the value of old NCC parameter shall be ignored by the receiver.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 107 (decimal)
	

	
	2 to 3
	Length = n
	

	
	4
	Spare
	Instance
	

	
	5
	Security Mode
	NHI
	DRXI
	KSIASME
	

	
	6
	Number of Quintuplets
	Number of Quadruplet
	UAMBRI
	OSCI
	

	
	7
	SAMBRI
	Used NAS integrity protection algorithm
	Used NAS Cipher
	

	
	8 to 10
	NAS Downlink Count
	

	
	11 to 13
	NAS Uplink Count
	

	
	14 to 45
	KASME
	

	
	46 to g
	Authentication Quadruplet [0..4]
	

	
	(g+1) to h
	Authentication Quintuplet [0..4]
	

	
	(h+1) to (h+2)
	DRX parameter
	

	
	p to (p+31)
	NH
	

	
	p+32
	Spare
	NCC
	

	
	j to (j+3)
	Uplink Subscribed UE AMBR
	

	
	(j+4) to (j+7)
	Downlink Subscribed UE AMBR
	

	
	i to (i+3)
	Uplink Used UE AMBR
	

	
	(i+4) to (i+7)
	Downlink Used UE AMBR
	

	
	q
	Length of UE Network Capability
	

	
	(q+1) to k
	UE Network Capability
	

	
	k+1
	Length of MS Network Capability
	

	
	(k+2) to m
	MS Network Capability
	

	
	m+1
	Length of Mobile Equipment Identity (MEI)
	

	
	(m+2) to r
	Mobile Equipment Identity (MEI)
	

	
	r+1
	Spare
	HNNA
	ENA
	INA
	GANA
	GENA
	UNA
	

	
	s
	NHI_old
	Spare
	old KSIASME
	old NCC
	

	
	(s+1) to (s+32)
	old KASME
	

	
	(s+33) to (s+64)
	old NH
	

	
	s+65
	Length of Voice Domain Preference and UE's Usage Setting
	

	
	(s+66) to t
	Voice Domain Preference and UE's Usage Setting
	

	
	t to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.38-5: EPS Security Context and Quadruplets

If NHI (Next Hop Indicator), bit 5 of octet 5, is set to "1", then the optional parameters NH (Next Hop) and NCC (Next Hop Chaining Count) are both present, otherwise their octets are not present.

As depicted in Figure 8.38-6, the old MME will derive CK' and IK' from KASME and transmit the CK' and IK' to the new SGSN. Authentication Quintuplets, if available, shall be transmitted to the SGSN if, and only if the MME received them from this SGSN earlier, according to 3GPP TS 33.401 [12] clause 6.1.5.

The value in Number of Quadruplets field shall be set to '0', if Authentication Quadruplets are not present. A key KASME shall never be transmitted to an SGSN according to 3GPP TS 33.401 [12] clause 6.4.
The Authentication Quintuplet and Authentication Quadruplet codings are specified in Figure 8.38-8 and Figure 8.38-9 respectively.

The old SGSN/MME may deliver both Authentication Quadruplets and Authentication Quintuplets it holds to the peer combo node to optimize the procedure.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 108 (decimal)
	

	
	2 to 3
	Length = n
	

	
	4
	Spare
	Instance
	

	
	5
	Security Mode
	Spare 
	DRXI
	KSIASME
	

	
	6
	Number of Quintuplets
	Number of Quadruplet
	UAMBRI
	SAMBRI
	

	
	7
	Spare
	

	
	8 to 23
	CK
	

	
	24 to 39
	IK
	

	
	40 to g
	Authentication Quadruplet [0..4]
	

	
	(g+1) to h
	Authentication Quintuplet [0..4]
	

	
	(h+1) to (h+2)
	DRX parameter
	

	
	j to (j+3)
	Uplink Subscribed UE AMBR
	

	
	(j+4) to (j+7)
	Downlink Subscribed UE AMBR
	

	
	i to (i+3)
	Uplink Used UE AMBR
	

	
	(i+4) to (i+7)
	Downlink Used UE AMBR
	

	
	q
	Length of UE Network Capability
	

	
	(q+1) to k
	UE Network Capability
	

	
	k+1
	Length of MS Network Capability
	

	
	(k+2) to m
	MS Network Capability
	

	
	m+1
	Length of Mobile Equipment Identity (MEI)
	

	
	(m+2) to r
	Mobile Equipment Identity (MEI)
	

	
	r+1
	Spare
	HNNA
	ENA
	INA
	GANA
	GENA
	UNA
	

	
	r+2
	Length of Voice Domain Preference and UE's Usage Setting
	

	
	(r+3) to s
	Voice Domain Preference and UE's Usage Setting
	

	
	(s+1) to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.38-6: UMTS Key, Quadruplets and Quintuplets 
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 16
	RAND
	

	
	17 to 20
	SRES
	

	
	21 to 28
	Kc
	


Figure 8.38-7: Authentication Triplet
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 16
	RAND
	

	
	17
	XRES Length
	

	
	18 to m
	XRES
	

	
	(m+1) to (m+16)
	CK
	

	
	(m+17) to (m+32)
	IK
	

	
	m+33
	AUTN Length
	

	
	(m+34) to n
	AUTN
	


Figure 8.38-8: Authentication Quintuplet

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 16
	RAND
	

	
	17
	XRES Length
	

	
	 18 to k
	XRES
	

	
	k+1
	AUTN Length
	

	
	(k+2) to m
	AUTN
	

	
	(m+1) to (m+32)
	KASME
	


Figure 8.38-9: Authentication Quadruplet

Table 8.38-1: Security Mode Values

	Security Type
	Value (Decimal)

	GSM Key and Triplets
	0

	UMTS Key, Used Cipher and Quintuplets
	1

	GSM Key, Used Cipher and Quintuplets
	2

	UMTS Key and Quintuplets
	3

	EPS Security Context and Quadruplets
	4

	UMTS Key, Quadruplets and Quintuplets
	5


Table 8.38-2: Used NAS Cipher Values
	Cipher Algorithm
	Value (Decimal)

	No ciphering
	0

	128-EEA1
	1

	128-EEA2
	2

	EEA3
	3

	EEA4
	4

	EEA5
	5

	EEA6
	6

	EEA7
	7


Table 8.38-3: Used Cipher Values
	Cipher Algorithm
	Value (Decimal)

	No ciphering
	0

	GEA/1
	1

	GEA/2
	2

	GEA/3
	3

	GEA/4
	4

	GEA/5
	5

	GEA/6
	6

	GEA/7
	7


Table 8.38-4: Used NAS integrity protection algorithm Values
	Integrity protection Algorithm
	Value (Decimal)

	No integrity protection
	0

	128-EIA1
	1

	128-EIA2
	2

	EIA3
	3

	EIA4
	4

	EIA5
	5

	EIA6
	6

	EIA7
	7


* * * Next Change* * * *

8.56
UDP Source Port Number

UDP Source Port Number is coded as depicted in Figure 8.56-1. 

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 126 (decimal)
	

	
	2 to 3
	Length = n
	

	
	4
	Spare
	Instance
	

	
	5 to 6
	UDP Source Port Number
	

	
	7 to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.56-1: UDP Source Port Number

* * * Next Change* * * *

8.58
Selection Mode

The Selection mode information element indicates the origin of the APN in the message. 

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 128 (decimal)
	

	
	2 to 3
	Length = n
	

	
	4
	Spare
	Instance
	

	
	5
	Spare
	Selec. Mode
	

	
	6 to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.58-1: Selection Mode Information Element

Table 8.58-1: Selection Mode Values
	Selection mode value
	Value (Decimal)

	MS or network provided APN, subscribed verified
	0

	MS provided APN, subscription not verified
	1

	Network provided APN, subscription not verified
	2

	For future use. Shall not be sent. If received, shall be interpreted as the value "2".
	3


* * * Next Change* * * *

8.90
Additional MM context for SRVCC
The additional MM Context for SRVCC information element contains mobile station classmarks, supported codec list that are necessary for the MME/S4-SGSN to perform SRVCC as defined in 3GPP TS 23.216 [43]. The coding of Mobile Station Classmarks and Supported Codec List fields include the IE value part as it is specified in 3GPP TS 24.008 [5].
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 159 (decimal)
	

	
	2 to 3
	Length = n
	

	
	4
	Spare
	Instance
	

	
	5
	Length of the Mobile Station Classmark 2
	

	
	6 to a
	Mobile Station Classmark 2
	

	
	B
	Length of the Mobile Station Classmark 3
	

	
	(b+1) to c
	Mobile Station Classmark 3
	

	
	D
	Length of the Supported Codec List
	

	
	(d+1) to e
	Supported Codec List
	

	
	(e+1) to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.90-1: Additional MM context for SRVCC
* * * End of Changes * * * *
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