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1st Change
1
Scope

The present document specifies the network selection, including authentication and access authorization using authentication, authorization and accounting (AAA) procedures used for the interworking of the 3GPP system and WLANs. In addition to these, the present document also specifies the tunnel management procedures used for establishing an end-to-end tunnel from the WLAN UE to the 3GPP network via the Wu reference point.

The present document is applicable to the WLAN user equipment (UE) and the network. In this technical specification the network includes the WLAN and 3GPP network.

Tunnel management signalling is carried between WLAN-UE and WLAN by WLAN access technology specific protocols, however this signalling is transparent to the WLAN.

Tunnel management procedures are defined to be independent of the underlying WLAN access technology and as such can be reused independently of the underlying technology.

The present document specifies procedures within I-WLAN necessary in order for IMS emergency calls to be supported when I-WLAN is used as the underlying access network. These involve both network selection as well as tunnel management procedures.

Next Change
3.1
Definitions

For the purposes of the present document, the following terms and definitions apply:

active scanning: Capability of a WLAN UE to actively solicit support for a WLAN specific identifier (WSID) by for probing it.
Associated WSID: WSID that the WLAN UE uses for association with a WLAN AP.

Available WSID: WSID that the WLAN UE has found after scanning.

EAP AKA: EAP mechanism for authentication and session key distribution using the UMTS AKA authentication mechanism using the universal subscriber identity module (USIM) (see IETF RFC 4187 [9]).

EAP SIM: EAP mechanism for authentication and session key distribution using the GSM subscriber identity module (SIM) (see IETF RFC 4186 [10]).

External AAA server: The AAA server is located in an external packet data network. The PDG interworks with the external AAA server via the Wi reference point that is described in 3GPP TS 29.161 [3A].
Home PLMN (HPLMN): The home PLMN of the user.

Passive scanning: Capability of a WLAN UE to look for the support for a specific WSID by listening to the WSIDs broadcast in the beacon signal.
Public land mobile network (PLMN) selection: Procedure for the selection of a PLMN, via a WLAN, either manually or automatically.
Selected WSID: This is the WSID that has been selected according to subclause 5.1, either manually or automatically.

Selected PLMN: This is the PLMN that has been selected according to subclause 5.2, either manually or automatically.

Supported PLMN: A PLMN of a roaming partner (i.e. to which the WLAN operator has a direct roaming relationship).

Switch on: Action of activating a WLAN UE client.

Switch off: Action of deactivating a WLAN UE client.

WLAN specific identifier (WSID): Identifier for the WLAN.
For WLANs compliant with IEEE 802.11 [11] this is the SSID.

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.002 [1B] apply:
WLAN UE
3GPP AAA proxy

3GPP AAA server

Packet Data Gateway (PDG)

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.234 [2] apply:
3GPP - WLAN Interworking (WLAN-3GPP IW) 
Interworking WLAN

W-APN
WLAN 3GPP IP Access
WLAN Direct IP Access


For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.003 [1A] apply:

Alternative NAI

Decorated NAI

Root NAI

Next Change
4
General

4.1
3GPP WLAN interworking system

Within this specification, no distinction is made between roaming and non-roaming scenarios. Therefore, within the scope of this specification, the Wa and Wd reference points defined in 3GPP TS 23.234 [2] are considered identical. 

The WLAN UE is equipped with a universal integrated circuit card (UICC) in order to access the WLAN interworking service. For emergency cases, and dependent on local regulations, access shall be possible without a UICC card.

The 3GPP AAA server procedures covered in the present document are: 

-
Authentication of the 3GPP subscriber based on the SIM/USIM credentials; and

-
Access authorization of the 3GPP subscriber based on the WLAN access authorization information retrieved from HLR/HSS.

Other functionalities of the 3GPP AAA server are covered in 3GPP TS 29.234 [3].

WLAN technologies other than those compliant with IEEE 802.11 1999 [11], such as HiperLAN or Bluetooth, are not described specifically in this version of the present document. However, they are not excluded.

4.2
WLAN UE identities

4.2.1
General

WLAN UEs use network access identifier (NAI) as identification towards the 3GPP WLAN AAA server in the EAP Response/Identity message. The NAI is structured according to 3GPP TS 23.003 [1A].

4.2.2
Root NAI

This is the NAI format used by the WLAN UE when it attempts to authenticate directly to HPLMN (see IETF RFC 4284 [12] and 3GPP TS 23.234 [2]). The root NAI format is specified in 3GPP TS 23.003 [1A] subclause 14.3. The usage of the root NAI is specified in clause 5.

4.2.3
Decorated NAI

This is the NAI format used by the WLAN UE when it attempts to authenticate to HPLMN via VPLMN (see IETF RFC 4284 [12] and 3GPP TS 23.234 [2]). The decorated NAI format is specified in 3GPP TS 23.003 [1A] subclause 14.4. The usage of the decorated NAI is specified in clause 5.

4.2.4
Alternative NAI

This is the NAI format used by the WLAN UE when it attempts to obtain a list of available PLMNs during a manual selection procedure. The alternative NAI format is specified in 3GPP TS 23.003 [1A] subclause 14.6. The usage of alternative NAI is specified in clause 5.

Next Change
4.4.1
General

Network discovery can be performed in three ways: 
1)
direct connection from the I-WLAN to HPLMN using internet where authentication has been performed using a none IEEE 802.1x authentication mechanism;
2)
via a PLMN using IEEE 802.1x authentication access; or
3)
via IEEE 802.11u™ [23] ANQP.

In case 1), the USIM may contain the "HPLMN Direct Access Indicator" indicating whether the WLAN UE is allowed to perform IEEE 802.1x HPLMN discovery procedures or not. If the "HPLMN Direct Access Indicator" on USIM does not allow direct access, then the WLAN UE shall not perform IEEE 802.1x HPLMN discovery procedures. The WLAN UE once it has obtained I-WLAN access shall perform tunnel management procedures per the clause 8 to access the HPLMN.
In case 2) when IEEE 802.1x authentication mechanisms are used, the network discovery procedure shall be executed between the WLAN UE and the local AAA for the purpose of sending to the WLAN UE the supported PLMNs list for WLAN access for the manual selection procedure. The WLAN UE shall support the identity selection hints for EAP procedure as specified in IETF RFC 4284 [12]. The WLAN UE shall send the alternative NAI to the local AAA to trigger the network discovery procedure. If the I-WLAN is unable to route the WLAN UE's EAP authentication signalling to the 3GPP AAA server based on the NAI sent in the initial EAP-Response/Identity message and if the local AAA:

a)
supports identity selection hints for EAP procedure as described in IETF RFC 4284 [12], then the I-WLAN sends a subsequent EAP-Request/Identity message to the WLAN UE including the supported PLMNs list for WLAN access; or

b)
does not support identity selection hints for EAP procedure as described in IETF RFC 4284 [12], then the I-WLAN sends an EAP-Failure message to the WLAN UE.

In case 3) for WLANs and WLAN UEs that support IEEE 802.11u™ [23], the WLAN UE shall use ANQP to trigger the sending of the generic container. If the WLAN supports advertisement of PLMNs via IEEE 802.11u™ [23] the WLAN shall send back an ANQP response to the WLAN UE including the supported PLMNs list, using the format defined in Annex A. If the WLAN UE receives alternative ANQP responses, where the "Info ID" is not "3GPP Cellular Network information", the behaviour of the WLAN UE is outside the scope of this specification.

NOTE:
How the WLAN system obtains the Supported PLMN list when using IEEE 802.11u™ [23] procedures is outside of the scope of this specification.

For PLMNs that support emergency optimizations, this is indicated via the inclusion of the emergency specific service realm as defined in 3GPP TS 23.003 [1A].
4.4.2
WLAN UE procedures

Upon reception of an IEEE 802.11u™/D11.0 [23] ANQP response or EAP-Request/Identity message including the supported PLMNs list for WLAN access the WLAN UE shall:
-
Perform PLMN selection according to subclause 5.2.

-
Use the decorated NAI as specified in subclause 4.2 and using the PLMN ID of the selected PLMN.
-
Attempt to authenticate as specified in subclause 6.1.1 and using the NAI determined in the prior step.

-
Include emergency specific service realm as defined in 3GPP TS 23.003 [1A].
If the selected PLMN is the HPLMN, then NAI decoration shall not be performed as HPLMN ID is already contained in the root NAI. As an implementation option, the WLAN UE may store the supported PLMNs list for WLAN access.

Next Change
5
Network selection

5.1
General

WLAN selection consists of two selection procedures: I-WLAN selection and PLMN selection. These procedures are applicable to initial network selection at WLAN UE switch on and following recovery from lack of WLAN radio coverage. In order to ensure that the result of network selection is the association with an I-WLAN that has direct connection to HPLMN, both procedures are linked to each other as specified in this clause.

Two 3GPP - WLAN interworking network selection modes are defined, automatic and manual. At switch on, if the WLAN UE provides the optional feature of user preferred PLMN selection operating mode then this operating mode shall be used. The support of additional network selection modes is implementation dependent.

For manual network selection procedures defined in subclause 5.2.3 the WLAN UE produces a list of available PLMNs. The list of PLMN shall be acquired by performing one of the following: 

1)
If the WLAN UE and WLAN supports IEEE 802.11u™ [23] then ANQP shall be used each WSID;

2)
If the WLAN UE and WLAN supports IEEE 802.1x authentication, the WLAN UE shall associate and perform EAP based network discovery with the available WSID using the Alternative NAI until every available WLAN has been associated with and EAP network discovery has been performed; or

3)
If the WLAN does not support IEEE 802.1x authentication and the "HPLMN Direct Access Indicator" on USIM allows direct access and if the WLAN UE chooses to perform direct access to HPLMN, then the WLAN UE shall attempt to create a direct connection to the HPLMN using tunnel management procedures as defined in clause 8.

For automatic selection procedures defined in subclause 5.2.4. At switch on, or following recovery from lack of coverage, the WLAN UE selects the I-WLAN last registered PLMN, HPLMN or EHPLMN if available. 

As an alternative option to this, if the WLAN UE is in automatic network selection mode and it finds a WSID known to support connectivity to the HPLMN, the WLAN UE selects the HPLMN and does not return to the I-WLAN Last registered PLMN. The operator controls by the "I-WLAN HPLMN Priority Indication" data file in the USIM whether a WLAN UE that supports this option performs this alternative behaviour. If the HPLMN cannot be found, the WLAN UE returns to the I-WLAN last registered PLMN if available.

If there is no I-WLAN Last Registered PLMN, or if selection is not possible due to the PLMN being unavailable or selection failure, the WLAN UE shall use a WSID that has a direct connection to HPLMN. This is done by performing the procedures in 1) – 3) above with the available WSIDs until a WSID that has a direct connection to the HPLMN has been found. If a WSID that has direct connection to HPLMN is not found, then the WLAN UE attempts to select a WSID that has connection to one of the PLMNs in the preferred PLMNs lists. The order that the WLAN UE follows for association with the available WSIDs is determined by the "User Controlled WLAN Specific Identifier list", "Home I-WLAN Specific Identifier List" and "Operator Controlled WLAN Specific Identifier list", if available.

Network selection procedure is completely independent of the result of the PLMN selection under other radio access technologies that are specified in 3GPP TS 23.122 [1]. The signal quality shall not be used as a parameter for network selection.

To assist in selecting a PLMN a number of lists are defined: the"User Controlled PLMN Selector list for I-WLAN" and the "Operator Controlled PLMN Selector list for I-WLAN". If these lists are supported on the USIM then the WLAN UE shall read and use all the entries.

Next Change
5.2.1
WLAN UE I-WLAN selection procedure

The WLAN UE shall use scanning procedures as specified in subclause 4.3 in order to find the available WSIDs.

For the purpose of discovering the supported PLMNs:

1)
If both the WLAN and WLAN UE supports IEEE 802.11u™/D11.0 [23] the WLAN UE shall use ANQP procedures sequentially with each WSID; and

2)
The WLAN UE shall sequentially perform association with each WSID.

The above shall be performed using the list of available WSIDs in the following order:

a)
If the "I-WLAN HPLMN Priority Indication" data file is available in the USIM and is set then if the "Home I-WLAN Specific Identifier list" data file is available in the USIM, each WSID in the "Home I-WLAN Specific Identifier list" data file in the USIM (in priority order).

b)
If the "User Controlled WLAN Specific Identifier list" data file is available in the USIM, each WSID in the "User Controlled WLAN Specific Identifier list" data file in the USIM (in priority order).

c)
If the "Operator Controlled WLAN Specific Identifier list" data file is available in the USIM, each WSID in the "Operator Controlled WLAN Specific Identifier list" data file in the USIM (in priority order).

NOTE 1:
Requirements for the presence of the "User Controlled WLAN Specific Identifier list" data file, "Home I-WLAN Specific Identifier list" and the "Operator Controlled WLAN Specific Identifier list" data file are defined in 3GPP TS 31.102 [13].

d)
If neither "User Controlled WLAN Specific Identifier list", "Home I-WLAN Specific Identifier list"  nor "Operator Controlled WLAN Specific Identifier list" data file is available in the USIM and the ME supports at least one of the optional "User Controlled WLAN Specific Identifier list", "Home I-WLAN Specific Identifier list" or "Operator Controlled WLAN Specific Identifier list" lists in the ME memory:

NOTE 2:
Requirements for the presence of the "Home I-WLAN Specific Identifier list" data file are defined in OMA-DDS-DM_ConnMO_WLAN-V1_0-20081024-A [24] referenced in the AccessNetworkInformationRef leaf of the ANDSF Management Object given 3GPP TS 24.312 [25].

i)
if the "I-WLAN HPLMN Priority Indication" data file is available in the USIM and is set then each WSID in the "Home WLAN Specific Identifier list" data file in the ME (in priority order);

ii)
each WSID in the "User Controlled WLAN Specific Identifier list" data file in the ME (in priority order);

iii)
each WSID in the "Operator Controlled WLAN Specific Identifier list" data file in the ME (in priority order).

e)
Other WSIDs supporting 3GPP - WLAN interworking in implementation specific order.

In the case of Automatic PLMN selection the WLAN UE shall stop performing association with other WLANs once a direct connection to the HPLMN has been found if there is:

1)
no EHPLMN list present; or

2)
the EHPLMN list is present but empty; or

3)
the EHPLMN list has a single entry which is the PLMN derived from the IMSI.

In the case when the EHPLMN list is present and the list has:

1)
a single entry that is not the PLMN derived from the IMSI then the WLAN UE shall stop performing association with other WLANs once a direct connection to the EHPLMN has been found; or

2)
two or more entries, then the WLAN UE shall stop association with other WLANs when the highest priority EHPLMN has been found.

If no association with any I-WLAN is found, the WLAN UE behaviour is implementation dependent.

The PLMN identities thus found are used in the PLMN selection procedure.

Next Change
5.2.3
Manual PLMN selection mode procedure

In case of manual network selection mode, for WLANs that: 
1)
together with the WLAN UE support IEEE 802.11u™/D11.0 [23], the WLAN UE shall send an ANQP request to each WSID. If the WSID supports advertisement of PLMNS, it shall send back an ANQP response to the WLAN UE including the Supported PLMNs list for WLAN access. See Annex A. If the WLAN UE receives a ANQP response where the "Info ID" is not "3GPP Cellular Network information" the behaviour of the WLAN UE is outside the scope of this specification.

2)
support IEEE 802.1x authentication, the WLAN UE shall request for a list of supported PLMNs by issuing an EAP-Response/Identity message to the WLAN including as identity the alternative NAI. See subclause 4.2.5.

3)
do not support IEEE 802.1x authentication, if the "HPLMN Direct Access Indicator " in the USIM allows direct access and if the WLAN UE chooses to perform direct access to HPLMN, then for HPLMN access the WLAN UE shall sequentially perform association and perform tunnel management procedures as specified in the clause 8 with each broadcast WSID that does not support IEEE 802.1x authentication.

NOTE:
In case 3), if authentication is required to access the internet when accessing a WLAN that does not support IEEE 802.1x authentication then the procedures to do this are outside scope of this specification.

The WLAN UE shall indicate to the user the PLMNs which are available. If more than one I-WLAN is capable of being used to establish a direct connection with a PLMN the WLAN UE should indicate each of the candidate I-WLANs along with the PLMN to the user. If displayed, PLMNs from the Supported PLMNs list shall be presented in the following order:

a)
HPLMN (if the EHPLMN list is not present, or is present and empty);
b)
If one or more of the EHPLMNs are available then based on the optional "I-WLAN Equivalent HPLMN Presentation Indication" data file on the USIM either the highest priority EHPLMN among those that are available is to be presented to the user or all available EHPLMNs are presented to the user in priority order;

c)
If the "User Controlled PLMN Selector for I-WLAN access" data file is available, PLMNs in the "User Controlled PLMN Selector for I-WLAN access" data file in the USIM (in priority order).

d)
If the "Operator Controlled PLMN Selector for I-WLAN access" data file is available, PLMNs in the "Operator Controlled PLMN Selector for I-WLAN access" data file in the USIM (in priority order).

e)
If neither "User Controlled PLMN Selector for I-WLAN access" nor "Operator Controlled PLMN Selector for WLAN access" data file is available in the USIM or in case when SIM is inserted:

i)
each PLMN in the "User Controlled PLMN Selector with Access Technology" data file, if available in the USIM/SIM (in priority order);

ii)
each PLMN in the "Operator Controlled PLMN Selector with Access Technology" data file, if available in the USIM/SIM (in priority order).

f)
If none of the PLMN selector lists in steps c, d and e is available and the ME supports at least one of the optional "User Controlled PLMN Selector for I-WLAN access" and "Operator Controlled PLMN Selector for I-WLAN access" lists in the ME:

i)
each PLMN in the "User Controlled PLMN Selector for I-WLAN access" data file in the ME (in priority order);

ii)
each PLMN in the "Operator Controlled PLMN Selector for I-WLAN access" data file in the ME (in priority order).

g)
Any other PLMN in random order.

The HPLMN may provide on the USIM additional information on the available PLMNs. If this information is provided then the WLAN UE shall indicate it to the user. This information, provided as free text may include:
-
preferred partner;

-
roaming agreement status; and

-
supported services.

Furthermore, the WLAN UE may indicate whether the available PLMNs are present on the EHPLMN list, the "User Controlled Selector for I-WLAN access" data file or the "Operator Controlled PLMN Selector for I-WLAN access" data file. The WLAN UE may also indicate that the PLMN is not present on any of these lists.
If a PLMN was selected before the procedure and if the user does not select a PLMN, the selected PLMN shall be the one that was selected before the PLMN selection procedure started.

If successful authentication is achieved, the WLAN UE shall indicate the selected PLMN. If the"I-WLAN Last Registered PLMN" data file is available in the USIM (see 3GPP TS 31.102 [13]) then the WLAN UE shall store the selected PLMN on the USIM else the WLAN UE shall store the selected PLMN on the ME.

If no PLMN is found, the WLAN UE behaviour is implementation dependent.

5.2.4
Automatic PLMN selection mode procedure

In case of automatic selection for WLANs that UE shall select and attempt to authenticate with an available and allowable PLMN. For WLANs that: 

1)
together with the WLAN UE support IEEE 802.11u™/D11.0 [23], the WLAN UE shall send an ANQP request to each WSID. If the WSID supports advertisement of PLMNS, it shall send back an ANQP response to the WLAN UE including the Supported PLMNs list for WLAN access. See Annex A. If the WLAN UE receives a ANQP response where the "Info ID" is not "3GPP Cellular Network information" the behaviour of the WLAN UE is outside the scope of this specification.

2)
do not support IEEE 802.1x authentication, if the "HPLMN Direct Access Indicator" in the USIM allows direct access and if the WLAN UE chooses to perform direct access to HPLMN, then the WLAN UE shall sequentially perform association and perform tunnel management procedures as specified in the clause 8 with each broadcast WSID that does not support IEEE 802.1x authentication.

3)
support IEEE 802.1x authentication, the WLAN UE shall request for a list of supported PLMNs by issuing an EAP-Response/Identity message to the WLAN including as identity the alternative NAI. See subclause 4.2.5.

After that, the WLAN UE shall choose an available and allowable PLMN in the following order:

a)
If the USIM data file "I-WLAN HPLMN Priority Indication" is available and set to prioritise HPLMN, then:

i)
HPLMN (if the EHPLMN list is not present, or is empty);
ii)
if the EHPLMN list is present and contains at least one entry the highest EHPLMN that is available; and

iii)
if the "I-WLAN Last Registered PLMN" data file is available in the USIM, the PLMN in the "I-WLAN Last Registered PLMN" in the USIM;

else if  the "I-WLAN Last Registered PLMN" data file is not available in the USIM and the ME supports the "I-WLAN Last Registered PLMN", the PLMN in the "I-WLAN Last Registered PLMN" in the ME;
b)
If "I-WLAN HPLMN Priority Indication" data file is available in the USIM and is not set or is not present on the USIM:

i)
if the "I-WLAN Last Registered PLMN" data file is available in the USIM, the PLMN in the "I-WLAN last Registered PLMN" in the USIM;


else if the "I-WLAN Last Registered PLMN" data file is not available in the USIM and the ME supports the "I-WLAN Last Registered PLMN" and the last registered PLMN for I-WLAN is available and set to prefer the last registered PLMN, then the PLMN in the "I-WLAN Last Registered PLMN" in the ME;
ii)
HPLMN (if the EHPLMN list is not present, or exists but is empty); or

iii)
if the EHPLMN list is present and contains at least one entry the highest EHPLMN that is available.

c)
If the "User Controlled PLMN Selector for I-WLAN access" data file is available in the USIM, each PLMN in the "User Controlled PLMN Selector for I-WLAN access" data file in the USIM (in priority order) ;

d)
If the "Operator Controlled PLMN Selector for I-WLAN access" data file is available in the USIM, each PLMN in the "Operator Controlled PLMN Selector for I-WLAN access" data file in the USIM (in priority order);

NOTE:
Requirements for the presence of the "User Controlled PLMN Selector for I-WLAN access" data file and the "Operator Controlled PLMN Selector for I-WLAN access" data file are defined in 3GPP TS 31.102 [13].

e)
If neither "User Controlled PLMN Selector for I-WLAN access" nor "Operator Controlled PLMN Selector for I‑WLAN access" data file is available in the USIM or in case when SIM is inserted:

i)
each PLMN in the "User Controlled PLMN Selector with Access Technology" data file, if available in the USIM/SIM (in priority order);

ii)
each PLMN in the "Operator Controlled PLMN Selector with Access Technology" data file, if available in the USIM/SIM (in priority order).
f)
If none of the PLMN selector lists in steps b, c and d is available and the ME supports at least one of the optional "User Controlled PLMN Selector for I-WLAN access" or "Operator Controlled PLMN Selector for I-WLAN access" lists in the ME:

i)
each PLMN in the "User Controlled PLMN Selector for I-WLAN access" data file in the ME (in priority order);

ii)
each PLMN in the "Operator Controlled PLMN Selector for I-WLAN access" data file in the ME (in priority order).

g)
Any other PLMN in random order.

If successful authentication is achieved, the WLAN UE shall indicate to the user the selected PLMN. If the "I-WLAN Last Registered PLMN" data file is available in the USIM, the WLAN UE shall store the selected PLMN on the USIM else the WLAN UE shall store the selected PLMN on the ME.

If no PLMN is selected, the WLAN UE behaviour is implementation dependent.

If the WLAN UE loses coverage with the associated access point, a new I-WLAN is discovered automatically using the I-WLAN association procedure in subclause 5.2.1.

Next Change
5.4
User reselection and steering of roaming

Next Change
5.4.1.1
General

At any time the user or HPLMN via the steering of roaming feature can request the WLAN UE to initiate reselection onto a supported PLMN, according to the following procedures, dependent upon the PLMN selection mode (automatic or manual). In this case and in both PLMN selection modes, the WLAN UE shall:

-
disassociate with the current associated WSID by initiating disassociation procedure as specified in IEEE 802.11 1999 [11];
-
initiate association procedure as specified in IEEE 802.11 1999 [11], taking into account PLMN selection procedure as specified in subclause 5.2;

-
depending on the PLMN selection mode (automatic or manual), perform a new PLMN selection as specified in subclauses 5.4.1.2 and 5.4.1.3.

5.4.1.2
Automatic network selection mode

The WLAN UE shall follow the automatic network selection mode procedure as specified in subclause 5.2.4 with the exception that the WLAN UE shall not chose the current mediating PLMN unless it is the only PLMN that is available.

5.4.1.3
Manual network selection mode

The WLAN UE shall follow the manual network selection mode procedure as specified in subclause 5.2.3

Next Change
5.4.2
3GPP AAA server procedures

The WLAN UE may associate with a new access point and select a different PLMN than the current PLMN in which the WLAN UE has been authenticated. In this case the 3GPP AAA server may receive a new EAP authentication request from the same user but from a different PLMN (e.g. the new selected WLAN VPLMN will generate a new decorated NAI). The 3GPP AAA server shall proceed with the new EAP authentication request.

If the EAP authentication procedure triggered by the new EAP authentication request from the same user is successful, the 3GPP AAA server may either release the current stored authentication status information or keep both the current stored authentication status information and the new authentication status information obtained from the latest successful EAP authentication procedure.

6
WLAN UE to 3GPP network protocols

6.1
WLAN UE to 3GPP AAA server protocols

6.1.1
WLAN access authentication and authorization protocols

6.1.1.1
General

6.1.1.1.1
Non-emergency case
WLAN authentication signalling shall be executed between WLAN UE and 3GPP AAA server for the purpose of authenticating the end-user and enabling the access to the WLAN or to the WLAN and the 3GPP network.

WLAN authentication signalling for 3GPP - WLAN interworking shall be based on extensible authentication protocol (EAP) as specified in IETF RFC 3748 [6]).

The WLAN UE and the 3GPP AAA server shall support EAP authentication procedures as specified in IETF RFC 4187 [9] and IETF RFC 4186 [10].

Other EAP authentication methods than those specified in IETF RFC 4187 [9] and IETF RFC 4186 [10] may also be supported by the WLAN UE, but are not part of 3GPP - WLAN interworking; therefore these other EAP authentication methods are out of the scope of the present document.


WLAN access authorization shall be performed upon successful user authentication in the 3GPP AAA server and it includes access rules as defined by the operator (see subclause 6.1.1.3.6).

Next Change
6.1.1.2.1
Identity management

In both EAP AKA and EAP SIM based authentications, the WLAN UE shall proceed as follows.

The WLAN UE shall always use the leading digits notation when building the username part of NAI from IMSI, as specified in 3GPP TS 23.003 [1A]. IETF RFC 4187 [9] and IETF RFC 4186 [10] each define the leading digits to identify their particular authentication mechanism.

In the first EAP-Response/Identity message the WLAN UE shall include a NAI which username is derived from IMSI. The format of such username is defined in 3GPP TS 23.003 [1A]. The WLAN UE shall include the root NAI or decorated NAI for authentication purposes. The WLAN UE shall include the alternative NAI for manual network selection procedure.

The WLAN UE shall support the mechanism for communicating its identity to the server using EAP/AKA and EAP/SIM messages as specified in EAP AKA and EAP SIM respectively.

If the WLAN UE receives an EAP-Request/AKA-Identity message or EAP-Request/SIM/Start message including an AT_PERMANENT_ID_REQ attribute after sending an identity response including the pseudonym, the WLAN UE shall respond to this new identification request by including a NAI in which username is derived from IMSI. This WLAN UE behaviour is defined in IETF RFC 4186 [10] and in IETF RFC 4187 [9].

6.1.1.2.2
User identity privacy

In both EAP AKA and EAP SIM based authentications, the support of user identity privacy is mandatory for the WLAN UE.

The reception of temporary identity(ies) (pseudonym and/or re-authentication identity) in any EAP authentication indicates to the WLAN UE that user identity privacy is enabled as described in subclause 6.1.1.3.2.

The WLAN UE shall not interpret the temporary identity(ies), but store the received identity(ies) and use it at the next EAP authentication.

If the WLAN UE receives temporary identity(ies) (pseudonym and/or re-authentication identity) during EAP authentication from the 3GPP AAA server (as specified in 3GPP TS 33.234 [5]), then the WLAN UE shall process the authentication challenge information (e.g. RAND, AUTN, MAC) received together with the temporary identity(ies). If the EAP authentication procedure is successful (i.e. EAP–Success message), the WLAN UE shall consider the new temporary identity(ies) as valid.

The WLAN UE after successful EAP authentication takes the following actions if new temporary identity(ies) was received in AT_ENCR_DATA attribute:

-
if the temporary identity is a pseudonym, the WLAN UE shall store it in the "Pseudonym" data file in the USIM. If the "Pseudonym" data file is not available in the USIM, the WLAN UE shall store the pseudonym in the ME; and

-
if the temporary identity is a re-authentication identity, the WLAN UE shall store it in the "Re-authentication identity", data file in the USIM together with new master key, transient EAP keys and counter value. If the "Re-authentication identity" data file is not available in the USIM, the WLAN UE shall store the re-authentication identity in the ME together with new master key, transient EAP keys and counter value.

The WLAN UE after successful EAP authentication takes the following actions if no new temporary identity(ies) was received in AT_ENCR_DATA attribute:

-
Temporary identities are one-time identities. If the WLAN UE does not receive a new  temporary identity(ies), the WLAN UE shall delete the corresponding temporary identity(ies) from the USIM/ME (i.e. the WLAN UE shall set the username of the corresponding temporary identity(ies) field to the "deleted" value to indicate no valid temporary identity(ies) exists as specified in 3GPP TS 23.003 [1A]). When the temporary identity(ies) stored in the USIM/ME indicates the "deleted" value in the username part, the WLAN UE shall consider the corresponding temporary identity(ies) as invalid and shall not send that temporary identity(ies) at the next EAP authentication.

Upon reception of an EAP-Request/Identity message, the WLAN UE shall take one of the following actions depending on the presence of the temporary identity(ies):

-
if valid re-authentication identity is available, the WLAN UE shall use the re-authentication identity at the next EAP authentication. If not, then

-
if valid pseudonym is available, the WLAN UE shall use the pseudonym at the next EAP authentication. If not, then

-
The WLAN UE shall use the permanent IMSI-based identity at the next EAP authentication.

6.1.1.2.3
EAP AKA based authentication

The WLAN UE with USIM inserted shall support EAP AKA based authentication, and it shall attempt to authenticate using EAP AKA authentication as the first EAP method. The WLAN UE shall be able to accept EAP AKA based authentication in the EAP method negotiation.

6.1.1.2.4
EAP SIM based authentication

If the WLAN UE supports the ME-SIM interface, and if SIM has been inserted, then the WLAN UE shall support EAP SIM based authentication. In this case, the WLAN UE shall be able to accept EAP SIM based authentication as EAP method negotiation.

The EAP SIM based authentication does not require the ME-SIM interface, and therefore EAP SIM based authentication could also be performed using the 2G authentication and key agreement (AKA) functions on the USIM application. However, if a UICC with USIM has been inserted, then the default EAP method policy of the WLAN UE shall not accept EAP SIM based authentication.

6.1.1.2.4.1
Interoperability cases

If the WLAN UE does not accept EAP SIM based authentication when USIM has been inserted, then interoperability problems may occur with pre-release 6 AAA servers that only support EAP SIM based authentication. Therefore, ME implementations may allow configuring an EAP method policy that allows EAP SIM based authentication even if a UICC with USIM has been inserted.

Next Change
6.1.1.2.6
Protected result indications

The WLAN UE shall support protected result indications (i.e. MAC protected) for both EAP AKA and EAP SIM as specified in 3GPP TS 33.234 [5]. 

The reception of the result indication (i.e. AT_RESULT_IND attribute) at any EAP authentication indicates to the WLAN UE that the 3GPP AAA server requests to use protected success result indications.

If the WLAN UE receives a result indication in the EAP-Request/AKA-Challenge or EAP-Request/SIM-Challenge message during the EAP authentication, the WLAN UE shall process the challenge information. Then, the WLAN UE takes the following actions depending on the result of the EAP authentication procedure:

-
if the EAP authentication is successful, the WLAN UE shall include the result indication along with the authentication response (e.g. MAC and RES) in the EAP-Response/AKA-Challenge or EAP-Response/SIM-Challenge message. Then, if the EAP authentication is also successful on the 3GPP AAA server side, the WLAN UE receives an EAP-Request/AKA-Notification or EAP-Request/SIM-Notification message, which contains a success notification and is MAC protected, prior the EAP-Success message.

-
if the EAP authentication is unsuccessful, the WLAN UE shall send an EAP-Response/AKA-Client-Error or EAP-Response/SIM-Client-Error message. Then, the WLAN UE shall wait for the reception of the EAP Failure message to conclude the EAP authentication procedure.

Upon receipt of an EAP-Request/AKA-Notification or EAP-Request/SIM-Notification message, the WLAN UE shall acknowledge it by sending an EAP-Reponse/AKA-Notification or EAP-Response/SIM-Notification message. Then, the WLAN UE shall wait for the reception of the EAP-Success or EAP-Failure message to conclude the EAP authentication procedure.

NOTE 1:
The EAP-Request/AKA-Notification or EAP-Request/SIM-Notification message contains an indication of whether the EAP authentication procedure is successful or unsuccessful as specified in IETF RFC 4187 [9] and IETF RFC 4186 [10].

NOTE 2:
The EAP AKA and EAP SIM signalling flows are described in 3GPP TS 33.234 [5].

Next Change
6.1.1.3
3GPP AAA server procedures

Next Change
6.1.1.3.2
User identity privacy

In both EAP AKA and EAP SIM based authentications, the support of user identity privacy is mandatory for the 3GPP AAA server. However, the usage of this feature is optional for the 3GPP AAA server.

The user identity privacy should be enabled in the 3GPP AAA server. If user identity privacy is enabled, the 3GPP AAA server shall send new encrypted temporary identity(ies) (pseudonym and/ or re-authentication identity) to the WLAN UE in every EAP authentication procedure. The description of temporary identity management is specified in 3GPP TS 33.234 [5].

When mapping a user temporary identity (pseudonym or re-authentication identity) to a permanent IMSI-based identity, the 3GPP AAA server shall only examine the username portion of the user temporary identity and ignore the realm portion of the identity.

NOTE:
The realm portion of the temporary identity will always be the realm indicated by the 3GPP AAA server (see 3GPP TS 23.003 [1A]).

6.1.1.3.3
EAP SIM and EAP AKA based authentication

The 3GPP AAA server shall support both EAP SIM and EAP AKA based authentication as specified in IETF RFC 4187 [9] and IETF RFC 4186 [10].

6.1.1.3.4
3GPP AAA server operation in the beginning of authentication

The 3GPP AAA server shall support EAP method negotiation, as specified in EAP IETF RFC 3748 [6].

The EAP method policy of the 3GPP AAA server shall not accept EAP-SIM based authentication for USIM subscribers, and only accept EAP-SIM based authentication for SIM subscribers.

The procedure to select the EAP method to use for authentication is the following:

1)
The format of the identity received in EAP-Response/Identity message may contain an indication of the EAP method to be used by the 3GPP AAA server as defined in 3GPP TS 23.003 [1A]. For example, if the identity format indicates EAP SIM, the leading character in the identity is "1" so, the identity might be a permanent IMSI-based identity for EAP SIM. The permanent identity format and the usage of leading digits for IMSI-based permanent identity are specified in IETF RFC 4187 [9] and IETF RFC 4186 [10]. The format of the pseudonyms and re-authentication identities are specified in 3GPP TS 33.234 [5].
2)
If the 3GPP AAA server is not able to map the user identity received in EAP-Response/Identity message to a subscriber identity (e.g. an obsolete pseudonym), but it recognizes the EAP method, the 3GPP AAA server shall request a new identity using the EAP method indicated by the WLAN UE.

3)
If the 3GPP AAA server is able to map the user identity received in EAP-Response/Identity message to a subscriber identity (IMSI), but the EAP method does not match with user's subscription information, the 3GPP AAA server shall use the EAP method indicated by user's subscription (with the exception specified in the subclause 6.1.1.3.4.1). For example, if the EAP method indicates EAP AKA, but the 3GPP AAA server has available information that subscriber's UICC only supports SIM based authentication, (e.g. received authentication vectors are triplets rather than quintuplets), then user's subscription shall prevail and the 3GPP AAA server shall propose EAP SIM as the first authentication method.

4)
If the 3GPP AAA server is not able to recognize the user identity received in EAP-Response/Identity message and hence the EAP method, the EAP method to use is implementation dependent. If this EAP method does not match user's subscription in the WLAN UE, the WLAN UE shall respond with a Nak to the 3GPP AAA server. Then, the 3GPP AAA server shall use the other EAP method until a recognized identity is received.

Next Change
6.1.1.3.6
WLAN access authorization

WLAN access authorization between the WLAN UE and the 3GPP AAA server shall be combined with the WLAN access authentication and performed before service authorization and transport IP address allocation.

The 3GPP AAA server shall perform access authorization once user authentication succeeds but before sending EAP‑Success message to the WLAN UE.

The 3GPP AAA server shall check whether the user is allowed to use WLAN service based on the user's subscription and optionally, information about the I-WLAN (e.g. I-WLAN operator name, location and throughput). If the check is successful the 3GPP AAA server shall complete the authentication procedure by sending a positive response to the WLAN UE that is, an EAP-Success message.

Additionally, the 3GPP AAA server may apply certain access control rules (such as access scope limitation, time limitation, bandwidth control values, and/or user priority) based on user's subscription, the account status, O&M rules (e.g. blacklist, access limitation list), and local agreements or information about the I-WLAN.

Next Change
6.1.1.3.8
3GPP AAA server procedures in the emergency case

For the case of using I-WLAN as the access network for IMS emergency calls, the requirements as specified in subclauses 6.1.1.3.1, 6.1.1.3.2, 6.1.1.3.3, 6.1.1.3.4, 6.1.1.3.5, 6.1.1.3.6 and 6.1.1.3.7 shall apply with the following modifications:

-
For the case where the WLAN UE indicates access is for emergency call purposes, no access authorization shall be required.
NOTE:
 The UICC-less case is not supported in this version of protocol.

Next Change
7.6b
Home I-WLAN Specific Identifier List

The "Home I-WLAN Specific Identifier List" file contains a list of WSIDs related to I-WLANs that have a direct relationship with the HPLMN. It shall be possible to store at least ten entries on the list. The contents of this file are specified in 3GPP TS 31.102 [13]. When stored in the ME, the contents of this file may as an implementation option be specified in:

a)
OMA-DDS-DM_ConnMO_WLAN-V1_0-20081024-A [24] referenced in the AccessNetworkInformationRef leaf of the ANDSF Management Object given in 3GPP TS 24.312 [25];or

b)
the Home_Access_ID leaf as specified in 3GPP TS 24.235 [26].

If both a) and b) are available in the WLAN UE, the WLAN UE shall use the contents of b).

Next Change
7.10
I-WLAN HPLMN Priority Indication

The "I-WLAN HPLMN Priority Indication" identifies, if supported by the WLAN UE, that the HPLMN is expected to be chosen, if available, when "I-WLAN Last Registered PLMN" file is available in either the USIM or ME. The contents of this file are specified in 3GPP TS 31.102 [13]. When stored in the ME, the contents may as an implementation option be stored in the WLAN_HPLMN_Priority_Indication leaf as specified in 3GPP TS 24.235 [26].

Next Change
8.1
General

The purpose of tunnel management procedures is to define the procedures for establishment or disconnection of an end-to-end tunnel between the WLAN UE and the PDG. Tunnel establishment procedure is always initiated by a WLAN UE, whereas Tunnel Disconnection procedure can be initiated by the WLAN UE or network.

Tunnel establishment procedures can be initiated by a WLAN UE without having been previously authenticated for WLAN Direct IP Access. There is no requirement to use the full authentication mechanism for the first tunnel establishment if the WLAN UE is already authenticated for WLAN interworking. However, if the WLAN UE is attempting WLAN 3GPP IP Access without being authenticated earlier, i.e. not having received previously any temporary identity; full authentication mechanism shall be used by the 3GPP network and the WLAN UE (using the IMSI).
The security mechanisms for tunnel setup using IPsec and IKEv2 are specified in 3GPP TS 33.234 [5].

If QoS mechanisms are applied, Diffserv (see IETF RFC 2475 [19]) is used as the QoS mechansim between the WLAN UE and the PDG. Colouring the DS Field, i.e. the IPv4 header TOS octet or the IPv6 Traffic Class octet, is in conformance with the definition given in IETF RFC 2474 [18].
8.2
Tunnel establishment procedures

8.2.1
WLAN UE procedures

8.2.1.1
General

Before initiation of tunnel establishment the WLAN UE shall offer the possibility to the subscriber to select between direct access to external IP network from the WLAN or access through the PLMN. In case the user selects to access through the PLMN, the WLAN UE shall initiate the tunnel establishment procedure after selecting a remote tunnel endpoint using domain name system (DNS) procedure as mentioned in the subclause 8.2.1.2.

The WLAN UE shall support the IKEv2 protocol (see IETF RFC 4306 [14]) for IPsec tunnel negotiation as specified in 3GPP TS 33.234 [5], in order to establish trusted relationships (i.e. mutual authentication with the PDG).

The WLAN UE shall support IPsec ESP (see IETF RFC 4303 [15]) in order to provide secure tunnels between the WLAN UE and the PDG as specified in 3GPP TS 33.234 [5].

The WLAN UE may support authentication to an external AAA server as described in IETF RFC 4739 [16]. In this case, the WLAN UE shall support one of following authentication mechanisms i.e. EAP, PAP or CHAP procedures as described in 3GPP TS 33.234 [5].
Next Change
8.2.1.2
Selection of remote tunnel endpoint

The WLAN UE shall support the implementation of standard DNS mechanisms in order to retrieve the IP address(es) of the remote tunnel endpoint, i.e. the PDG.

When performing W-APN resolution (i.e. building a fully qualified domain name (FQDN) for the DNS request), the WLAN UE shall include both W-APN network identifier (NI) and W-APN operator identifier (OI). If the user did not provide a value for W-APN OI, then the WLAN UE shall use the HPLMN ID or VPLMN ID as the W-APN OI, depending on internal configuration. The structure of the W-APN is defined in 3GPP TS 23.003 [1A]. 

NOTE:
The W-APN NI identifies the IP network the user wants to access, e.g. operator service network or the Internet. The W-APN OI defines in which PLMN the PDG is located and it is used in WLAN-3GPP IW in order to select a PDG in VPLMN or a PDG in HPLMN. For this reason the W-APN OI usage in the DNS query is mandatory in WLAN-3GPP IW.

The initial selection of the remote tunnel endpoint is done in the WLAN UE. Upon reception of a DNS response containing one or more IP addresses of PDGs that support the requested W-APN, the WLAN UE shall select an IP address with the same IP version as its local IP address. This selection may be performed by the user (WLAN UE implementation option) or may be performed automatically by the WLAN UE. In the later case, the criterion for automatic selection is implementation dependent.

Next Change
8.2.1.3.1
WLAN UE initiated tunnel establishment with authentication to the 3GPP AAA server
In order to request the establishment of a tunnel to a certain W-APN, the WLAN UE shall comply with IKEv2 protocol definitions as defined in the IKEv2 protocol (IETF RFC 4306 [14]). In order to set up an IKE connection between the WLAN UE and the PDG, the WLAN UE shall initiate the signalling procedure by sending the IKE_SA_INIT request message defined in IETF RFC 4306 [14] to the PDG. On receipt of an IKE_SA_INIT response, the WLAN UE shall send a tunnel establishment request (IKE_AUTH request message defined in IETF RFC 4306 [14]) to the selected PDG (see subclause 8.2.1.2) including the W-APN and the NAI. The WLAN UE shall include in IDr payload the W-APN that was used in the DNS query and in the IDi payload the NAI.

NOTE 1:
The username part of the NAI included in IDi payload may be an IMSI, pseudonym or re-authentication ID.

NOTE 2:
Fast re‑authentication mechanism is optional, and therefore is an implementation option in the WLAN UE and operator configuration issue (i.e. it also depends on whether the AAA server sent an re-authentication ID during previous EAP authentication) whether to use it during tunnel establishment.

Upon receipt of a response message with Notify payload of type "ERROR" i.e. indicating the failure of the tunnel establishment the WLAN UE may either:

-
select a new PDG from the list received from the DNS server during remote tunnel endpoint selection (see subclause 8.2.1.2) and initiate a new tunnel establishment using this newly selected PDG; or

-
perform a new remote tunnel endpoint selection requesting PDG IP addresses from HPLMN, select a new PDG from the list received from the DNS server (see subclause 8.2.1.2) and initiate a new tunnel establishment using this newly selected PDG; or

-
stop the tunnel establishment attempt and release the security association (SA) with the PDG.

8.2.1.3.2
WLAN UE initiated tunnel establishment with additional authentication to an external AAA server
When the WLAN UE needs authentication to an external AAA server for WLAN 3GPP IP Access at a particular W-APN, the WLAN UE shall perform the actions as specified in subclause 8.2.1.3.1 with the following additions:

On receipt of an IKE_SA_INIT response from the PDG containing a Notify payload of type "MULTIPLE_AUTH_SUPPORTED", the WLAN UE shall include a "MULTIPLE_AUTH_SUPPORTED" Notify payload in the IKE_AUTH request as described in IETF RFC 4739 [16]. If the IKE_SA_INIT response from the PDG does not contain a Notify payload of type "MULTIPLE_AUTH_SUPPORTED", the WLAN UE shall use the procedures defined in subclause 8.3.1 to disconnect the tunnel. After that, the WLAN UE then may either:

-
select a new PDG from the list received from the DNS server during remote tunnel endpoint selection (see subclause 8.2.1.2) and initiate a new tunnel establishment using this newly selected PDG; or

-
perform a new remote tunnel endpoint selection requesting PDG IP addresses from HPLMN, select a new PDG from the list received from the DNS server (see subclause 8.2.1.2) and initiate a new tunnel establishment using this newly selected PDG; or

-
perform an implementation specific action.
After successful EAP SIM or EAP AKA based authentication, the WLAN UE shall send an IKE_AUTH request with Authentication (AUTH) payload, and Notify payload of type "ANOTHER_AUTH_FOLLOWS".

Upon subsequent receipt of an IKE_AUTH response with AUTH payload only, the WLAN UE shall send an IKE_AUTH request to the PDG containing the user identity in the private network in the IDi payload encoded in UTF-8 format as described in IETF RFC 3629 [17]. The WLAN UE then takes the following actions, depending on the type of EAP request received from the PDG within the IKE_AUTH response and the credentials the WLAN UE has stored for the particular W-APN:
-
If the WLAN UE receives an EAP-GTC request and the WLAN UE has PAP credentials, then the WLAN UE shall send EAP-GTC response to the PDG containing the user’s PAP password encoded in ASCII. 

-
If the WLAN UE receives an EAP-MD-5 request, and the WLAN UE has CHAP credentials, then the WLAN UE shall send an EAP MD5-Challenge response to the PDG
-
If the WLAN UE receives a different EAP authentication type request for which the WLAN UE has credentials, then the WLAN UE shall send EAP response to the PDG.
-
If the WLAN UE receives a different EAP authentication type request, which the WLAN UE does not support, then the WLAN UE shall send EAP-Legacy-Nak response to the PDG containing authentication types supported by the WLAN UE.
NOTE 1:
The authentication and authorization to an external AAA server for WLAN 3GPP IP Access signalling flows are described in 3GPP TS 33.234 [5].
Next Change
8.2.1.6

In place rekeying of existing security association

The WLAN UE may use the CREATE_CHILD_SA procedure as described in IETF RFC 4306 [14] to rekey existing IKE and IPsec security association(s). 

In order to rekey an existing IPsec ESP security association, the security association (SA) payload is to type "ESP" and a Notify payload of type "REKEY_SA" is included in the CREATE_CHILD_SA request message.

In order to rekey the IKE security association, the SA payload is set to type "IKE" in the CREATE_CHILD_SA request message.

8.2.1.7
Additional tunnel establishment

The WLAN UE may use the CREATE_CHILD_SA procedure as described in IETF RFC 5996 [14] to establish additional tunnels inside an already established IKE security association:

In order to establish an additional IPsec ESP security association (I-WLAN tunnel), the WLAN UE shall set the SA payload to type "ESP". 

If the WLAN UE receives a CREATE_CHILD_SA response message from the PDG with a Notify payload of type "NO_ADDITIONAL_SAS", this indicates that the WLAN UE already has the maximum number of IPsec ESP SAs allowed at that PDG per IKE security association. The WLAN UE shall not attempt to setup IPsec ESP security association to this PDG in excess of this number. All other error cases are treated according to IETF RFC 4306 [14].

8.2.1.8
WLAN UE procedures for the emergency case

In the case where IMS emergency calls will be established over the I-WLAN tunnel, the procedures as desribed in subclauses 8.2.1.2 and 8.2.1.3, 8.2.1.6 and 8.2.1.7 above shall apply with the following additions:

For the purpose of making an IMS emergency call, the WLAN UE may reuse an existing I-WLAN tunnel only if the WLAN UE is not roaming (i.e. not accessing via a VPLMN).
NOTE 1:
In case PDG and P-CSCF are in different countries, a notification will be sent back to the WLAN UE that the emergency IMS registration is required and therefore WLAN UE cannot reuse existing I-WLAN tunnel for an emergency call.
NOTE 2:
When WLAN UE selects W-APN at tunnel set up the W-APN operator identifier (OI) contains either the HPLMN ID or the VPLMN ID.
If no suitable I-WLAN tunnel is available, then WLAN UE shall initiate the tunnel establishment as described in subclause 8.2.1.3.1. The WLAN UE shall build the emergency W-APN as described in 3GPP TS 23.003 [1A]. For the non roaming case (i.e. WLAN UE has direct connectivity to HPLMN), the WLAN UE shall construct the W-APN with the W-APN OI corresponding to the HPLMN. In the roaming case (i.e. WLAN UE has connectivity to the HPLMN via a VPLMN), the WLAN UE shall build the W-APN with the W-APN OI corresponding to the VPLMN. 

Additional authentications to an external AAA server shall not apply. The WLAN UE shall therefore not use procedures described in subclause 8.2.1.3.2.

Next Change
8.2.2.1
General

The PDG shall support the implementation of a VPN server application in order to assist tunnel establishment towards the WLAN UE. However, the selection of a particular VPN application is implementation dependent.

The PDG shall support IPsec tunnelling using the IKEv2 protocol (see IETF RFC 4306 [14]), in order to establish trusted relationships (i.e. mutual authentication with the WLAN UE).

The PDG shall support IPsec ESP (see IETF RFC 4303 [15]) in order to provide secure tunnels between the WLAN UE and the PDG as specified in 3GPP TS 33.234 [5].

If the PDG supports a W-APN for which authentication to an external AAA server is required, the PDG shall support the capability for multiple authentications as described in IETF RFC 4739 [16].
The PDG shall support in place rekeying of security association as described in IETF RFC 4306 [14]. The support for multiple IPsec ESP security associations (I-WLAN tunnels) per IKE connection is dependent on operator configuration at the PDG. The PDG shall support an operator configurable parameter for the maximum number of tunnels per IKE security association and a per user count for the number of tunnels such that it is possible for the operator to configure a limit for the number of IPsec ESP security association (I-WLAN tunnels) per IKE security association.

8.2.2.2
WLAN UE initiated tunnel establishment

8.2.2.2.1
WLAN UE initiated tunnel establishment with authentication to the 3GPP AAA server
Upon receipt of an IKE_AUTH request message (tunnel establishment request) from the WLAN UE, the PDG shall contact the 3GPP AAA server as specified in 3GPP TS 29.234 [3] in order to retrieve service authorization and authentication information for the WLAN UE requesting the establishment of the tunnel.

Upon successful authorization and authentication, the PDG shall accept the tunnel establishment request by sending the IKE_AUTH response message and including the allocated remote IP address in the Configuration (CP) payload. The PDG shall increment its maintained count of the number of tunnels for that user

Upon authentication failure, the PDG shall reject the tunnel establishment request by sending the IKE_AUTH response message with the Notify payload of type "AUTHENTICATION FAILED". 
8.2.2.2.2
WLAN UE initiated tunnel establishment with additional authentication to an external AAA server

When the PDG supports authentication to an external AAA server for WLAN 3GPP IP Access at a particular W-APN, the PDG shall perform the actions as specified in subclause 8.2.2.2.1 with the following additions.

On receipt of an IKE_SA_INIT message, the PDG shall include Notify payload of type "MULTIPLE_AUTH_SUPPORTED" in the IKE_SA_INIT response message.
On successful completion of EAP-SIM or EAP-AKA and on receipt of an IKE_AUTH request containing a Notify payload of type "ANOTHER_AUTH_FOLLOWS", the PDG shall send an IKE_AUTH response containing the AUTH payload. 

Upon receipt of a subsequent IKE_AUTH request from the WLAN UE containing the user identity in the private network within the IDi payload, the PDG shall take the following actions depending on the the type of authentication required by the external AAA server: 
-
if EAP authentication is required, the PDG shall send an EAP request to the WLAN UE within an IKE_AUTH response message. Upon receipt of an EAP response, the PDG shall use the procedures defined on the Wi interface (see 3GPP TS 29.161 [3A]) to authenticate the user to the external AAA server.

-
if PAP procedure is required, the PDG shall send an EAP-GTC request to the WLAN UE. Upon receipt of an EAP-GTC response within an IKE_AUTH request message from the WLAN UE, the PDG shall use the procedures defined on the Wi interface (see 3GPP TS 29.161 [3A]) to authenticate the user to the external AAA server. If the PDG receives EAP-Legacy-Nak response from the WLAN UE containing EAP–MD5 type, the PDG may, if the specified W-APN allows, change the authentication and authorization procedure to CHAP. If the specified W-APN does not allow CHAP procedures or the PDG receives EAP-Legacy-Nak response not containing EAP-MD5, the PDG shall send an EAP-Failure to the WLAN UE. 
-
if CHAP procedure is required, the PDG shall send an MD5-Challenge request to WLAN UE. Upon receipt of MD5-Challenge response within an IKE_AUTH request message from the WLAN UE, the PDG shall use the procedures defined on the Wi interface (see 3GPP TS 29.161 [3A]) to authenticate the user to the external AAA server. If the PDG receives EAP-Legacy-Nak response containing EAP–GTC type from the WLAN UE, the PDG may, if the specified W-APN allows, change the authentication and authorization procedure to PAP. If the specified W-APN does not allow PAP procedures or the PDG receives EAP-Legacy-Nak response not containing EAP-GTC, the PDG shall send an EAP-Failure to the WLAN UE.
NOTE 1:
The authentication and authorization to an external AAA server for WLAN 3GPP IP Access signalling flows are described in 3GPP TS 33.234 [5].

Next Change
8.2.2.5
Additional tunnel establishment and in place rekeying

Every active IKE security association shall be associated with a counter maintained by the PDG. The counter is used to indicate the number of IPsec ESP security associations (I-WLAN tunnels) inside an already established IKE security association.

On receipt of a CREATE_CHILD_SA request from the WLAN_UE, the PDG shall check:


If the SA payload is of type ESP and the message contains a Notify payload of type "REKEY_SA", the WLAN UE is attempting to rekey an existing IPsec security association (I-WLAN tunnel). The PDG shall use the procedures defined in IETF RFC 4306 [14] to setup the new IPsec ESP security association (I-WLAN tunnel) and shall subsequently delete the old IPsec ESP security association (I-WLAN tunnel) after successful completion of the procedure. 


If the SA payload is of type ESP and the message does not contain a "REKEY_SA" Notify payload, then the WLAN UE is attempting to establish an additional IPsec ESP security association (I-WLAN tunnel). The PDG shall check: 


If the number of IPsec ESP security associations (I-WLAN tunnels) inside the IKE security assocation is less than the configured maximum number of IPsec ESP security associations (I-WLAN tunnels) per IKE security assocation, then the PDG shall proceed to set up the additional IPsec ESP security association (I-WLAN tunnel) as defined in IETF RFC 4306 [14] and shall respond with the CREATE_CHILD_SA response message. The PDG shall increment its maintained count of the number of IPsec ESP security associations (I-WLAN tunnels) for that IKE security association.


If the count of the number of IPsec ESP security associations (I-WLAN tunnels) inside the IKE security assocation is greater than or equal to the configured maximum number of tunnels per  IKE security assocation, the PDG shall reject the establishment request by replying with a CREATE_CHILD_SA reponse message with a Notify payload of type "NO_ADDITIONAL_SAS".


If the SA payload is of type IKE, then the user is attempting to rekey the existing IKE security association. The PDG shall use the procedures defined in IETF RFC 4306 [14] to setup the new IKE security association and shall subsequently delete the old IKE security association on successful completion of the procedure.

8.2.2.6
PDG procedures in the emergency case

In the case where WLAN UE is attempting to set up an I-WLAN tunnel to the emergency W-APN, the procedures as described in subclauses 8.2.2.1, 8.2.2.2 and 8.2.2.5 shall apply with the following additions:

NOTE: 
On receipt of an IKE_AUTH request message (tunnel establishment request) from the WLAN UE, with IDr payload set to the emergency W-APN, the PDG behaviour is specified in 3GPP TS 29.234 [3]. 

NOTE:
 The UICC-less case is not supported in this version of protocol.

3GPP AAA server shall not support procedures to an external AAA server for the emergency W-APN.

8.2.2.7
QoS provisioning support

If QoS mechanisms are applied, the PDG will operate as a QoS Edge Function (see IETF RFC 2475 [19]) between a 3GPP - WLAN Interworking system and external networks. When applying receiver control DiffServ edge functions the authorized 3GPP WLAN QoS profile (as received from the 3GPP AAA Server) shall be enforced according to operator policies. This may result in re-classification (re-marking the DSCP) or discarding of IP packets.
The PDG shall map the 3GPP traffic classes (see 3GPP TS 23.107 [20]) into DSCP codes following the GSMA specification GSMA PRD IR.34 [21].
Next Change
8.3
Tunnel disconnection procedures

8.3.1
WLAN UE procedures

8.3.1.1
General

WLAN UE shall use the procedures defined in the IKEv2 protocol (see IETF RFC 4306 [14]) to disconnect an IPsec tunnel to the PDG. The WLAN UE shall close the incoming security associations associated with the tunnel and instruct the PDG to do the same by sending the INFORMATIONAL request message including a Delete payload. The Delete payload shall contain either:

i)
Protocol ID set to "1" and no subsequent security parameters indexes (SPIs) in the payload. This indicates closing of IKE security association, and implies the deletion of all IPsec ESP security associations that were negotiated within the IKE security association; or
ii)
Protocol ID set to "3" for ESP. The SPIs included in the payload shall correspond to the particular incoming ESP security associations at the WLAN UE for the given tunnel in question.

NOTE:
More than one tunnel may be disconnected in this message, via inclusion of multiple SPIs in one Delete payload or multiple Delete payloads in one INFORMATIONAL request message.

8.3.1.2
PDG initiated tunnel disconnection procedures 
On receipt of the INFORMATIONAL request message including Delete payload, indicating that the PDG is attempting tunnel disconnection, the WLAN UE shall:

i)
Close all security associations identified within the Delete payload (these security associations correspond to outgoing security associations from the WLAN UE perspective). If no security associations were present in the Delete payload, and the protocol ID was set to "1", the WLAN UE shall close the IKE security association, and all IPsec ESP security associations that were negotiated within it towards the PDG.

ii)
The WLAN UE shall delete the incoming security associations corresponding to the outgoing security associations identified in the Delete payload.

The WLAN UE shall send an INFORMATIONAL response message. If the INFORMATIONAL request message contained a list of security associations, the INFORMATIONAL response message shall contain a list of security associations deleted in step (ii) above.

If the WLAN UE is unable to comply with the INFORMATIONAL request message, the WLAN UE shall send INFORMATION response message with either:

i)
A Notify payload of type "INVALID_SPI", for the case that it could not identify one or more of the Security Parameters Indexes in the message from the PDG; or

ii)
A more general Notify payload type. This payload type is implementation dependent.

8.3.1.3
WLAN UE procedures for emergency cases

When connected to the emergency W-APN for the purpose of making IMS emergency calls, the WLAN UE shall not tear down the tunnel until the IKE and ESP security association timers have expired. This is in order to allow call back from the PSAP.

Next Change
8.3.2.1
General

PDG shall use the procedures defined in the IKEv2 protocol (see IETF RFC 4306 [14]) to disconnect an IPsec tunnel to the WLAN UE. The PDG shall close the incoming security associations associated with the tunnel and instruct the WLAN UE to do likewise by sending the INFORMATIONAL request message including a Delete payload. The Delete payload shall contain either:

i)
Protocol ID set to "1" and no subsequent SPIs in the payload. This indicates that the IKE security asociation, and all IPsec ESP security associations that were negotiated within it between PDG and WLAN UE shall be deleted; or
ii)
Protocol ID set to "3" for ESP. The SPIs included in the payload shall correspond to the particular incoming ESP SECURITY ASSOCIATION at the WLAN UE for the given tunnel in question.

8.3.2.2
WLAN UE initiated tunnel disconnection procedures

On receipt of the INFORMATIONAL request message including Delete payload indicating that the WLAN UE is initiating tunnel disconnect procedure, the PDG shall:

i)
Close all security associations identified within the Delete payload (these security associations correspond to outgoing security associations from the PDG perspective). If no security associations were present in the Delete payload, and the protocol ID was set to "1", the PDG shall close the IKE security association, and all IPsec ESP security associations that were negotiated within it towards the WLAN UE.

ii)
The PDG shall delete the incoming security associations corresponding to the outgoing security associations identified in the Delete payload.

The PDG shall send an INFORMATIONAL response message. This shall contain a list of security associations deleted in step (ii) above.

If the PDG is unable to comply with the INFORMATIONAL request message, the PDG shall send INFORMATION response message with either:

i)
a Notify payload of type "INVALID_SPI", for the case that it could not identify one or more of the SECURITY PARAMETERS INDEXES  in the message from the WLAN UE; or

ii)
a more general Notify payload type. This payload type is implementation dependent.

Next Change
8.4
Timers and counters for tunnel management

Timers are used as defined in IETF RFC 4306 [14]. 

It is recommended that IKE security association and ESP security association timers are set to be of the order of 3 (three) hours and that rekeying triggers the WLAN UE-3GPP AAA server reauthentication procedure. In this way, the WLAN UE-PDG re-authentication, IKE security association and IPsec ESP security association timers are simultaneously reset.

Next Change
A.3
PLMN List

The PLMN List information element is used by the network to indicate PLMNs that can be selected from the WLAN. The information element contains the PLMN identifiers.
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Figure 11.2.69.1: PLMN List information element

The "Number of PLMNs" (octet 3) contains the number of PLMN information items in the list. Bit 8 of octet 3 is the most significant bit and bit 1 of octet 3 the least significant bit.
Coding of PLMN information for each PLMN is the following:
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Figure 11.2.69.2: PLMN information part of PLMN List information element
Table 11.2.69.1: PLMN information part of PLMN List information element

	MCC, Mobile country code (octet x+1, octet x+2 bits 1 to 4)

The MCC field is coded as in ITU-T Rec. E212, Annex A. 

MNC, Mobile network code (octet x+3, octet x+2 bits 5 to 8).

The coding of this field is the responsibility of each administration but BCD coding shall be used. The MNC shall consist of 2 or 3 digits. For PCS 1900 for North America, Federal Regulation mandates that a 3-digit MNC shall be used. However a network operator may decide to use only two digits in the MNC over the radio interface. In this case, bits 5 to 8 of octet x+2 shall be coded as "1111". Mobile equipment shall accept MNC coded in such a way.
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