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	1st Modified Section


11.2.1.2.2
EPC based IPv4 Non Transparent access
In this case:

-
a static or a dynamic IPv4 address belonging to the Intranet/ISP addressing space is allocated to a UE at IP-CAN session establishment. The methods of allocating IP address to the UE are specified in 3GPP TS 23.060 [3], 3GPP TS 23.401 [77] and 3GPP TS 23.402 [78]. The allocated IPv4 address is used for packet forwarding within the P-GW and for packet forwarding on the Intranet/ISP;

-
as a part of the IP-CAN session establishment, the P-GW may request user authentication from an external AAA server (i.e. RADIUS, Diameter) belonging to the Intranet/ISP;

-
the IPv4 address allocation to the UE may be performed based on the subscription or a local address pool, which belongs to the Intranet/ISP addressing space, provisioned in the P-GW. The IPv4 address allocation to the UE may also be done via the address allocation servers (i.e. DHCPv4, RADIUS AAA, Diameter AAA) belonging to the Intranet/ISP;

-
if requested by the UE at IP-CAN session establishment, the P-GW may retrieve the Protocol Configuration Options or IPv4 configuration parameters from a locally provisioned database in P-GW and/or from some external server (i.e. DHCPv4, RADIUS AAA, Diameter AAA) belonging to the Intranet/ISP;

· the communication between the Packet Domain and the Intranet/ISP may be performed over any network, even an insecure network ,e.g. the Internet. In case of an insecure connection between the P-GW and the Intranet/ISP, there may be a specific security protocol in between. This security protocol is defined by mutual agreement between PLMN operator and Intranet/ISP administrator.

Table 0 summarizes the IPv4 address allocation and parameter configuration use cases between the UE and the P-GW that may lead the P-GW to interwork with the external DHCPv4, RADIUS AAA and Diameter AAA servers over SGi reference point. For detailed description of the signalling flows between the UE and the P-GW, see the references in the table. The detailed description of the signalling use cases that may be triggered between the P-GW and the external servers are specified in this document, as referenced in the table.

Table 0 : IPv4 address allocation and parameter configuration use cases

	Signalling use cases between UE and P-GW
	Signalling use cases between P-GW and external servers

	
	Authentication via RADIUS or Diameter server (Clauses 16 or 16a)

(NOTE 1,2,5)
	IPv4 Address allocation via DHCPv4 or RADIUS or Diameter server (Clauses 13.3, 16 or 16a)

(NOTE 1 and 2)
	IPv4 parameter configuration via DHCPv4 or RADIUS or Diameter server
(Clauses 13.3, 16 or 16a)

(NOTE 1 and 2)

	(1) IPv4 address allocation and parameter configuration via default bearer activation 

(2) IPv4 address allocation and parameter configuration via DHCPv4 signalling from UE towards P-GW     (NOTE 3 and 4)

deployment options applicable to both use cases (1) and (2):

· GTP-based S5/S8 (Subclauses 5.3.1, 5.3.2, 5.10.2 in TS 23.401 [77])

· PMIP-based S5/S8 (Subclauses 4.7.1, 5.2, 5.6 in TS 23.402 [78])   
	X
	X
	X

	(3) IPv4 adress allocation and parameter configuration during primary PDP context activation using S4-based SGSN
(4) IPv4 address allocation and parameter configuration using DHCPv4 signalling from UE towards P-GW   (NOTE 3 and 4)

and using 
· GTP-based S5/S8 (Subclauses 9.2, 9.2.2.1A in TS 23.060 [3])
· PMIP-based S5/S8 (Subclauses 4.7.1, 5.2, 5.6, 5.10 in TS 23.402 [78]) 


	X
	X
	X

	(5) IPv4 address allocation in trusted non-3GPP IP access using PMIPv6 on S2a   (NOTE 4)
· achoring in P-GW 

· chained S2a and PMIP-based S8  

(Subclauses 4.7.2, 6.2.1 and 6.2.4 in TS 23.402 [78])

(6) IPv4 address allocation in trusted non-3GPP IP access using MIPv4 FACoA on S2a and anchoring in P-GW   (NOTE 4)
(Subclause 6.2.3 of TS 23.402 [78])


(7) IPv4 address allocation and parameter configuration via DHCPv4 signalling in non-3GPP IP access on S2a    (NOTE 3 and 4)
(Subclauses 4.7.2 in TS 23.402 [78])


	X
	X
	X

	(8) IPv4 address allocation and parameter configuration in untrusted non-3GPP IP access using PMIPv6 on S2b  (NOTE 4)
· anchoring in P-GW

· chained S2b and PMIP-based S8

(Subclauses 4.7.3, 7.2.1, 7.2.3 of TS 23.402 [78])


	X
	X
	X

	(9) IPv4 parameter configuration via DHCPv4 with DSMIPv6 on S2c (Subclauses 4.7.4 in TS 23.402 [78])


(10) IPv4 address allocation with DSMIPv6 on S2c

· in trusted non-3GPP IP access

· in untrusted non-3GPP IP access

(Subclauses 4.7.4, 6.3 and 7.3 of TS 23.402 [78])


	X
	X
	X

	NOTE 1:  When the P-GW interworks with AAA servers, the APN may be configured to interwork with either Diameter AAA or RADIUS AAA server.

NOTE 2:  If RADIUS AAA or Diameter AAA server is used, the authentication, IPv4 address allocation and parameter configuration signalling may be combined.  Similarly, if DHCPv4 server is used for IPv4 address allocation and parameter configuration, the signalling towards the DHCPv4 server may be combined.

NOTE 3:  If the authentiation procedure towards RADIUS AAA or Diameter AAA is required, it is performed by the PGW before the DHCPv4 signalling when it receives the initial access request (e.g. Create Session Request, or Proxy Binding Update).  

NOTE 4:  For PMIP-based S5/S8, S2a and S2b, the P-GW shall obtain the IPv4 address from the external server after receiving Proxy Binding Update and before sending the Proxy Binding Ack.  See 3GPP TS 23.402 [78] for details.

NOTE 5:  The UEs may provide PAP/CHAP user credentials in the PCO IE when accessing to EPS on 3GPP and non-3GPP IP accesses. If such information is provided to the P-GW, the P-GW may perform user authentication based on these credentials. For S2c, the P-GW may receive such credentials from the UE based on IETF RFC 4739 [91] during the establishment of security association signalling via IKEv2.


	2nd Modified Section


11.2.1.3.1a
IPv6 EPC based Bearer Activation
In this case, the P-GW provides the UE with an IPv6 Prefix belonging to the Intranet/ISP addressing space. A dynamic IPv6 address is given using stateless address autoconfiguration. This IPv6 address is used for packet forwarding within the packet domain and for packet forwarding on the Intranet/ISP.
When a P-GW receives an initial access request (e.g. Create Session Request or Proxy Binding Update) message, the P-GW deduces from local configuration data associated with the APN:

-
The source of IPv6 Prefixes (P-GW internal prefix pool, or external address allocation server);

-
Any server(s) to be used for address allocation, authentication and/or protocol configuration options retrieval (e.g. IMS related configuration, see 3GPP TS 24.229 [47]);

-
The protocol, i.e. RADIUS, Diameter or DHCPv6, to be used with the server(s);

-
The communication and security feature needed to communicate with the server(s);


As an example the P-GW may use one of the following options:

-
P-GW internal Prefix pool for IPv6 prefixes allocation and no authentication;

-
P-GW internal Prefix pool for IPv6 prefixes allocation and RADIUS for authentication. The AAA server responds with either an Access-Accept or an Access-Reject to the RADIUS client in the P-GW;

-
RADIUS for authentication and IPv6 prefix allocation. The AAA server responds with either an Access‑Accept or an Access-Reject to the RADIUS client in the P-GW;

The P-GW includes the PDP Address IE in the the initial access response (e.g. Create Session Response or Proxy Binding Acknowledgement) and return an IPv6 address composed of a Prefix and an Interface-Identifier. The Interface-Identifier may have any value and it does not need to be unique within or across APNs. It shall however not conflict with the Interface-Identifier that the P-GW has selected for its own side of the UE-P-GW link. The Prefix assigned by the P-GW or the external AAA server shall be globally or site-local unique (see the Note in subclause 11.3 of this document regarding the usage of site-local addresses).
Table 0.a summarizes the IPv6 prefix allocation and parameter configuration use cases between the UE and the P-GW that may lead the P-GW to interwork with the external RADIUS AAA, Diameter AAA and DHCPv6 servers over SGi reference point. For detailed description of the signalling flows between the UE and the P-GW, see the references in the table. The detailed description of the signalling use cases that may be triggered between the P-GW and the external servers are specified in this document, as referenced in the table.

Table 0.a : IPv6 prefix allocation and parameter configuration use cases

	Signalling use cases between UE and P-GW
	Signalling use cases between P-GW and external servers

	
	Authentication via RADIUS or Diameter server (Clauses 16 or 16a)

(NOTE 1, and 2, 3)
	IPv6 prefix allocation via DHCPv6 or RADIUS or Diameter server (Clauses 13.3, 16 or 16a)

(NOTE 1 and 2)
	IPv6 parameter configuration via DHCPv6 or RADIUS or Diameter server
(Clauses 13.3, 16 or 16a)

(NOTE 1 and 2)

	(1) IPv6 address allocation and parameter configuration

(2) IPv6 parameter configuration via stateless DHCPv6

deployment options applicable to both use cases (1) and (2):

· GTP-based S5/S8 (Subclauses 5.3.1, 5.3.2, 5.10.2 in TS 23.401 [77])

· PMIP-based S5/S8 (Subclauses 4.7.1, 5.2, 5.6 in TS 23.402 [78])


	X
	X
	X

	(3) IPv6 address allocation and parameter configuration via S4-based SGSN
(4) IPv6 parameter configuration via stateless DHCPv6

and using 
· GTP-based S5/S8 (Subclauses 9.2, 9.2.2.1A in TS 23.060 [3])
· PMIP-based S5/S8 (Subclauses 4.7.1, 5.2, 5.6, 5.10 in TS 23.402 [78]) 
	X
	X
	X

	(5) IPv6 address allocation and parameter configuration in trusted non-3GPP IP access using PMIPv6 on S2a

(6) IPv6 parameter configuration via stateless DHCPv6

and using 
· achoring in P-GW 

· chained S2a and PMIP-based S8  

(Subclauses 4.7.2, 6.2.1 and 6.2.4 in TS 23.402 [78])



	X
	X
	X

	(7) IPv6 address allocation and parameter configuration in untrusted non-3GPP IP access using PMIPv6 on S2b and

· anchoring in P-GW

· chained S2b and PMIP-based S8

(Subclauses 4.7.3, 7.2.1, 7.2.3 of TS 23.402 [78])


	X
	X
	X

	(8) IPv6 address allocation and parameter configuration on S2c

· in trusted non-3GPP IP access

· in untrusted non-3GPP IP access

(Subclauses 4.7.4, 6.3 and 7.3 of TS 23.402 [78])

(9) IPv6 parameter configuration via stateless DHCPv6 on S2c (Subclauses 4.7.4 in TS 23.402 [78])

	X
	X
	X

	NOTE 1:  When the P-GW interworks with AAA servers, the APN may be configured to interwork with either Diameter AAA or RADIUS AAA server.

NOTE 2:  If RADIUS AAA or Diameter AAA server is used, the authentication, IPv6 prefix allocation and parameter configuration signalling may be combined.  Similarly, if DHCPv6 server is used for IPv6 prefix allocation and parameter configuration, the signalling towards the DHCPv6 server may be combined.

NOTE 3:  The UEs may provide PAP/CHAP user credentials in the PCO IE when accessing to EPS on 3GPP and non-3GPP IP accesses. If such information is provided to the P-GW, the P-GW may perform user authentication based on these credentials. For S2c, the P-GW may receive such credentials from the UE based on IETF RFC 4739 [91] during the establishment of security association signalling via IKEv2.


	3rd Modified Section


16.3a.3
AAA-Initiated Bearer termination
RADIUS is used as the protocol between the P-GW and the AAA server or proxy for applications (e.g. MMS) to deliver information related to EPS user session. However some IP applications could need to interwork with the P-GW to release the corresponding resource (e.g. terminate a particular bearer or Resource Allocation Deactivation procedures as defined in TS23.402 [78]). For this purpose, the AAA server or proxy may send a RADIUS Disconnect Request to the P-GW. On receipt of the Disconnect-Request from the AAA server, the P-GW shall release the corresponding resources and reply with a Disconnect-ACK. If the P-GW is unable to release the corresponding resources, it shall reply to the AAA server with a Disconnect-NAK. For more information on RADIUS Disconnect, see IETF RFC 3576 [41]. If the P-GW deletes the corresponding bearer, it need not wait for the response from the S-GW or non-3GPP IP access or ePDG before sending the RADIUS DisconnectResponse to the AAA server.

The Teardown-Indicator in the RADIUS Disconnect Request message indicates to the P-GW that all IP-CAN bearers for this particular user and sharing the same user session shall be deleted. The IP-CAN bearers that belong to the same IP-CAN session are identified by the Acct-Session-Id. The Charging-Id contained in the Acct-Session-Id can be of any IP-CAN bearer of the user. The P-GW is able to find out all the related IP-CAN bearers sharing the same user session once it has found the exact IP-CAN bearer from the Acct-Session-Id. If a user has the same user IP address for different sets of IP-CAN bearers towards different networks, only the IP-CAN bearers linked to the one identified by the Acct-Session-Id shall be deleted.  If the value of Teardown-Indicator is set to "0" or if TI is missing, and if the Acct-Session-Id identifies the default bearer, the P-GW shall tear-down all the IP-CAN bearers that share the same user session identified by the Acct-Session-Id.
The following Figure 25a.3 is an example message flow to show the procedure of RADIUS AAA-Initiated Bearer termination, which applicable for GTP based S5/S8:
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NOTE:
As shown on figure 25a.3, the P-GW need not wait for the Delete Bearer Response from the S-GW to send the RADIUS DisconnectResponse to the AAA server.

Figure 25a.3: AAA-initiated bearer termination with RADIUS
	End of Modifications
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